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METHOD FOR TRAINING A SERVER FOR
CONTENT DELIVERY BASED ON
COMMUNICATION OF STATE
INFORMATION FROM A MOBILE DEVICE
BROWSER

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
patent application Ser. No. 11/490, 496, filed on Jul. 21, 2006
which in turn claims priority from Canadian Patent Applica-
tion 2513018 filed on Jul. 22, 2005, both which are incorpo-
rated herein by reference

COPYRIGHT NOTICE

[0002] A portion of this specification contains material that
is subject to copyright protection. The copyright owner has no
objection to the facsimile reproduction by anyone of the
patent document, as it appears in the Patent and Trademark
Office patent file or records, but otherwise reserves all copy-
rights whatsoever.

FIELD

[0003] This specification relates generally to mobile data
communication systems, and more particularly to amethod of
training a server for content delivery based on communica-
tion of state information from a mobile device browser.

BACKGROUND

[0004] Mobile communication devices are becoming
increasingly popular for business and personal use due to a
relatively recent increase in number of services and features
that the devices and mobile infrastructures support. Handheld
mobile communication devices, sometimes referred to as
mobile stations, are essentially portable computers having
wireless capability, and come in various forms. These include
Personal Digital Assistants (PDAs), cellular phones and
smart phones.

[0005] It is known in the art to provide Internet browser
functionality in such mobile communication devices. In
operation, a browser user-agent in the handheld mobile com-
munication device issues commands to an enterprise or proxy
server implementing a Mobile Data Service (MDS), which
functions as an acceleration server for browsing the Internet
and transmitting text and images to the mobile device for
display. Such enterprise or proxy servers generally do not
store the state of their clients (i.e. the browser user-agent), or
if they do, the state that is stored is minimal and limited to
HTTP state (i.e. cookies). Typically, such enterprise or proxy
servers fetch and transmit data to the browser user-agent
when the browser makes a data request. In order to improve
the performance of the browser on the mobile device, some
enterprise or proxy servers fetch all the data required in order
to fulfill the data request from the browser, aggregate the
fetched data, and transmit the data to the device browser. For
instance, if a HyperText Markup Language (HTML) page is
requested, the enterprise or proxy server fetches any addi-
tional files referenced within the HTML page (e.g. Images,
inline CSS code, JavaScript, etc.). Since the proxy server
fetches all the additional files within the HTML file, the
device does not have to make additional data requests to
retrieve these additional files. Although this methodology is
faster than having the device make multiple requests, the

Oct. 27,2011

proxy server nonetheless has to send all of the data again if the
site is later revisited. This is because the proxy server has no
knowledge of the device caches (e.g. caches that are saved in
persistent memory, for different types of data such as a con-
tent cache to store raw data that is cached as a result of normal
browser activity, a channel cache containing data that is sent
to the device by a channel or cache push, and a cookie cache
containing cookies that are assigned to the browser by visited
Web pages). For example, if a user browses to CNN.com,
closes the browser to perform some other function (e.g. place
atelephone call or access e-mail messages, etc.) and then later
accesses the CNN.com Web site (or follows a link from CNN.
com to a news story), the banner “CNN.com” will be trans-
mitted from the MDS to the device browser each time the site
is accessed, thereby consuming significant bandwidth, intro-
ducing delay, etc.

[0006] It is known in the art to provide local file caching.
One approach is set forth in GloMop.: Global Mobile Com-
puting By Proxy, published Sep. 13, 1995, by the GloMop
Group, wherein PC Card hard drives are used as portable file
caches for storing, as an example, all of the users’ email and
Web caches. The user synchronizes the file caches and the
proxy server keeps track of the contents. Mobile applications
(clients) are able to check the file caches before asking for
information from the proxy server by having the server verify
that the local version of a given file is current.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] A detailed description of the preferred embodiment
is set forth in detail below, with reference to the following
drawings, in which:

[0008] FIG. 1 is a block diagram of a communication sys-
tem for implementing Internet browsing functionality in a
mobile communication device;

[0009] FIG. 2A shows communication protocol stacks for
the communication system of FIG. 1;

[0010] FIG. 2B shows communication protocol stacks for a
Browser Session Management (BSM) protocol according to
an exemplary embodiment;

[0011] FIG. 3 is a flowchart showing the method for com-
municating information between a proxy server and a mobile
Internet browser, according to the preferred embodiment;
[0012] FIG. 4 is a flowchart showing the method of training
the proxy server to deliver content based on detecting and
learning patterns of request messages from the mobile device
browser.

[0013] FIG. 5 is a flowchart of a broad aspect of the exem-
plary method of training a proxy server for content delivery
based on communication of state information from a mobile
device browser.

DETAILED DESCRIPTION

[0014] In general, there is provided a method of training a
server for content delivery based on communication of state
information from a mobile device browser, the method com-
prising providing a control channel between the server and
mobile device browser, transmitting over the control channel
a plurality of request messages from the mobile device
browser to the server for Web pages, wherein each of the
messages indicates browsing-related state data, implement-
ing a heuristic algorithm within the server to detect and learn
patterns of request messages and pre-fetching at least hyper-
text content of Web pages that the server has learned will
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likely be requested, and embedding the hypertext content in
response codes within response messages over the control
channel from said server to the mobile device browser.

[0015] A specific application of this method provides for
communicating information between an enterprise or proxy
server and a mobile Internet browser. An HTTP-like protocol
is set forth, referred to herein as the Browser Session Man-
agement (BSM) protocol, for providing a control channel
between the proxy server and the mobile device browser, so
that the mobile device browser can communicate to the proxy
server what data the first mobile device browser has stored in
memory (from previous browsing). The BSM protocol is an
“out of band” protocol in that BSM communications are in
addition to the usual stream of HTTP requests from the
mobile device browser to the proxy server and provide “meta-
data” relating to cache contents. This metadata is used by the
proxy server when handling subsequent requests from the
mobile device browser, to determine what data to send to the
mobile device browser, thereby significantly reducing data
transfer on subsequent requests relative to the prior art meth-
odology discussed above.

[0016] Because the proxy server is aware of what the
mobile communication device has stored in its cache, the
amount of data sent to the mobile communication device may
be reduced, thereby increasing the performance of the mobile
communication device and reducing operational cost. If after
the first request the CNN.com banner is cached and provided
the proxy server “knows” that the information has been
cached, then there will be no need to send the CNN.com
banner to the mobile device browser upon subsequent visits to
the CNN Web site.

[0017] According to another aspect, messages from the
device to the proxy server contain hash values of different
portions of documents (rather than the actual URLs) which
are used by the proxy server to detect state changes in the
device and utilize the information in preparing documents for
transmission to the device. In another embodiment, the device
sends hashes of the actual data of the portions (i.e. the actual
image data, JavaScripts, StyleSheets, etc.) and the proxy
server compares the received and stored data hashes for the
portions to determine if the device already has the data for a
particular portion (e.g. previously retrieved with a different
URL), in which case the proxy server sends a response to the
device with a header that indicates the device already has the
data that is to be used for that portion. A person of skill in the
art will appreciate that a one-way hash function transforms
data into a value of fixed length (hash value) that represents
the original data. Ideally, the hash function is constructed so
that two sets of data will rarely generate the same hash value.
Examples of known hash functions include MD2, MDS5 and
SHA-1.

[0018] In contrast to the prior art GloMop caching meth-
odology discussed above, the exemplary method set forth
herein synchronizes the cache contents when the mobile
device browser connects to the proxy server in order to initiate
a session and keeps track of changes to the cache via knowl-
edge of what data has been sent to the mobile device browser
in combination with state information periodically received
from the mobile device browser identifying what has actually
been cached. Also, as set forth in greater detail below, the
proxy server uses this cache knowledge to determine what to
send back to the mobile device browser. In contrast, the prior
art GloMop methodology does not contemplate sending any
state information to the proxy server for identifying what has
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actually been cached in the device. Moreover, the prior art
GloMop approach first checks the local cache, and then que-
ries the proxy server to determine whether a particular data
item in the cache is current or not. According to the GloMop
prior art, the proxy server does not use its own knowledge of
the mobile device browser cache to determine what to send
back to the mobile device browser.

[0019] Another aspect of the specification provides a
method comprising: providing, via a server, a control channel
between the server and a mobile device; receiving, at the
server, over the control channel requests from the mobile
device for content, the requests comprising data identifying
previously requested content cached at the mobile device;
implementing, at the server, a heuristic algorithm to build an
internal statistical model of patterns of the requests to deter-
mine subsequent content that the mobile device is most likely
to request; pre-fetching, at the server, a portion of the subse-
quent content when the statistical model indicates that prob-
ability of requesting the subsequent content exceeds a first
threshold, and otherwise awaiting another one of the requests
comprising a content identifier and adjusting the statistical
model in response thereto; and embedding at least the portion
of the subsequent content in responses transmitted over the
control channel from the server to the mobile device browser.
[0020] The method can further comprise modifying down-
loading of the content from the server to the mobile device
based on tracking history of changes reflected in hash values
of the data identifying the previously requested content
cached at the mobile device.

[0021] The method can further comprise fetching a further
portion of the subsequent content when the statistical model
indicates that the probability of requesting the subsequent
content exceeds a second threshold greater than the first
threshold and otherwise awaiting the another one of the
requests. The method can further comprise inlining subse-
quent content data after sending current content to the mobile
device. The subsequent content data can be inlined within the
current content. The statistical model can include time infor-
mation for predicting that subsequent content will likely be
requested within a specific time after the server begins send-
ing current content to the mobile device.

[0022] The method can further comprise building different
statistical models for each of a plurality of mobile devices
serviced by the server.

[0023] The method can further comprise building a global
statistical model for a plurality of mobile devices serviced by
the server.

[0024] The statistical model can comprise a selective blend
between a single statistical model built for the mobile device
and a global statistical model built for a plurality of mobile
devices serviced by the server, selected on a content-identi-
fier-sequence-by-content-identifier-sequence basis.

[0025] The heuristic algorithm can be selected from a
group consisting of Hidden Markov Model algorithms, Baye-
sian inference methods and Neural Networks.

[0026] Yet a further aspect of the specification provides a
communication system comprising: a mobile device enabled
to transmit over a control channel a plurality of requests,
comprising data identifying previously requested content
cached at the mobile device; and a server enabled to: imple-
ment a heuristic algorithm to build an internal statistical
model of patterns of the requests to determine subsequent
content that the mobile device is most likely to request; when
the statistical model indicates that probability of requesting
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the subsequent content exceeds a first threshold pre-fetch a
portion of the subsequent content, and otherwise: await
another one of the requests comprising a content identifier;
and adjust the statistical model in response thereto; and
embed at least the portion of the subsequent content in
responses transmitted over the control channel from the
server to the mobile device browser.

[0027] The server can be further enabled to modify down-
loading of the content from the server to the mobile device
based on tracking history of changes reflected in hash values
of the data identifying the previously requested content
cached at the mobile device.

[0028] The server can be further enabled to fetch a further
portion of the subsequent content when the statistical model
indicates that the probability of requesting the subsequent
content exceeds a second threshold greater than the first
threshold and otherwise awaiting the another one of the
requests.

[0029] The server can be further enabled to inline subse-
quent content data after sending current content to the mobile
device. The subsequent content data can be inlined within the
current content. The statistical model can include time infor-
mation for predicting that subsequent content will likely be
requested within a specific time after the server begins send-
ing current content to the mobile device.

[0030] The server can be further enabled to build different
statistical models for each of a plurality of mobile devices
serviced by the server.

[0031] The server can be further enabled to build a global
statistical model for a plurality of mobile devices serviced by
the server.

[0032] The statistical model can comprise a selective blend
between a single statistical model built for the mobile device
and a global statistical model built for a plurality of mobile
devices serviced by the server, selected on a content-identi-
fier-sequence-by-content-identifier-sequence basis.

[0033] The heuristic algorithm can be selected from a
group consisting of Hidden Markov Model algorithms, Baye-
sian inference methods and Neural Networks.

[0034] Additional aspects and advantages will be apparent
to a person of ordinary skill in the art, residing in the details of
construction and operation as more fully hereinafter
described and claimed, reference being had to the accompa-
nying drawings.

[0035] FIG. 1 depicts the architecture of a system for pro-
viding wireless e-mail and data communication between a
mobile device 1 and an enterprise or proxy server 9. Commu-
nication with the device 1 is effected over a wireless network
3, which in turn is connected to the Internet 5 and proxy server
9 through corporate firewall 7 and relay 8. Alternatively, the
device 1 can connect directly (via the Internet) through the
corporate firewall 7 to the proxy server 9. When a new mes-
sage is received in a user’s mailbox within email server 11,
enterprise or proxy server 9 is notified of the new message and
email application 10 (e.g. Messaging Application Program-
ming Interface (MAPI), MS Exchange, etc.) copies the mes-
sage out to the device 1 using a push-based operation. Alter-
natively, an exemplary architecture for proxy server 9 may
provide a browsing proxy but no email application 10.
Indeed, the exemplary embodiment set forth herein relates to
mobile browser device functionality and is not related to
email functionality. Proxy server 9 also provides access to
data on an application server 13 and the Web server 15 via a
Mobile Data Service (MDS) 12. Additional details regarding
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e-mail messaging, MAPI sessions, attachment service, etc.,
are omitted from this description as they are not germane.
Nonetheless, such details would be known to persons of ordi-
nary skill in the art.

[0036] Intermsof Web browsing functionality, the device 1
communicates with enterprise or proxy server 9 using HTTP
over an IP protocol optimized for mobile environments. In
some embodiments, the device 1 communicates with the
proxy server 9 using HTTP over TCP/IP, over a variant of
TCP/IP optimized for mobile use (e.g. Wireless Profiled
TCP), or over other, proprietary protocols. For example,
according to the communications protocol of FIG. 2A, HTTP
is run over Internet Point-to-Point Protocol (IPPP) and an
encrypted Global Messaging Exchange (GME) channel over
which datagrams are exchanged to transport data between the
device 1 and proxy server 9. The GME datagrams are 64 Kbit
in size whereas the wireless network 3 can only transport
UDP (User Datagram Protocol) datagrams with payloads up
to 1500 bytes. Therefore, a Message Delivery Protocol
(MDP) is used to separate the GME datagrams into one or
more MDP packets, each of which is less than 1500 bytes
(default size 1300 bytes), which are transported over UDP/IP
to and from the relay 8 which, in turn communicates with the
proxy server 9 via Server Relay Protocol (SRP)/TCP/IP. The
MDP protocol includes acknowledgements, timeouts and re-
sends to ensure that all packets of the GME datagram are
received.

[0037] Thecommunicationbetween the device 1 and proxy
server 9 is optionally encrypted with an encryption scheme,
such as Triple Data Encryption Algorithm (TDEA, formerly
referred to as Triple Data Encryption Standard (Triple DES)),
as is known in the art. The proxy server 9 enables Internet
access, preprocesses and compresses HTML and XML con-
tent from the Web server 15 before sending it to the device 1,
transcodes content type, stores HTTP cookies on behalf of the
device 1, and supports certificate authority authentications,
etc.

[0038] Inresponseto arequest from the device browser, the
proxy server 9 retrieves content from Web server 15 and
creates a custom document containing both images to be
displayed on the device and data in the form of compressed
versions of requested portions of the document. The docu-
ment is preferably of “multi-part” format to improve trans-
mission to and processing efficiency within the device 1.
Specifically, in order to display composite Web pages (i.e.
pages composed of a main WML or HTML page and one or
more related auxiliary files, such as style sheets, JavaScript
files, or image files) the device browser is normally required
to send multiple HTTP requests to the proxy server 9. How-
ever, according to the multi-part generation feature, the proxy
server 9 posts all necessary parts of a composite Web page in
a single bundle, enabling the browser to download all the
required content with a single request. The header in the
server response identifies the content as a multi-part bundle
(e.g. Multi-Purpose Mail Extensions (MIME)/multipart, as
defined by RFC 2112, E. Levinson, March 1997).

[0039] Inordertoindicate device browser state information
to the proxy server 9, three transitional state messages are
defined herein, as follows: CONNECT, UPDATE and DIS-
CONNECT, each of which conforms to the exemplary BSM
protocol. As shown in FIG. 2B, the BSM communications
protocol is identical to the protocol of FIG. 2A except that the
conventional HTTP layer of the protocol stack is replaced by
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an HTTP-like BSM layer, including a Browser Session Man-
agement (BSM) Handler at the proxy server 9.

[0040] The CONNECT transitional message creates a new
session with a connection identifier carried in the payload,
device information and state data (e.g. current cache and
device information) in the form of a set of hash functions for
use by the proxy server 9 in preparing a response. Specific
care is taken not to identify to the proxy server 9 what cookies
or cache entries are contained on the device 1. Only hash
values of the state data are sent to the proxy server 9 in order
to protect the identity of state data on the device 1.

[0041] The CONNECT message also contains a unique
authentication key for generating a MAC (Message Authen-
tication Code) using a Hash Message Authentication Code
(HMAC) algorithm that incorporates a cryptographic hash
function in combination with the authentication key. Each
portion of a multi-part document from the proxy server 9 also
contains an HMAC, generated using the authentication key,
that is used for authenticating the proxy server 9 before add-
ing that portion to the device cache. This prevents a third party
from creating its own multi-part document and sending it to
the device 1 for injecting cache entries that could be used to
extract personal information from the user.

[0042] Upon receipt of the CONNECT message, the proxy
server 9 uses the state information to regulate or control the
transmission of content retrieved from Web server 15 (step
23) to the device 1 depicted in FIG. 1 (step 23). One example
of'an application where this information can be used is when
the proxy server 9 is pre-fetching images, inline Cascading
Style Sheets (CSS), JavaScript, and the like for an HTML
document. If the proxy server 9 already knows that the device
1 has the image, inline CSS, or JavaScript document, there is
no need for resending the documents.

[0043] The UPDATE transition message notifies the proxy
server 9 of changes that have occurred on the device 1 since
the last CONNECT message or the last UPDATT! message,
between the device 1 and proxy server 9 (e.g. new cache
entries added because of a push, or invoking the “Low
Memory Manager” (LMM) or other memory-space preser-
vation policies on the device and purging items from the
cache).

[0044] The DISCONNECT transition message notifies the
proxy server 9 that the device 1 will no longer send any more
messages Using the connection identifier specified in the pay-
load. The proxy server 9 can then de-allocate any memory
reserved for the connect session between the device 1 and
proxy server 9. Upon receiving the disconnect message, the
proxy server 9 deletes any session cookies for the device 1 (if
it is processing cookies) along with state information. Receiv-
ing a request on the identified connection after the DISCON-
NECT has been received, and before any subsequent CON-
NECT message has been received, is defined as an error.
[0045] Since state is indicated from the device 1 to the
proxy server 9, and state may be stored in transient memory
within proxy server 9, a mechanism is provided for the proxy
server 9 to return to the device 1 a message indicating that the
session the device is trying to use is not valid. Once this
occurs, the device 1 issues a new CONNECT message and
establishes a new session with the proxy server 9, and re-
issues the original request.

[0046] The data protocol set forth herein is similarto HTTP
in order to reduce complexity and to reuse code that already
exists for the HTTP protocol. Thus, data transmission accord-
ing to this protocol begins with a STATE keyword; followed

Oct. 27,2011

by a BSM (Browser Session Management) protocol identifier
and a “Content-Length” header. The end of the “headers” is
indicated by a double CRLF (a sequence of control characters
consisting of a carriage return (CR) and a line feed (LF)),
much like HTTP. After the double CRLF pair (i.e. \r\n) a
WBXML (WAP Binary Extensible Markup Language)
encoded document is inserted as the message payload. The
WBXML document is later decoded using a DTD (Document
Type Definition) and codebook, as discussed in greater detail
below. The indication of the protocol version refers to what
version of the DTD to validate the request against (ie. BSM/
1.1 stipulates using version 1.1 of the DTD). It should be
noted that WBXML encoding of the contents of BSM mes-
sages is set forth to allow for more efficient processing of the
BSM message at the device 1, but that in alternate embodi-
ments, the BSM message may be formatted as normal (tex-
tual) XML.

[0047] The following is an example communication using
the protocol according to the preferred embodiment:

CONNECT BSM/1.0\r\n

Content-Length: 40\r\n

\r\n

<WBXML Encoded document of length 40 bytes>
BSM/1.0 200\r'n

r\n

[0048] In the foregoing, the first four lines form the CON-
NECT message from the device 1 to the proxy server 9, and
the last two lines are the response from the proxy server 9.
[0049] An exemplary XML document, is as follows:

<?xml version="*1.0"?>

<IDOCTYPE bsm PUBLIC “-// DTD BSM 1.0//EN"
“http://www.something.com/go/mobile/BSM/bsm__1.0.xm!1”>

<bsm id=*“2" hmac="12345678901234567890">

<cache>

<size>123012</size>

<entry urlHash=“FEEDDEEDO01” dataHash=“FDDEDEED11”

etag="“SomeFtag” expiry="256712323"/>

</cache>

<device>

<version>4.0.1.123</version>

<memfree>12342342</memfree>

</device>

</bsm>

[0050] Intheexample, the state dataincludes the URL of an
HTML page within the device cache. It will be noted that the
XML document payload includes a connection identifier (i.e.
bsm id=“2"), a value indicating when the document was last
modified (i.e. etag="SomeFtag”), a page expiry (i.e.
expiry="256712323"), and hash values for a URL (i.e. entry
urlHash="FEEDDEEDO1”) and a data attribute (i.e. entry
dataHash="FDDEDEED11”) rather than transmitting the
actual URL and data attribute themselves. Thus, as shown in
FIG. 3, the hashes of the URL and data attribute of the cached
page are sent to the proxy server 9 in the CONNECT string
(step 21). The proxy server 9 then fetches the requested page
from Web server 13 (step 23), computes hashes of device
browser state data (step 25) and data from the Web server 13
(step 27), and compares the hashes of the URL and data
attribute of the requested page with the hashed URL and data
attribute of the cached page, and also compares the time
stamps/expiration information (step 29) in order to determine
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whether the cached page is current. Specifically, in response
to the proxy server 9 retrieving a portion from the Web server
13, it computes the dataHash and urlHash of that portion and
performs a comparison to the dataHashes and urlHashes of
the entries it has saved. There are three cases.

[0051] Inthefirstcase, if both the dataHash and the urlHash
of'the retrieved portion match the dataHash and urlHash of a
cache entry that the proxy server 9 knows the device 1 has,
then the server 13 simply omits this portion from the
response, as the device 1 still has a valid entry in its cache.
[0052] In the second case, if the dataHash of the retrieved
portion matches the dataHash of a cache entry that the proxy
server 9 knows the device 1 has, but the urlHash of the
retrieved portion does not match the urlHash of that cache
entry, the server 13 inlines this updated portion in the com-
bined response to the device 1. However, because the
dataHash matches a dataHash of an entry that already exists
on the device 1, the inlined response does not include the
actual data, but instead only includes a new HTTP header
whose value is the new dataHash. When the device 1 receives
this inlined portion, it detects the special header, looks for the
cache entry with that dataHash, and either creates or updates
its cache entry for that URL with the data corresponding to the
dataHash by copying that data from the other cache entry (the
cache for device 1 is modified to have two indexes, one to
retrieve cache entries by URL, the other to retrieve cache
entries by dataHash). Finally, if the proxy server 9 already has
a cache entry for the urlHash, it updates that entry with the
new dataHash; otherwise it creates a new entry for this por-
tion.

[0053] In the third case, if the dataHash of the retrieved
portion does not match the dataHash of any of the cache
entries that the proxy server 9 has received from the device 1
in the BSM messages, then the server inlines the entire por-
tion (headers and new data), since this portion has been
updated and the device 1 does not contain the updated value
anywhere in its cache.

[0054] Although not indicated in FIG. 3, it will be appreci-
ated that each inline part to be added to a document to be
displayed at the device 1 is fetched. If the response code from
the proxy server indicates a “304” (step 31), then the part (i.e.,
the “304” response) is written as a block in the multipart
document. On the other hand, if the proxy server 9 returns a
“200” (step 33), then the hash compare operation is per-
formed, and the portion is only included in the multipart
document if the hash compare function indicates it is not
already on the device 1. The method of FIG. 3 ends at step 35.
[0055] An exemplary DTD, according to the preferred
embodiment, is as follows:

<IELEMENT  bsm (cache?, device)>
<{ATTLIST bsm
id NMTOKEN #REQUIRED
>
<IELEMENT cache (size, (entry)+)>
<!ATTLIST cache
action (addlremovelremove__alllquick_add) “add”
>

<IELEMENT  entry EMPTY>

<IATTLIST entry
urlHash CDATA #REQUIRED
dataHash CDATA #REQUIRED
etag CDATA #IMPLIED
expiry NMTOKEN #IMPLIED
size NMTOKEN #IMPLIED

last-modified NMTOKEN #IMPLIED
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<IELEMENT  size (#PCDATA)>
<!ELEMENT  device (version, memfree)>
<!ELEMENT  version (#PCDATA)>
<!ELEMENT  memfree (#PCDATA)>
<!{ELEMENT  hmac (#PCDATA)>
Element/Code
HMAC 12
Attribute/Code

size 9 (instead of action)
lastModified 10
actionAdd 11
actionRemove 12
actionRemoveAll 13
actionQuickAdd 14

[0056] Finally, an exemplary codebook, is as follows:
Element Code
Session 5
Cache 6
Size 7
Entry 8
Device 9
Version 10
MemFree 11
HMAC 12
Attribute Code
Id 5
UrlHash 6
dataHash 7
ETag 8
Expiry 9
Action 10
[0057] As is well known in the art, the codebook is used as

a transformation for compressing the XML document to
WBXML, wherein each text token is represented by a single
byte from the codebook.

[0058] As discussed above, the proxy server 9 transmits
multi-part documents in a proprietary format of compressed
HTML, interspersed with data for images and other auxiliary
files (which may or may not be related to the main HTML
Web page). However, in a departure from conventional
HTML, each document part may also include a response code
(e.g. “200” for OK, or “304” for “not modified” to indicate
that the specified document part has already been cached in
the device 1). This may be used for selective downloading of
document parts rather than entire documents and for indicat-
ing when a part (e.g. image) is about to expire. This is useful,
for example, when one Web page links to another page con-
taining one or more common elements.

[0059] Ofcourse, certain devicerequests (e.g. page refresh)
will always result in a full document download, irrespective
of device state information stored in the proxy server 9.
[0060] It is contemplated that the inclusion of response
codes may be used by heuristic processes within the proxy
server 9 to learn user behaviour and modify downloading of
documents based on tracking the history of certain changes
reflected in the hash value (e.g. the server 9 may learn to
download a certain page (e.g. CNN news) at a particular time
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each day based the user’s history of issuing requests for that
page at regular times. As discussed above, because the down-
loaded documents are multi-part and contain embedded
response codes, only those portions of the document that have
changed are actually downloaded.

[0061] Turning to FIG. 4, a method is set forth in which the
proxy server 9 uses heuristic algorithms to learn what addi-
tional data requests the device 1 may make based on knowl-
edge of the current request, and knowledge of past activity.
For example, in some instances, the device may consistently
follow a pattern of requesting a first Web page (e.g. “cnn.
com” Web page), followed by a second Web page (e.g. “cnn.
com/news” Web page). According to the method depicted in
FIG. 4, the proxy server 9 learns this pattern, such that when-
ever the device 1 requests the first Web page, the proxy server
9 determines that the device is likely to then request the
second Web page and therefore automatically fetches the
second Web page, uses its knowledge of the data cached on
the device 1 (i.e. from the state information transferred to the
proxy server 9 during initiation of the connection) to deter-
mine whether the second Web page already exists within the
data cached on the device and whether the cached page is
current (i.e. by comparing the time stamps/expiration infor-
mation as discussed above with reference to step 29 of FIG.
3). If soothe second Web page exists and is current, the proxy
server 9 includes information about the second Web page via
response codes embedded within the response provided for
the first Web page, as set forth in detail above. If the device 1
requires the second Web page, then the device 1 references its
cache and thereby avoids having to make a request to the
proxy server 9 for the second Web page.

[0062] Thus, at step 37 of FIG. 4, the proxy server 9 retains
a history of the sequence of specific page requests made by
the device browser. Preferably, the tracking history is based
on changes reflected in the hash values of the browsing-
related state data, as discussed above. The proxy server 9 then
uses a heuristic technique to build an internal statistical model
of the request patterns (step 39). Where the proxy server 9
services multiple devices 1, a separate statistical model is
developed for each device 1. Alternatively, a global statistical
model may be developed across all devices that the proxy
server 9 is servicing. Or, indeed, the two foregoing statistical
models may be blended to yield a best prediction on a URL-
sequence-by-URL-sequence basis.

[0063] Inany event, the statistical model developed at step
39 is used to determine the set of URLs that the device 1 is
most likely to request next, given the particular historical
sequence of previously requested URLs (step 37).

[0064] If, at step 41, the statistical model indicates that
probability of a certain previously requested URL being
requested next is above a certain threshold (Threshold 1), the
proxy server 9 proactively fetches the HyperText content of
the predicted next page (step 43). Otherwise, the method
awaits the requested URL from the device 1 and adjusts the
statistical model accordingly (step 45) and the method ends
(step 51).

[0065] If, at step 47, the probability exceeds a higher
threshold (Threshold 2) then all of the associated images
and/or auxiliary files are fetched for the predicted next page
(step 49).

[0066] According to one embodiment, the proxy server 9
inlines the “next page” data after it has sent the data for the
current page to the device 1, in order to allow the device to
fully render the current page. In another embodiment, the
“next-page” data is inlined within the HTML of the current
page rather than appended at the end of it. In both cases, the
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“next-page” data is still part of the response for the current
page, rather than appearing in a separate request or response.
[0067] One example ofthe embodiment in which the “next-
page” data is inlined is where the statistical model includes
time information and determines that particular “next pages”
will likely be requested very shortly after the proxy server 9
has started sending the current page data to the device 1. As
discussed above, because the downloaded documents are
multi-part and contain embedded response codes, only those
portions of the document that have changed are actually
downloaded.
[0068] Examples of heuristic techniques that may be used
in step 39 include, but are not limited to, the Hidden Markov
Model algorithms, Bayesian inference methods and Neural
Networks.
[0069] The method set forth in FIG. 4 causes the proxy
server 9 to constantly learn and refine the statistical model
with every new page request it receives, to ensure that it most
closely tracks the current behaviour of the devices it is ser-
vicing.
[0070] Turning now to FIG. 5, a broad aspect of the exem-
plary method of training a proxy server for content delivery
based on communication of state information from a mobile
device browser, is illustrated by way of a flowchart. At step
52, a control channel is established between the proxy server
9 and mobile device 1. The device 1 transmits a plurality of
request messages to the proxy server 9 for Web pages,
wherein each of the messages indicates browsing-related
state data (step 53). At step 54 a heuristic algorithm is imple-
mented within the proxy server 9 to detect and learn patterns
of request messages. The proxy server 9 then pre-fetches at
least HyperText content of Web pages that the proxy server 9
has learned will likely be requested (step 55). The pre-fetched
HyperText content is then embedded in response codes within
response messages transmitted to the mobile device 1 (step
56). The process ends at step 57.
[0071] As indicated above, the protocol of the preferred
embodiment is preferably carried over a proprietary IPPP
transport layer, but can also be easily adapted to run over
TCP/IP on a specific port. The protocol is preferably imple-
mented as a handler in the proxy server 9, thereby simplifying
any currently existing protocol. (e.g. to avoid overloading a
current HTTP protocol).
[0072] A person skilled in the art, having read this descrip-
tion of the preferred embodiment, may conceive of variations
and alternative embodiments. For example, the conditional
transfer of data based on communication of state information,
as set forth above, may also be applied to separately trans-
mitting individual portions of the multipart document as
opposed to transmitting the entire document at once.
[0073] Allsuch variations and alternative embodiments are
believed to be within the ambit of the claims appended hereto.
1. A method comprising:
providing, via a server, a control channel between the
server and a mobile device;
receiving, at the server, over the control channel requests
from the mobile device for content, the requests com-
prising data identifying previously requested content
cached at the mobile device;
implementing, at the server, a heuristic algorithm to build
an internal statistical model of patterns of the requests to
determine subsequent content that the mobile device is
most likely to request;
pre-fetching, at the server, a portion of the subsequent
content when the statistical model indicates that prob-
ability of requesting the subsequent content exceeds a
first threshold, and otherwise awaiting another one of the
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requests comprising a content identifier and adjusting
the statistical model in response thereto; and

embedding at least the portion of the subsequent content in
responses transmitted over the control channel from the
server to the mobile device browser.

2. The method of claim 1, further comprising modifying
downloading of the content from the server to the mobile
device based on tracking history of changes reflected in hash
values of the data identifying the previously requested con-
tent cached at the mobile device.

3. The method of claim 1, further comprising fetching a
further portion of the subsequent content when the statistical
model indicates that the probability of requesting the subse-
quent content exceeds a second threshold greater than the first
threshold and otherwise awaiting the another one of the
requests.

4. The method of claim 3, further comprising inlining
subsequent content data after sending current content to the
mobile device.

5. The method of claim 4, wherein the subsequent content
data is inlined within the current content.

6. The method of claim 5, wherein the statistical model
includes time information for predicting that subsequent con-
tent will likely be requested within a specific time after the
server begins sending current content to the mobile device.

7. The method of claim 1, further comprising building
different statistical models for each of a plurality of mobile
devices serviced by the server.

8. The method of claim 1, further comprising building a
global statistical model for a plurality of mobile devices ser-
viced by the server.

9. The method of claim 1, wherein the statistical model
comprises a selective blend between a single statistical model
built for the mobile device and a global statistical model built
for a plurality of mobile devices serviced by the server,
selected on a content-identifier-sequence-by-content-identi-
fier-sequence basis.

10. The method of claim 1, wherein the heuristic algorithm
is selected from a group consisting of Hidden Markov Model
algorithms, Bayesian inference methods and Neural Net-
works.

11. A communication system comprising:

a mobile device enabled to transmit over a control channel

a plurality of requests, comprising data identifying pre-
viously requested content cached at the mobile device;
and

a server enabled to:

implement a heuristic algorithm to build an internal
statistical model of patterns of the requests to deter-
mine subsequent content that the mobile device is
most likely to request;
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when the statistical model indicates that probability of
requesting the subsequent content exceeds a first
threshold pre-fetch a portion of the subsequent con-
tent, and otherwise:
await another one of the requests comprising a content
identifier; and
adjust the statistical model in response thereto; and
embed at least the portion of the subsequent content in
responses transmitted over the control channel from
the server to the mobile device browser.

12. The communication system of claim 11, wherein the
server is further enabled to modify downloading of the con-
tent from the server to the mobile device based on tracking
history of changes reflected in hash values of the data identi-
fying the previously requested content cached at the mobile
device.

13. The communication system of claim 11, 11, wherein
the server is further enabled to fetch a further portion of the
subsequent content when the statistical model indicates that
the probability of requesting the subsequent content exceeds
a second threshold greater than the first threshold and other-
wise awaiting the another one of the requests.

14. The communication system of claim 13, 11, wherein
the server is further enabled to inline subsequent content data
after sending current content to the mobile device.

15. The communication system of claim 14, wherein the
subsequent content data is inlined within the current content.

16. The communication system of claim 15, wherein the
statistical model includes time information for predicting that
subsequent content will likely be requested within a specific
time after the server begins sending current content to the
mobile device.

17. The communication system of claim 11, 11, wherein
the server is further enabled to build different statistical mod-
els for each of a plurality of mobile devices serviced by the
server.

18. The communication system of claim 11, 11, wherein
the server is further enabled to build a global statistical model
for a plurality of mobile devices serviced by the server.

19. The communication system of claim 11, wherein the
statistical model comprises a selective blend between a single
statistical model built for the mobile device and a global
statistical model built for a plurality of mobile devices ser-
viced by the server, selected on a content-identifier-sequence-
by-content-identifier-sequence basis.

20. The communication system of claim 11, wherein the
heuristic algorithm is selected from a group consisting of
Hidden Markov Model algorithms, Bayesian inference meth-
ods and Neural Networks.
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