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(57) ABSTRACT

The mvention provides multiple methods and devices for
processing a stolen terminal. Therein, a method for process-
ing a stolen terminal comprises: receiving a state modifica-
tion message from a sending party, wherein the state modi-
fication message carries the current state of the terminal; and
in a case where the state modification message 1s legal,
forwarding the state modification message to a server, so that
the server modifies the state information of the terminal
stored 1n the server to be the current state according to the
state modification message. By employing embodiments of
the invention, the state information of a terminal can be
modified, which solves the problem 1n the prior art that other
identification cannot be provided to indicate whether the
terminal 1s stolen or not, and can achieve the beneficial
effects of increasing the probability of recovering a stolen
terminal and effectively curbing the stealing acts.
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METHOD AND DEVICE FOR PROCESSING
STOLEN TERMINAL

FIELD OF THE INVENTION

[0001] The invention relates to the field of internet appli-
cations, and in particular, to a method and device for
processing a stolen terminal.

BACKGROUND OF THE INVENTION

[0002] With the rapid development of intelligent terminals
and networks, terminals (comprising a variety of devices
such as computers, mobile phones, tablets, etc.) play a more
and more 1mportant role 1n people’s lives, and increasingly
become an indispensable all-around “assistant™ 1n people’s
work and lives. For ease of use, when using an application
of a terminal, a person will generally store information such
as various account information, private chat records and
pictures/photos, etc. directly in the terminal. Therefore, if
the terminal were lost, not only property loss would be
brought about to the user, but what 1s more important 1s that,
for the private information stored 1n the terminal by the user,
for example, financial information such as an account pass-
word, etc., 1f the private information were leaked, 1t would
be difficult to estimate the loss caused to the user. Hence,
anti-theft for a terminal 1s very important.

[0003] In the prior art, after a terminal 1s lost, the loser can
only 1ndicate that the terminal 1s stolen by means of calling
the police, but cannot provide other identification to indicate
that the terminal 1s stolen. However, by indicating that the
terminal 1s stolen by means of calling the police, only a small
range ol people such as the loser and the police can know
that the terminal 1s stolen. For most people, especially when
the theft conducts a transaction on the stolen terminal, the
person who buys the stolen terminal cannot recognize
whether the terminal has been stolen. Such a technical defect
results 1n that a user easily buys a stolen terminal, which
turther promotes an adverse consequence that wrongful acts
of stealing terminals take place.

SUMMARY OF THE INVENTION

[0004] In view of the above problems, the invention 1is
proposed to provide a method for processing a stolen
terminal and a corresponding device, which overcome the
above problems or at least in part solve the above problems.
[0005] According to an aspect of the invention, there is
provided a method for processing a stolen terminal, com-
prising: receiving a state modification message from a
sending party, wherein the state modification message car-
ries the current state of the terminal; and in a case where the
state modification message 1s legal, forwarding the state
modification message to a server, so that the server modifies
the state information of the terminal stored in the server to
be the current state according to the state modification
message.

[0006] The invention further provides a client for process-
ing a stolen terminal, comprising: a receiver configured to
receive a state modification message from a sending party,
wherein the state modification message carries the current
state of the terminal; a legality judger configured to judge
whether the state modification message 1s legal; and a sender
configured to, 1n a case where the state modification message
1s legal, forward the state modification message to a server,
so that the server modifies the state information of the
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terminal stored in the server to be the current state according
to the state modification message.

[0007] The invention further provides a server, compris-
ing: a command receiver configured to receive a state
modification message sent by a terminal, wherein the state
modification message carries the current state of the terminal
and the identity i1dentification information of the terminal;
and a state modifier configured to modity the state informa-
tion of the terminal stored 1n the server to be the current state
according to the state modification message.

[0008] According to the embodiment of the invention,
after receiving a state modification message from a sending
party, legality verification 1s performed on the state modi-
fication message to guarantee that the received state modi-
fication message 1s an authentic, valid and credible com-
mand, and avoid that the state information of a terminal 1s
maliciously modified due to reception of a state modification
instruction sent from an incredible or malicious sending
party. If the state information of the terminal 1s maliciously
modified, 1t may result in that the server feeds the real-time
location of a user of the terminal back to the malicious
sending party and information of the user 1s leaked to the
malicious sending party, or may result in that a stolen
terminal 1s relieved of the stolen i1dentification, in turn, the
related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related information of the stolen terminal. In a case where
the state modification message 1s legal, the method provided
by the embodiment of the invention forwards the state
modification message to the server, so that the server modi-
fies the state information of the terminal stored in the server
to be the current state according to the state modification
message, which solves the problem 1n the prior art that other
identification can not be provided to indicate whether the
terminal 1s stolen or not. By employing the method for
processing a stolen terminal provided by the embodiment of
the 1nvention, the state information of the stolen terminal can
be changed. For example, after a terminal 1s stolen, the
current state of the terminal can be changed to be stolen by
employing the embodiment of the invention. If the theft
conducts a transaction on the stolen terminal, the buyer can
query out that the terminal 1s stolen, and 1n turn, stop the
transaction and provide a clue of the theft. Therefore, by
employing the embodiment of the invention, the beneficial
eflects of increasing the probability of recovering a stolen
terminal and effectively curbing the stealing acts can be
achieved.

[0009] According to another aspect of the invention, there
1s provided another method for processing a stolen terminal,
comprising: receiving a state modification message from a
sending party, wherein the state modification message car-
ries 1dentity 1dentification information of a terminal of which
the state has been changed; forwarding the state modifica-
tion message to a terminal corresponding to the identity
identification information of the terminal for verification by
the terminal; and modifying the state information of the
terminal according to a state modification request returned
when the terminal verifies that the state modification mes-
sage passes.

[0010] The invention further provides a server, compris-
ing: a receiver configured to receirve a state modification
message from a sending party, wherein the state modifica-
tion message carries 1dentity identification information of a
terminal of which the state has been changed; a sender



US 2016/0314323 Al

configured to forward the state modification message to a
terminal corresponding to the identity identification infor-
mation of the terminal for verification by the terminal; and
a state modifier configured to modify the state mnformation
of the terminal according to a state modification request
returned when the terminal verifies that the state modifica-
tion message passes.

[0011] The invention further provides a client for process-
ing a stolen terminal, comprising: a message receiver con-
figured to receive a state modification message from a
sending party and forwarded by a server; a verifier config-
ured to verily the received state modification message; and
a request sender configured to, after the state modification
message passes the verification, return a state modification
request to the server, so that the server modifies the state of
the terminal according to the state modification request.

[0012] According to the embodiment of the invention, a
state modification message from a sending party 1s received
and forwarded to a corresponding terminal, so that the
terminal verifies the state modification message, which
guarantees that the received state modification message 1s an
authentic, valid and credible message, and avoids that the
state 1nformation of a terminal 1s maliciously modified due
to reception of a state modification message sent from an
incredible or malicious sending party. If the state informa-
tion of the terminal 1s maliciously modified, it may result in
that the server feeds the real-time location of a user of the
terminal back to the malicious sending party and informa-
tion of the user 1s leaked to the malicious sending party, or
may result 1n that a stolen terminal 1s relieved of the stolen
identification, in turn, the related information of the stolen
terminal can not be obtained, and the theft can not be
captured according to the related information of the stolen
terminal. After the terminal verifies that the state modifica-
tion message 1s legal, the embodiment of the invention
receives a state modification request returned by the termi-
nal, and modifies the state information of the terminal
according to the state modification request, which solves the
problem 1n the prior art that other identification cannot be
provided to indicate whether the terminal 1s stolen or not. By
employing the method for processing a stolen terminal
provided by the embodiment of the invention, the state
information of the stolen terminal can be changed. For
example, after a terminal 1s stolen, the current state of the
terminal can be changed to be stolen by employing the
embodiment of the imnvention. If the theft conducts a trans-
action on the stolen terminal, the buyer can query out that the
terminal 1s stolen, and in turn, stop the transaction and
provide a clue of the theft. Therefore, by employing the
embodiment of the invention, the beneficial effects of
increasing the probability of recovering a stolen terminal
and eflectively curbing the stealing acts can be achieved.

[0013] According to still another aspect of the invention,
there 1s provided still another method for processing a stolen
terminal, comprising: receiving a state modification message
from a sending party, wherein the state modification mes-
sage carries 1dentity 1dentification information of a terminal
and the current state of the terminal; utilizing a server to
perform legality verification on the state modification mes-
sage; and modifying the state information of a terminal
corresponding to the 1dentity identification information to be
the current state according to the state modification message
which passes the legality verification.
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[0014] The invention further provides a server, compris-
ing: a receiver configured to receirve a state modification
message from a sending party, wherein the state modifica-
tion message carries 1dentity identification information of a
terminal and the current state of the terminal; a judger
configured to judge whether the state modification message
passes legality verification; and a state modifier configured
to modily the state information of a terminal corresponding
to the i1dentity i1dentification information to be the current
state according to the state modification message which
passes the legality verification.

[0015] According to the embodiment of the invention, a
state modification message from a sending party 1s received,
and a server 1s utilized to verity the state modification
message, which guarantees that the received state modifi-
cation message 1s an authentic, valid and credible message,
and avoids that the state information of a terminal 1s mali-
ciously modified due to reception of a state modification
message sent from an incredible or malicious sending party.
If the state information of the terminal 1s maliciously modi-
fied, 1t may result in that the server feeds the real-time
location of a user of the terminal back to the malicious
sending party and information of the user 1s leaked to the
malicious sending party, or may result in that a stolen
terminal 1s relieved of the stolen identification, in turn, the
related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related information of the stolen terminal. After the state
modification message passes the legality verification, the
embodiment of the invention modifies the state information
of the terminal according to the state modification message,
which solves the problem in the prior art that other 1denti-
fication cannot be provided to indicate whether the terminal
1s stolen or not. By employing the method for processing a
stolen terminal provided by the embodiment of the inven-
tion, the state information of the stolen terminal can be
changed. For example, after a terminal 1s stolen, the current
state of the terminal can be changed to be stolen by employ-
ing the embodiment of the invention. If the theft conducts a
transaction on the stolen terminal, the buyer can query out
that the terminal 1s stolen, and 1n turn, stop the transaction
and provide a clue of the theft. Therefore, by employing the
embodiment of the invention, the beneficial eflects of
increasing the probability of recovering a stolen terminal
and eflectively curbing the stealing acts can be achieved.

[0016] According to yet still another aspect of the inven-
tion, there 1s provided a computer program comprising a
computer readable code which causes a computing device to
perform a method for processing a stolen terminal according
to the invention, when said computer readable code 1s
running on the computing device.

[0017] According to yet still another aspect of the inven-
tion, there 1s provided a computer readable medium storing
therein a computer program of a method for processing a
stolen terminal according to the invention.

[0018] The above description 1s merely an overview of the
technical solutions of the invention. In the following par-
ticular embodiments of the invention will be 1illustrated in
order that the technical means of the invention can be more
clearly understood and thus may be embodied according to
the content of the specification, and that the foregoing and
other objects, features and advantages of the invention can
be more apparent.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0019] Various other advantages and benefits will become
apparent to those of ordinary skills 1n the art by reading the
following detailed description of the preferred embodi-
ments. The drawings are only for the purpose of showing the
preferred embodiments, and are not considered to be limit-
ing to the invention. And throughout the drawings, like
reference signs are used to denote like components. In the
drawings:

[0020] FIG. 1 shows a processing flow chart of a method
for processing a stolen terminal according to an embodiment
of the invention;

[0021] FIG. 2 shows a processing flow chart of a method
for processing a stolen terminal according to another
embodiment of the invention;

[0022] FIG. 3 shows a structural schematic diagram of a
client for processing a stolen terminal according to an
embodiment of the invention;

[0023] FIG. 4 shows a structural schematic diagram of a
server according to an embodiment of the ivention;

[0024] FIG. 5 shows a processing flow chart of a method
for processing a stolen terminal according to still another
embodiment of the invention;

[0025] FIG. 6 shows a processing flow chart of a method
for processing a stolen terminal according to still another
embodiment of the invention;

[0026] FIG. 7 shows a processing flow chart of a method
for processing a stolen terminal according to still another
embodiment of the invention;

[0027] FIG. 8 shows a structural schematic diagram of a
server according to another embodiment of the invention;

[0028] FIG. 9 shows a structural schematic diagram of a
client for processing a stolen terminal according to another
embodiment of the invention;

[0029] FIG. 10 shows a processing flow chart of a method
for processing a stolen terminal according to still another
embodiment of the invention;

[0030] FIG. 11 shows a processing tlow chart of a method
for processing a stolen terminal according to still another
embodiment of the invention;

[0031] FIG. 12 shows a processing flow chart of a method
for processing a stolen terminal according to still another
preferred embodiment of the invention;

[0032] FIG. 13 shows a processing flow chart of a method
for processing a stolen terminal according to still another
preferred embodiment of the invention;

[0033] FIG. 14 shows a structural schematic diagram of a
server according to still another embodiment of the mnven-
tion;

[0034] FIG. 15 shows schematically a block diagram of a
computing device for performing a method for processing a
stolen terminal according to the invention; and

[0035] FIG. 16 shows schematically a storage unit for
retaiming or carrying a program code implementing a
method for processing a stolen terminal according to the
invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0036] In the following the invention will be further
described 1n connection with the drawings and the particular
embodiments.
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[0037] It 1s mentioned 1n the related art that 1t cannot be
determined whether a terminal 1s stolen, and therefore, after
a terminal 1s stolen, the loser can indicate that the terminal
1s stolen currently only by means of calling the police, and
cannot provide other i1dentification to indicate that the ter-
minal 1s stolen. Such a technical defect results 1n that a user
casily buys a stolen terminal, so that the wrongiul act of
stealing a terminal can produce adverse consequences.

Embodiment One

[0038] To solve the above technical problem, an embodi-
ment of the imvention provides a method for processing a
stolen terminal. FIG. 1 shows a processing tlow chart of a
method for processing a stolen terminal according to an
embodiment of the invention. As shown 1n FIG. 1, the flow
comprises at least step S102 to step S104.

[0039] At the step S102, a state modification message
from a sending party 1s received, wherein the state modifi-
cation message carries the current state of the terminal.
[0040] At the step S104, 1n a case where the state modi-
fication message 1s legal, the state modification message 1s
forwarded to a server, so that the server modifies the state
information of the terminal stored in the server to be the
current state according to the state modification message.
[0041] Adfter receiving a state modification message from
a sending party, the embodiment of the invention performs
legality verification on the state modification message to
guarantee that the received state modification message 1s an
authentic, valid and credible command, and avoid that the
state information of a terminal 1s maliciously modified due
to reception of a state modification 1nstruction sent from an
incredible or malicious sending party. If the state informa-
tion of the terminal 1s maliciously modified, 1t may result in
that the server feeds the real-time location of a user of the
terminal back to the malicious sending party and informa-
tion of the user 1s leaked to the malicious sending party, or
may result in that a stolen terminal 1s relieved of the stolen
identification, 1n turn, the related information of the stolen
terminal cannot be obtained, and the theft cannot be captured
according to the related information of the stolen terminal.
In a case where the state modification message 1s legal, the
method provided by the embodiment of the invention for-
wards the state modification message to the server, so that
the server modifies the state information of the terminal
stored 1n the server to be the current state according to the
state modification message, which solves the problem 1n the
prior art that other identification cannot be provided to
indicate whether the terminal 1s stolen or not. By employing
the method for processing a stolen terminal provided by the
embodiment of the invention, the state information of the
stolen terminal can be changed. For example, after a termi-
nal 1s stolen, the current state of the terminal can be changed
to be stolen by employing the embodiment of the invention.
If the theft conducts a transaction on the stolen terminal, the
buyer can query out that the terminal 1s stolen, and 1n turn,
stop the transaction and provide a clue of the theft. There-
fore, by employing the embodiment of the invention, the
beneficial effects of increasing the probability of recovering
a stolen terminal and effectively curbing the stealing acts can
be achieved.

[0042] When the step S102 1s performed, a state modifi-

cation message from a sending party 1s receirved, wherein the
identity of the sending party needs to be verified, and if the
sending party passes the identity verification, it shows that
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the state modification message from the sending party 1s
legal, and anti-theft operations may continue to be per-
formed; and 1f the sending party does not pass the identity
verification, it shows that the state modification message
from the sending party 1s illegal, 1t 1s unnecessary to
continue to perform anti-theft operations.

[0043] In the embodiment of the invention, the identity of
a sending party may generally be designated by a number,
and the sending party corresponds to the number one to one.
At a stolen terminal side, to guarantee the reliability of the
identity verification of a sending party, generally, a list of
credible numbers 1s provided, in which credible numbers of
the stolen terminal are stored, for example, relatives'/
friends’ numbers, agreed authentication codes, etc. There-
fore, when legality verification 1s performed on the state
modification message, the number representative of the
sending party may be matched with a credible number stored
at the stolen terminal side. If the two match each other, then
the sending party passes the identity verification, and the
state modification message sent out by the sending party 1s
legal. If the two do not match each other, then the sending
party does not pass the identity verification, and accordingly,
the state modification message sent out by the sending party
1s also 1llegal.

[0044] Considering that a sending party needs to send
different commands and 1t 1s necessary to perform identity
legality verification for 1t, therefore, in this example, the
sending party may be a terminal which can send out a
command and has a unique identification, for example, a
mobile terminal such as a mobile phone. Each mobile
terminal has a umique telephone number available for 1den-
tity legality verification, and can send out a message or
instruction by multiple means such as a short message or a
network, etc.

[0045] After performing legality verification on the state
modification message, the embodiment of the invention
performs a different operation according to the verification
result. In particular, 1f the state modification message does
not pass the legality verification, the embodiment of the
invention ignores the state modification message, and if the
state modification message passes the legality verification,
the embodiment of the invention obtains the 1dentity iden-
tification information of the stolen mobile terminal. In the
embodiment of the invention, after the identity identification
information of the terminal 1s obtained, the state modifica-
tion message carrying the identity identification information
1s sent to a server.

[0046] Adfter the server receives the state modification
message carrying the identity identification information of
the terminal, the embodiment of the invention utilizes the
server to verily whether the state modification message 1s
legal or not. In particular, the embodiment of the invention
veriflies the legality of the state modification message by
judging whether the identity identification information car-
ried 1n the state modification message matches identity
identification information stored in the server or not. If the
identity 1dentification information carried in the state modi-
fication message matches i1dentity 1dentification information
stored 1n the server, then the embodiment of the invention
judges the state modification message to be legal. If the
identity 1dentification imnformation carried in the state modi-
fication message does not match i1dentity identification infor-
mation stored in the server, then the embodiment of the
invention judges the state modification message to be illegal.
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[0047] It 1s mentioned above that the embodiment of the
invention performs a next operation according to the result
of judging the legality of the state modification message.
When the state modification message 1s 1llegal, the embodi-
ment of the ivention 1gnores the state modification mes-
sage. When the state modification message 1s legal, the
embodiment of the invention triggers the operation of modi-
tying the state information 1n the server. After the server 1s
triggered, the state information of the terminal stored in the
server 1s modified to be the current state according to the
state modification message.

[0048] Preferably, in an embodiment of the invention,
after the server modifies the state information of the terminal
to be the current state, the server returns the modification
result to the terminal, and the modification result 1s sent to
the sending party via the terminal. In the embodiment of the
invention, after the current state of the terminal 1s modified,
the modification result 1s sent to the terminal, and then
forwarded to the sending party by the terminal, which
reminds both the terminal and the sending party respectively
that the current state of the terminal has been modified, and
in turn enables the terminal and the sending party to perform
a corresponding operation according to the modified current
state of the terminal. For example, when the terminal 1s a
mobile phone, the user uses a relative’s/friend’s number
bound to the stolen mobile phone to send a state modifica-
tion message to the stolen mobile phone to mark the mobile
phone to be stolen. After the server modifies the current state
of the mobile phone to be stolen according to the state
modification message, 1f the modification result 1s returned
to the stolen mobile phone and the relative’s/friend’s num-
ber, the stolen mobile phone can determine that it itself 1s
stolen, and then perform anti-theft operations, for example,
anti-theft operations of locking the screen for the mobile
phone, obtaining the fingerprints of the theft, or the like. In
addition, the user can know that the mobile phone has been
marked to be stolen 1n time, and further perform other
anti-theft operations on the stolen mobile phone.

[0049] In the embodiment of the invention, the identity
identification information of the terminal may be the inter-
national mobile equipment 1dentity (IMEI for short herein-
after) of the terminal, may be the user identity (ID for short
hereinafter) of the terminal, or also may be any identity
identification information which can uniquely identity the
terminal, which will not be defined by the embodiment of
the invention. To increase the security of the terminal and
determine that the state modification message received by
the server 1s a legal state modification message verified by
the terminal, preferably, the embodiment of the invention
provides a terminal identity identification. The terminal
identity 1dentification 1s a hardware ID of the terminal.

[0050] Now, the obtaiming of the hardware ID will be
introduced 1n particular. It 1s mentioned above that after
determining that the state modification message sent by the
sending party 1s legal, the embodiment of the invention
obtains the hardware ID. To obtain the hardware 1D, the
embodiment of the invention first obtains the IMFEI of the
terminal, which 1s denoted as a first character string. Second,
the embodiment of the invention obtains the network card
address of the stolen mobile terminal, and removes the
non-letter and non-numeric characters in the network card
address, wherein the network card address after the removal
1s denoted as a second character string. After obtaining the
first character string and the second character string, the
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embodiment of the invention obtains the serial number of
the central processing unit (CPU {for short hereinatter) of the
terminal, which 1s denoted as a third character string. After
obtaining the first, the second and the third character strings,
the embodiment of the invention merges the three character
strings according to a predetermined order. Therein, the
predetermined order may be to merge the three character
strings according to the order of first, second and third, may
be to merge the three character strings according to the
inverted order of third, second and first, or also may be other
predetermined order, which will not be defined by the
embodiment of the invention.

[0051] Adfter merging the character strings, the embodi-
ment of the invention converts the result obtained after the
merging into a capital format, which 1s denoted as a first
result. After obtaining the first result, the embodiment of the
invention continues to perform a Message Digest Algorithm
S (MD5 for short hereinafter) calculation on the first result,
to obtain a second result. Afterwards, the embodiment of the
invention converts the second result into a capital format to
obtain the hardware ID of the terminal.

[0052] In the embodiment of the invention, the hardware
ID of the terminal i1s obtained by performing a merging
operation on the IMEI, the network card address and the
serial number of the CPU of the terminal, which can
guarantee that the state modification message received by
the server 1s authentic, valid and credible, and avoid that the
server modifies the state information of the terminal erro-
neously due to reception of a state modification message
sent from an incredible or malicious sending side which 1s
disguised as the terminal. For example, if an incredible or
malicious sending side which 1s disguised as the terminal
sends a state modification message to instruct the server to
modily the state information of the terminal from being
stolen to being relieved of being stolen, then after the state
information of the terminal 1s modified to be relieved of
being stolen, the lawbreaker may perform processing such
as a flash operation, etc. on the terminal, which results 1n an
adverse consequence that the loser can not recover the
terminal. The embodiment of the invention matches the
hardware ID carried in the received state modification
message with a hardware 1D stored locally 1n the server, and
if the hardware ID 1s matched, then the IMEI, the network
card address and the serial number of the CPU of the
terminal can all be matched, and then the legality of the
received state modification message of the embodiment of
the invention can be determined. After determining the
legality of the state modification message, the state infor-
mation of the terminal 1s modified to guarantee that the state
information of the terminal stored in the server can be
updated timely.

[0053] Inaddition, in the embodiment of the invention, the
current state of the terminal may comprise that the terminal
1s stolen, the terminal 1s not stolen, and the terminal 1s
recovered after stolen, and the like. After the terminal 1s
stolen, the embodiment of the invention updates the state
information of the terminal in time, so that after the server
receives related information of the terminal (e.g., the real-
time location of the terminal, the fingerprints of the user who
uses the terminal currently, etc.), it can provide the loser
with a related clue of the stolen terminal, and increase the
possibility of recovering the terminal by the loser. After the
terminal 1s recovered after stolen, the embodiment of the
invention timely updates the state of the terminal to be
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recovered after stolen, and the server also does not need to
waste a resource such as a space, etc. to query and store
related information of the terminal. Further, the current state
of the terminal of the embodiment of the invention may
further comprise a more detailed description, for example,
comprise the sell/buy state information of the terminal such
as that the terminal 1s not sold, the terminal 1s 1n use, and the
terminal 1s resold, and the like, or also may be any other
current state information of the terminal, which will not be
defined by the embodiment of the invention.

[0054] Now, the method for processing a stolen terminal
of the mnvention will be further described i a specific
embodiment.

[0055] FIG. 2 shows a processing flow chart of a method
for processing a stolen terminal according to a preferred
embodiment of the invention, which 1s used for supporting
any of the methods for processing a stolen terminal, and
claborating the above method for processing a stolen termi-
nal more clearly and understandably. With reference to FIG.
2, the preferred embodiment comprises at least step S202 to
step 5220.

[0056] It needs to be noted that, to elaborate the preferred
embodiment more simply and clearly, in the preferred
embodiment, the sending party of the state modification
message 1s set to be a relative’s/iriend’s number, and the
terminal 1s set to be a stolen terminal, wherein the relative’s/
friend’s number 1s a number which 1s bound to the stolen
mobile phone.

[0057] Atthe step S202, a relative’s/friend’s mobile phone
sends a state modification message to the stolen mobile
phone to mark the mobile phone to be stolen.

[0058] In particular, after the user finds that the mobile
phone 1s stolen, he uses the relative’s/friend’s number bound
to the stolen mobile phone to send a short message carrying
a state modification message to the stolen mobile phone, to
request marking the current state of the mobile phone to be
that the mobile phone 1s stolen.

[0059] At the step S204, 1t 1s judged whether the state
modification message 1s legal or not.

[0060] After receiving the state modification message sent
by the relative’s/friend’s number, the stolen mobile phone
judges whether the sending party of the state modification
message matches a relative’s/friend’s number stored 1n the
stolen mobile phone or not. If no, the step S206 1s per-
formed. If yes, the step S208 1s performed.

[0061] At the step S206, when the stolen mobile phone

judges that the state modification message 1s 1illegal, 1t
ignores the state modification message.

[0062] At the step S208, when the stolen mobile phone
judges that the state modification message 1s legal, 1t obtains
its own hardware ID.

[0063] At the step S210, the state modification message 1s
forwarded.
[0064] After the stolen mobile phone receives the state

modification message and judges that the command 1s legal,
the step S210 1s performed to forward the state modification
message which carries the hardware ID obtained by the step
S208.

[0065] At the step S212, 1t 1s judged whether the state
modification message 1s legal or not.

[0066] After receiving the state modification message for-
warded by the stolen mobile phone, the server matches the
hardware 1D of the stolen mobile phone carried 1n the state
modification message with a hardware ID stored locally 1n
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the server. If they can not match each other, then the server
judges that the state modification message 1s illegal, and
performs the step S214. If they can match each other, then
the server judges the state modification message 1s legal, and
performs the step S216.

[0067] At the step S214, when the server judges that the
state modification message 1s illegal, 1t 1gnores the state
modification message.

[0068] At the step S216, when the server judges that the
state modification message 1s legal, it modifies the state
information of the stolen mobile phone to be that the mobile
phone 1s stolen.

[0069] Adfter the server judges that the received state
modification message 1s legal, the server modifies the state
of the stolen mobile phone to be that the mobile phone is
stolen according to the state modification message.

[0070] At the step S218, the modification result 1s returned
to the stolen mobile phone.

[0071] Adfter the server modifies the state mnformation of
the mobile phone to be that the mobile phone 1s stolen
according to the state modification message, it returns the
modification result to the stolen mobile phone, which guar-
antees the stolen mobile phone can know its own current
state timely.

[0072] At the step S220, the modification result 1s sent to
the relative’s/friend’s number.

[0073] After recerving the modification result returned by
the server, the stolen mobile phone sends the modification
result to the relative’s/friend’s number. Once the relative’s/
friend’s number receives the modification of the state infor-
mation of the stolen mobile phone, the user can know that
the server has marked the stolen mobile phone.

[0074] Based on the methods for processing a stolen
terminal provided 1n the above individual preferred embodi-
ments and based on the same inventive concept, an embodi-
ment of the invention provides a client for processing a
stolen terminal, which 1s used for implementing a method
for processing a stolen terminal as described above.
[0075] FIG. 3 shows a structural schematic diagram of a
client for processing a stolen terminal according to an
embodiment of the invention. With reference to FIG. 3, the
client for processing a stolen terminal of the embodiment of
the invention comprises at least a receiver 310, a legality

judger 320 and a sender 330.

[0076] Now, functions of individual devices or compo-
nents and a connection relationship between individual parts
of the client for processing a stolen terminal of the embodi-
ment of the invention will be introduced.

[0077] The receiver 310 1s configured to receive a state
modification message from a sending party, wherein the
state modification message carries the current state of the
terminal.

[0078] The legality judger 320 1s coupled to the receiver
310 and configured to judge whether the state modification
message 1s legal.

[0079] The sender 330 1s coupled to the receiver 310 and
the legality judger 320 respectively and configured to, 1n a
case where the state modification message 1s legal, forward
the state modification message to a server, so that the server
modifies the state information of the terminal stored in the
server to be the current state according to the state modifi-
cation message

[0080] After receiving a state modification message from
a sending party, the embodiment of the invention performs
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legality verification on the state modification message, to
guarantee that the received state modification message 1s an
authentic, valid and credible command, and avoid that the
state 1nformation of a terminal 1s maliciously modified due
to reception of a state modification 1nstruction sent from an
incredible or malicious sending party. If the state informa-

tion of the terminal 1s maliciously modified, it may result in
that the server feeds the real-time location of a user of the
terminal back to the malicious sending party and informa-
tion of the user 1s leaked to the malicious sending party, or
may result in that a stolen terminal 1s relieved of the stolen
identification, 1n turn, the related information of the stolen
terminal cannot be obtained, and the theft cannot be captured
according to the related information of the stolen terminal.

In a case where the state modification message 1s legal, the
embodiment of the invention forwards the state modification
message to a server, so that the server modifies the state
information of the terminal stored in the server to be the
current state according to the state modification message,
which solves the problem 1n the prior art that other 1denti-
fication cannot be provided to indicate whether the terminal
1s stolen or not. By employing the client for processing a

stolen terminal provided by the embodiment of the inven-
tion, the state information of the stolen terminal can be
changed. For example, after a terminal 1s stolen, the current
state of the terminal can be changed to be stolen by employ-
ing the embodiment of the invention. It the theft conducts a
transaction on the stolen terminal, the buyer can query out
that the terminal 1s stolen, and 1n turn, stop the transaction
and provide a clue of the theft. Therefore, by employing the
embodiment of the invention, the beneficial effects of
increasing the probability of recovering a stolen terminal
and effectively curbing the stealing acts can be achieved.

[0081] In the embodiment of the mvention, the receiver
310 1n the client receives a state modification message from
a sending party, and the identity of the sending party needs
to be verified by the legality judger 320. If it 1s verified by
the legality judger 320 that the sending party of the state
modification message matches a credible number stored in
the terminal, then the state modification message passes the
legality verification, and anti-theft operations may continue
to be performed; and 1t it 1s verified by the legality judger
320 that the sending party of the state modification message
does not match any credible number stored in the terminal,
it 1S unnecessary to continue to perform anti-thelft opera-
tions. In the embodiment of the invention, the identity of a
sending party may generally be designated by a number, and
the sending party corresponds to the number one to one. At
a stolen terminal side, to guarantee the reliability of the
identity verification of a sending party, generally, a list of
credible numbers 1s provided, in which credible numbers of
the stolen terminal are stored, for example, relatives'/
friends’ numbers, agreed authentication codes, etc. There-
fore, when legality verification 1s performed on the state
modification message, the number representative of the
sending party may be matched with a credible number stored
at the stolen terminal side. If the two match each other, then
the sending party passes the identity verification, and the
state modification message sent out by the sending party 1s
legal. If the two do not match each other, then the sending
party does not pass the identity verification, and accordingly,
the state modification message sent out by the sending party
1s also 1llegal.
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[0082] If 1t 1s verified by the legality judger 320 that the
state modification message 1s 1illegal, then the client as
shown 1 FIG. 3 1gnores the state modification message. If
it 1s verified by the legality judger 320 that the state
modification message 1s legal, then the legality judger 320
triggers the sender 330, so that the sender 330 obtains the
identity 1dentification information of the terminal. After
obtaining the identity identification information, the sender
330 sends the state modification message carrying the 1den-
tity 1dentification information to the server.

[0083] After receiving the state modification message car-
rying the identity identification information of the terminal,
the server verifies whether the state modification message 1s
legal or not. In particular, the server verifies the legality of
the state modification message by judging whether the
identity 1dentification information carried in the state modi-
fication message matches 1dentity 1dentification information
stored locally 1n the server. If the identity identification
information carried in the state modification message
matches identity 1dentification information stored in the
server, then 1t 1s judged that the state modification message
1s legal. If the 1dentity identification information carried 1n
the state modification message does not match identity
identification information stored in the server, then 1t 1s
judged the state modification message 1s 1llegal. When the
server judges that the state modification message 1s 1llegal,
the server 1gnores the state modification message. When the
server judges that the state modification message 1s legal, the
server modifies the state information of the terminal stored

locally according to the state modification message, and
returns the modification result.

[0084] Adfter receiving the modification result returned by
the server, the receiver 310 1n the client as shown in FIG. 3
triggers the sender 330, so that the sender 330 forwards the
modification result to the sending party of the state modi-
fication message. In the embodiment of the invention, after
the current state of the terminal 1s modified, the modification
result 1s sent to the client as shown in FIG. 3, and then
forwarded to the sending party by the client, to remind both
the terminal and the sending party respectively that the
current state of the terminal 1s modified, and 1n turn enable
the sending party to perform corresponding operations
according to the modified current state of the terminal. For
example, when the terminal 1s a mobile phone, the user uses
a relative’s/friend’s number bound to the stolen mobile
phone to send the state modification message to the stolen
mobile phone to mark the mobile phone to be stolen. After
the server modifies the current state of the mobile phone to
be stolen according to the state modification message, 1t the
modification result 1s returned to the relative’s/friend’s num-
ber, the user can know that the mobile phone has been
marked to be stolen 1n time, and further perform other
anti-theft operations on the stolen mobile phone.

[0085] In the embodiment of the invention, the identity
identification information of the terminal may be the IMFEI
of the terminal, may be the user ID of the terminal, or also
may be any 1dentity identification information which can
uniquely 1dentify the terminal, which will not be defined by
the embodiment of the invention. To 1ncrease the security of
the terminal and determine that the state modification mes-
sage received by the server 1s a legal state modification
message verified by the terminal, preferably, the embodi-
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ment of the mvention provides a terminal identity 1dentifi-
cation. The terminal 1dentity 1dentification 1s a hardware 1D
of the terminal.

[0086] Now, the obtaiming of the hardware ID will be
introduced 1n particular. It 1s mentioned above that after the
legality judger 320 judges that the state modification mes-
sage sent by the sending party 1s legal, the sender 330
obtains the hardware ID as the i1dentity 1dentification infor-
mation of the terminal. In the embodiment of the invention,
the sender 330 triggers a calculator 340, so that the calcu-
lator 340 calculates the hardware ID of the terminal. In
particular, the calculator 340 first obtains the IMEI of the
terminal, which 1s denoted as a first character string. Second,
the calculator 340 obtains the network card address of the
stolen mobile terminal, and removes the non-letter and
non-numeric characters i1n the network card address,
wherein the network card address after the removal 1s
denoted as a second character string. After obtaining the first
character string and the second character string, the calcu-
lator 340 obtains the serial number of the CPU of the
terminal, which 1s denoted as a third character string. After
obtaining the first, the second and the third character strings,
the calculator 340 merges the three character strings accord-
ing to a predetermined order. Therein, the predetermined
order may be to merge the three character strings according
to the order of first, second and third, may be to merge the
three character strings according to the inverted order of
third, second and first, or also may be other predetermined
order, which will not be defined by the embodiment of the
invention.

[0087] Adfter merging the character strings, the calculator
340 converts the result obtained after the merging into a
capital format, which 1s denoted as a first result. After
obtaining the first result, the calculator 340 performs an
MD?35 calculation on the first result, to obtain a second result.
Afterwards, the calculator 340 converts the second result
into a capital format to obtain the hardware ID of the
terminal.

[0088] In the embodiment of the invention, the hardware
ID of the terminal i1s obtained by performing a merging
operation on the IMEI, the network card address and the
serial number of the CPU of the terminal, which can
guarantee that the state modification message received by
the server 1s authentic, valid and credible, and avoid that the
server modifies the state imnformation of the terminal erro-
neously due to reception of a state modification message
sent from an incredible or malicious sending side which 1s
disguised as the terminal. For example, 1f an incredible or
malicious sending side which 1s disguised as the terminal
sends a state modification message to instruct the server to
modily the state information of the terminal from being
stolen to being relieved of being stolen, then after the state
information of the terminal 1s modified to be relieved of
being stolen, the lawbreaker may perform processing such
as a flash operation, etc. on the terminal, which results 1n an
adverse consequence that the loser can not recover the
terminal. The embodiment of the invention matches the
hardware ID carried in the received state modification
message with a hardware ID stored locally 1n the server, and
it the hardware ID 1s matched, then the IMEI, the network
card address and the serial number of the CPU of the
terminal can all be matched, and then the legality of the
received state modification message of the embodiment of
the invention can be determined. After determiming the
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legality of the state modification message, the state infor-
mation of the terminal 1s modified to guarantee that the state
information of the terminal stored in the server can be
updated timely.

[0089] In addition, in the embodiment of the invention, the
current state of the terminal may comprise that the terminal
1s stolen, the terminal 1s not stolen, and the terminal 1s
recovered after stolen, and the like. After the terminal 1s
stolen, the embodiment of the invention updates the state
information of the terminal in time, so that after the server
receives related information of the terminal (e.g., the real-
time location of the terminal, the fingerprints of the user who
uses the terminal currently, etc.), 1t can provide the loser
with a related clue of the stolen terminal, and increase the
possibility of recovering the terminal by the loser. After the
terminal 1s recovered after stolen, the embodiment of the
invention timely updates the state of the terminal to be
recovered after stolen, and the server also does not need to
waste a resource such as a space, etc. to query and store
related information of the terminal. Further, the current state
of the terminal of the embodiment of the invention may
further comprise a more detailed description, for example,
comprise the sell/buy state information of the terminal such
as that the terminal 1s not sold, the terminal 1s 1n use, and the
terminal 1s resold, and the like, or also may be any other
current state information of the terminal, which will not be
defined by the embodiment of the invention.

[0090] In the embodiment, the client (with reference to
FIG. 3) for processing a stolen terminal can receive a state
modification message from a sending party, and verify it.
When passing the verification, the state modification mes-
sage 1s forwarded to a server. That 1s, in the embodiment, the
function of the client for processing a stolen terminal 1s to
verily the legality of the state modification message.
[0091] Based on the methods and the client for processing
a stolen terminal provided in the above individual preferred
embodiments and based on the same inventive concept, an
embodiment of the invention provides a server, which 1s
used for implementing a method for processing a stolen
terminal as described above.

[0092] FIG. 4 shows a structural schematic diagram of a
server according to an embodiment of the invention. With
reference to FIG. 4, the server of the embodiment of the

invention comprises at least: a command receiver 410 and a
state modifier 430.

[0093] Now, functions of individual devices or compo-
nents and a connection relationship between individual parts
of the server of the embodiment of the invention will be
itroduced.

[0094] The command receiver 410 1s configured to receive
a state modification message sent by a terminal, wherein the
state modification message carries the current state of the
terminal and the identity identification information of the
terminal.

[0095] The state modifier 430 1s coupled to the command
receiver 410 and configured to modify the state information
of the terminal stored in the server to be the current state
according to the state modification message.

[0096] In the embodiment of the invention, the state
modification message 1s forwarded to the server, so that the
server modifies the state information of the terminal stored
in the server to be the current state according to the state
modification message, which solves the problem 1n the prior
art that other i1dentification cannot be provided to indicate
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whether the terminal 1s stolen or not. By employing the
method for processing a stolen terminal provided by the
embodiment of the invention, the state information of the
stolen terminal can be changed. For example, after a termai-
nal 1s stolen, the current state of the terminal can be changed
to be stolen by employing the embodiment of the invention.
If the theft conducts a transaction on the stolen terminal, the
buyer can query out that the terminal 1s stolen, and 1n turn,
stop the transaction and provide a clue of the theft. There-
fore, by employing the embodiment of the invention, the
beneficial effects of increasing the probability of recovering
a stolen terminal and effectively curbing the stealing acts can
be achieved.

[0097] After the command receiver 410 1n the server as
shown 1n FIG. 4 receives the state modification message
carrying the identity identification information of the termi-
nal, the state modifier 430 modifies the state information of
the terminal stored locally according to the state modifica-
tion message. Preferably, in an embodiment of the invention,
a judger 420 as shown 1n FIG. 4 1s added 1n the server. After
the command receiver 410 receives the state modification
message, the judger 420 judges whether the state modifica-
tion message 1s legal or not. In particular, the judger 420
verifles the legality of the state modification message by
judging whether the identity identification information car-
ried 1n the state modification message matches identity
identification information stored in the server or not. If the
identity 1dentification information carried in the state modi-
fication message matches identity 1dentification information
stored 1n the server, then the judger 420 judges the state
modification message to be legal. If the identity i1dentifica-
tion information carried in the state modification message
does not match identity identification information stored in
the server, then the judger 420 judges the state modification
message to be 1llegal.

[0098] In the embodiment of the invention, the identity
identification information of the terminal may be the IMFEI
of the terminal, may be the user ID of the terminal, or also
may be any 1dentity information which can uniquely identify
the terminal, which will not be defined by the embodiment
of the invention. To increase the security of the terminal and
determine that the state modification message received by
the server 1s a legal state modification message verified by
the terminal, preferably, the embodiment of the invention
provides a terminal identity identification. The terminal
identity 1dentification 1s a hardware ID of the terminal.

[0099] After judging the legality of the state modification
message, the judger 420 triggers the state modifier 430. The
state modifier 430 performs a next operation according to
the judgment result of the judger 420. When the state
modification message 1s 1llegal, the state modifier 430
ignores the state modification message. When the state
modification message 1s legal, the state modifier 430 modi-
fies the state information of the terminal stored in the server
to be the current state according to the state modification
message.

[0100] After the state modifier 430 modifies the state
information of the terminal stored locally to be the current
state, a result sender 440 sends the modification result to the
terminal. In the embodiment of the invention, after the state
modifier 430 modifies the current state of the terminal, the
result sender 440 sends the modification result to the termai-
nal, and the terminal sends the modification result to the
sending party, reminding the sending party of the current
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state of the terminal. The sending party can perform a
corresponding operation according to the current state of the
terminal.

[0101] In addition, in the embodiment of the invention, the
current state of the terminal may comprise that the terminal
1s stolen, the terminal 1s not stolen, and the terminal 1s
recovered after stolen, and the like. After the terminal 1s
stolen, the state modifier 430 in the client updates the state
information of the terminal in time, so that after the server
receives related information of the terminal (e.g., the real-
time location of the terminal, the fingerprints of the user who
uses the terminal currently, etc.), 1t can provide the loser
with a related clue of the stolen terminal, and increase the
possibility of recovering the terminal by the loser. After the
terminal 1s recovered after stolen, the state modifier 430
timely updates the state of the terminal to be recovered after
stolen, and the server also does not need to waste a resource
such as a space, etc. to query and store related information
of the terminal. Further, the current state of the terminal of
the embodiment of the mvention may further comprise a
more detailed description, for example, comprise the sell/
buy state information of the terminal such as that the
terminal 1s not sold, the terminal 1s in use, and the terminal
1s resold, and the like, or also may be any other current state
information of the terminal, which will not be defined by the
embodiment of the invention.

[0102] In the embodiment, the server (see FIG. 4) receives
the state modification message which 1s verified by the
terminal, and modifies 1t. That 1s, 1n the embodiment of the
invention, the function of the server i1s for modifying the
state information of the terminal stored locally. Of course, to

increase the security, the state modification message may be
further verified.

[0103] According to any one of the preferred embodi-
ments or a combination of multiple preferred embodiments,
embodiments of the invention can achieve the following
beneficial effects:

[0104] after receiving a state modification message from a
sending party, the embodiment of the invention performs
legality verification on the state modification message to
guarantee that the received state modification message 1s an
authentic, valid and credible command, and avoid that the
state information of a terminal 1s maliciously modified due
to reception of a state modification 1nstruction sent from an
incredible or malicious sending party. If the state informa-
tion of the terminal 1s maliciously modified, it may result in
that the server feeds the real-time location of a user of the
terminal back to the malicious sending party and informa-
tion of the user 1s leaked to the malicious sending party, or
may result in that a stolen terminal 1s relieved of the stolen
identification, in turn, the related information of the stolen
terminal cannot be obtained, and the theft cannot be captured
according to the related information of the stolen terminal.
In a case where the state modification message 1s legal, the
method provided by the embodiment of the mvention for-
wards the state modification message to the server, so that
the server modifies the state information of the terminal
stored 1n the server to be the current state according to the
state modification message, which solves the problem in the
prior art that other identification cannot be provided to
indicate whether the terminal 1s stolen or not. By employing
the method for processing a stolen terminal provided by the
embodiment of the invention, the state information of the
stolen terminal can be changed. For example, after a termai-
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nal 1s stolen, the current state of the terminal can be changed
to be stolen by employing the embodiment of the invention.
If the theft conducts a transaction on the stolen terminal, the
buyer can query out that the terminal 1s stolen, and 1n turn,
stop the transaction and provide a clue of the theft. There-
fore, by employing the embodiment of the invention, the
beneficial effects of increasing the probability of recovering
a stolen terminal and effectively curbing the stealing acts can
be achieved.

Embodiment Two

[0105] The embodiment provides a method for processing
a stolen terminal. FIG. 5 shows a processing flow chart of a
method for processing a stolen terminal according to an
embodiment of the invention. As shown 1n FIG. 5, the flow
comprises at least step S502 to step S506.

[0106] At the step S502, a state modification message
from a sending party 1s received, wherein the state modifi-
cation message carries 1dentity 1dentification information of
a terminal of which the state has been changed.

[0107] At the step S504, the state modification message 1s
forwarded to a terminal corresponding to the i1dentity 1den-
tification information of the terminal for verification by the
terminal.

[0108] At the step S506, the state information of the
terminal 1s modified according to a state modification
request returned when the terminal verifies that the state
modification message passes.

[0109] The embodiment of the mvention receives a state
modification message from a sending party and forwards 1t
to a corresponding terminal, so that the terminal verifies the
state modification message, which guarantees that the
received state modification message 1s an authentic, valid
and credible message, and avoids that the state information
of a terminal 1s maliciously modified due to reception of a
state modification message sent from an incredible or mali-
cious sending party. If the state information of the terminal
1s maliciously modified, it may result in that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user is
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen i1dentification, in
turn, the related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related imnformation of the stolen terminal. After the terminal
verifies that the state modification message 1s legal, the
embodiment of the invention receives a state modification
request returned by the terminal, and modifies the state
information of the terminal according to the state modifica-
tion request, which solves the problem in the prior art that
other 1dentification cannot be provided to indicate whether
the terminal 1s stolen or not. By employing the method for
processing a stolen terminal provided by the embodiment of
the invention, the state information of the stolen terminal can
be changed. For example, after a terminal 1s stolen, the
current state of the terminal can be changed to be stolen by
employing the embodiment of the invention. If the theft
conducts a transaction on the stolen terminal, the buyer can
query out that the terminal 1s stolen, and 1n turn, stop the
transaction and provide a clue of the theft. Therefore, by
employing the embodiment of the invention, the beneficial
eflects of increasing the probability of recovering a stolen
terminal and effectively curbing the stealing acts can be
achieved.
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[0110] When the step S502 1s performed, a state modifi-
cation message from a sending party 1s receirved, wherein the
state modification message carries identity identification
information of a terminal of which the state has been
changed. Preferably, to guarantee that the received state
modification message 1s authentic, valid and credible, the
embodiment of the invention verifies the received state
modification message. If the state modification message
passes the verification, anti-theft operations may continue to
be performed; and if the state modification message does not
pass the verification, 1t 1s unnecessary to continue to perform
anti-theft operations.

[0111] In the embodiment of the invention, the state modi-
fication message carries the identity identification informa-
tion of the terminal, whereas 1n the server 1s stored 1dentity
identification information of individual terminals. If the
identity 1dentification information of the terminal carried 1n
the state modification message can match 1dentity 1dentifi-
cation information of a terminal stored 1n the server, then the
state modification message passes the legality verification,
and the step S504 as shown 1n FIG. 5 1s performed, 1n which
the embodiment of the mvention forwards the state modi-
fication message to a terminal corresponding to the identity
identification information; and 1f 1t 1s not matched, then the
state modification message does not pass the legality veri-
fication, and accordingly, the embodiment of the invention
ignores the state modification message and does not perform
any operation.

[0112] Adfter the embodiment of the mnvention forwards the
state modification message to a corresponding terminal, the
terminal cannot guarantee that the server which forwards the
state modification message 1s a reliable server, and 1n turn,
verification of the state modification message at the server
side also cannot be trusted. To ensure that the state modi-
fication message received by the terminal 1s not a state
modification message sent to the terminal by a malicious
server, the terminal again performs legality verification on
the received state modification message. After the terminal
receives the state modification message, the embodiment of
the invention judges whether the 1dentification information
of the terminal carried in the state modification message
matches 1dentity 1dentification information stored locally in
the terminal. IT yes, the state modification message 1s legal,
and 1f no, the state modification message 1s illegal.

[0113] According to the result of legality verification of
the state modification message, the terminal performs a
different operation. In particular, i1f the state modification
message 1s illegal, then the state modification message 1s
ignored, and 1f the state modification message 1s legal, the
terminal obtains 1ts own ID and returns a state modification
request carrying the hardware ID.

[0114] After receiving the state modification request, the
embodiment of the imnvention performs legality verification
on the state modification request according to the hardware
ID carried 1n the state modification request. In particular, 1f
the hardware ID carried 1n the state modification request can
match a hardware ID stored locally in the server, then the
state modification request passes the legality verification;
and 1f it cannot be matched, then the state modification
request cannot pass the legality venfication. If the state
modification request cannot pass the legality verification, the
embodiment of the mnvention i1gnores the state modification
request and does not perform any operation. If the state
modification request passes the legality verification, the
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embodiment of the mvention utilizes the server to modity
the state information of the terminal, which guarantees that
the state information of the terminal stored 1n the server can
be updated to the current state of the terminal 1n time.

[0115] In the embodiment of the ivention, the two-time
legality verification of the state modification message 1s via
the 1dentity 1dentification of the terminal, whereas for veri-
fication of the state modification request, to 1mprove the
security, 1t 1s determined that the received state modification
request 1s a legal state modification request, and the embodi-
ment of the invention uses the hardware ID of the terminal
to perform legality verification on the state modification
request.

[0116] Therein, the identity i1dentification information of
the terminal may be the IMEI of the terminal, may be the
user ID of the terminal, or also may be any i1dentity i1denti-
fication information which can uniquely 1dentify the termi-
nal, which will not be defined by the embodiment of the
invention.

[0117] The hardware ID of the terminal 1s comprehensive
identity 1identification information which assembles various
identity 1dentification information of the terminal. Now, the
obtaining of the hardware ID will be introduced particularly.
As described above, if the state modification message 1s
legal, the embodiment of the invention obtains the hardware
ID of the terminal. Therein, the way of obtaining the
hardware ID 1s 1dentical to that of Embodiment One.

[0118] In the embodiment of the invention, the hardware
ID of the terminal 1s obtained by performing a merging
operation on the IMEI, the network card address and the
serial number of the CPU of the terminal, which can
guarantee that the state modification message received by
the server 1s authentic, valid and credible, and avoid that the
server modifies the state information of the terminal erro-
neously due to reception of a state modification message
sent from an incredible or malicious sending side which 1s
disguised as the terminal. For example, if an incredible or
malicious sending side which 1s disguised as the terminal
sends a state modification message to instruct the server to
modily the state information of the terminal from being
stolen to being relieved of being stolen, then after the state
information of the terminal 1s modified to be relieved of
being stolen, the lawbreaker may perform processing such
as a tlash operation, etc. on the terminal, which results 1n an
adverse consequence that the loser cannot recover the ter-
minal. The embodiment of the invention matches the hard-
ware ID carried 1n the received state modification message
with a hardware ID stored locally 1n the server, and if the
hardware ID 1s matched, then the IMFI, the network card
address and the serial number of the CPU of the terminal can
all be matched, and then the legality of the received state
modification message of the embodiment of the invention
can be determined. After determining the legality of the state
modification message, the state information of the terminal
1s modified to guarantee that the state information of the
terminal stored in the server can be updated timely.

[0119] In the embodiment of the invention, modification
of the state information of the terminal may comprise
moditying the state information of the terminal to be stolen,
not stolen, or to be that the terminal 1s recovered after stolen,
or the like. After the terminal 1s stolen, the embodiment of
the 1nvention modifies the state information of the terminal
in time, so that after the server receives related information
of the terminal (e.g., the real-time location of the terminal,
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the fingerprints of the user who uses the terminal currently,
etc.), it can provide the loser with a related clue of the stolen
terminal, and increase the possibility of recovering the
terminal by the loser. After the terminal 1s recovered after
stolen, the embodiment of the invention timely modifies the
state information of the terminal to be recovered after stolen,
and the server also does not need to waste a resource such
as a space, etc. to query and store related information of the
terminal. Further, the state information of the terminal of the
embodiment of the invention may further comprise a more
detailed description, for example, comprise the sell/buy state
information of the terminal such as that the terminal 1s not
sold, the terminal 1s 1n use, and the terminal 1s resold, and the
like, or also may be any other current state information of the
terminal, which will not be defined by the embodiment of
the 1nvention.

[0120] In the embodiment of the invention, after the state
information of the terminal 1s modified to be the current
state, the embodiment of the invention may return the
modification result to the sending party of the state modi-
fication message. In the embodiment of the invention, after
the current state of the terminal 1s modified, the modification
result 1s sent to the sending party to remind the sending party
that the current state of the terminal has been modified, and
in turn enable the sending party to perform a corresponding
operation according to the modified current state of the
terminal. For example, when the terminal 1s a mobile phone,
the user uses a relative’s/Iriend’s number bound to the stolen
mobile phone to send a state modification message to the
stolen mobile phone to mark the mobile phone to be stolen.
After the server modifies the current state of the mobile
phone to be stolen according to the state modification
message, 11 the modification result 1s returned to the rela-
tive’s/friend’s number, the user can know that the mobile
phone has been marked to be stolen in time, and further
perform other anti-theft operations on the stolen mobile
phone.

[0121] The embodiment of the invention may further
generate a task ID for performing the modification operation
after the state modification message passes the legality
verification, and send the task ID to the sending party of the
state modification message. After receiving the task ID, the
sending party determines that the state modification message
has passed the legality verification by the server. In addition,
the sending party can send a query request carrying the task
ID to the server at any time, to query about the implemen-
tation of the modification operation by the server. After
receiving the query request from the sending party, the
server determines the implementation of the current modi-
fication operation according to the task ID carried in the
query request, and returns 1t to the sending party. For
example, when the terminal 1s a mobile phone, 11 the mobile
phone 1s lost, the user can send a state modification message
to the server, and receive a task ID returned by the server.
According to the task ID, the user can query about the
implementation of the state modification operation by the
server at any time. If the current modification operation can
not continue to be performed due to server failure, etc., the
user can timely know related information that the operation
cannot be performed, and take corresponding measures
according to the known related information, which protects
the security of the stolen mobile phone more efliciently.

[0122] In the embodiment of the invention, the sending
party of the state modification message may be disposed in

Oct. 27, 2016

a mobile terminal, for example, a mobile phone, a notebook
computer, etc., and send the state modification message 1n
the form of short message or network. The sending party in
the embodiment of the invention may be further disposed in
a terminal, e.g., a computer, and send the state modification
message 1n the form of network. By employing the embodi-
ment of the invention, the state information of the terminal
can be modified in time. For example, after the terminal 1s
stolen, the user can send a state modification message via
various message sending platiforms, which ensures that the
terminal 1s marked to be stolen 1n time, and can further know
related information of the stolen terminal in time, which
increases the probability of recovering the stolen terminal.
[0123] Now, the method for processing a stolen terminal
of the mvention will be further described 1n a specific
embodiment.

[0124] FIG. 6 shows a processing flow chart of a method
for processing a stolen terminal according to a preferred
embodiment of the invention, which 1s used for supporting
any ol the methods for processing a stolen terminal, and
claborating the above method for processing a stolen termi-
nal more clearly and understandably. With reference to FIG.
6, the preferred embodiment comprises at least step S602 to

step S5628.

[0125] It needs to be noted that, to elaborate the preferred
embodiment more simply and clearly, in the preferred
embodiment, the sending party of the state modification
message 1s set 1n a relative’s/friend’s mobile phone, and the
terminal 1s set to be a stolen terminal, wherein the relative’s/
friend’s mobile phone 1s a mobile phone where a relative’s/
friend’s number bound to the stolen mobile phone 1s located.
[0126] At the step S602, a state modification message 1s
sent to mark a mobile phone to be stolen.

[0127] After a mobile phone is stolen, the user uses a
relative’s/friend’s mobile phone to send a state modification
message to a server via a network, to mark the mobile phone
to be stolen.

[0128] At the step S604, 1t 1s judged whether the state
modification request 1s legal.

[0129] Adfter receiving the state modification message, the
server judges whether the state modification message 1s
legal. If yes, the step S608 is performed, and 1f no, the step
S606 1s performed.

[0130] At the step S606, the state modification message 1s
illegal, and the state modification message 1s 1gnored.
[0131] At the step S608, a task ID 1s sent to the relative’s/
friend’s mobile phone.

[0132] Inparticular, after it 1s judged by the server that the
state modification message 1s illegal, the server generates a
task ID for performing the modification operation, and sends
the task ID to the relative’s/friend’s mobile phone via a
network.

[0133] At the step S610, the state modification message 1s
forwarded.
[0134] At the step S612, 1t 1s judged whether the state

modification message 1s legal or not.

[0135] Adfter verifying that the received state modification
message 1s legal, the server forwards the state modification
message to the stolen mobile phone. After receiving the state
modification message, the stolen mobile phone again per-
forms legality verification on the state modification mes-
sage. If the state modification message does not pass the
legality verification, the step S614 1s performed, and 1f 1t
passes the verification, the step S616 1s performed.
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[0136] At the step S614, when the state modification
message does not pass the legality verification, the state
modification message 1s 1gnored.

[0137] At the step S616, when the state modification
message passes the legality verification, the stolen mobile
phone obtains 1ts own hardware ID.

[0138] At the step S618, a state modification request 1s
sent to the server.

[0139] Adfter the stolen mobile phone obtains its own
hardware ID, it sends a state modification request carrying
the hardware ID to the server.

[0140] At the step S620, 1t 1s judged whether the state
modification request 1s legal. After receiving the state modi-
fication request, the server judges whether the state modi-
fication request 1s legal according to the hardware ID carried
in the state modification request. If no, the step S622 1is
performed, and 1f yes, the step S624 1s performed.

[0141] At the step S622, when the state modification
request 1s 1llegal, the server ignores the state modification
request.

[0142] At the step S624, when the state modification
request 1s legal, the operation of modifying the state infor-
mation 1s performed.

[0143] At the step S626, a query request 1s sent.

[0144] After receiving the task ID sent by the server, the
relative’s/friend’s mobile phone can send a query request
carrying the task ID to the server via a network, to query
about the implementation of the modification operation by
the server.

[0145] At the step S628, the modification implementation
1s sent to the relative’s/friend’s mobile phone.

[0146] Adfter receiving the query request sent by the rela-
tive’s/Iriend’s mobile phone, the server obtains the imple-
mentation of the current modification operation according to
the task ID carried in the query request, and returns the
implementation to the relative’s/friend’s mobile phone via
the network.

[0147] FIG. 7 shows a processing flow chart of a method
for processing a stolen terminal according to another pre-
ferred embodiment of the invention, which 1s used for
supporting any of the methods for processing a stolen
terminal, and elaborating the above method for processing a
stolen terminal more clearly and understandably. With ref-
erence to FIG. 7, the preferred embodiment comprises at
least step S702 to step S724.

[0148] It needs to be noted that, to elaborate the preferred
embodiment more simply and clearly, in the preferred
embodiment, the sending party of the state modification
message 1s set 1 a relative’s/friend’s mobile phone, and the
terminal 1s set to be a stolen terminal, wherein the relative’s/
friend’s mobile phone 1s a mobile phone where a relative’s/
friend’s number bound to the stolen mobile phone 1s located.
[0149] At the step S702, a state modification message 1s
sent to mark a mobile phone to be stolen.

[0150] After a mobile phone 1s stolen, the user uses a
relative’s/friend’s mobile phone to send a state modification
message to a server via short message, to mark the mobile
phone to be stolen.

[0151] At the step S704, 1t 1s judged whether the state
modification request 1s legal.

[0152] Adfter receiving the state modification message, the
server judges whether the state modification message 1s
legal. It yes, the step S708 1s performed, and i1 no, the step
S706 1s performed.
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[0153] At the step S706, the state modification message 1s
illegal, and the state modification message 1s 1gnored.

[0154] At the step S708, the state modification message 1s
forwarded.
[0155] At the step S710, 1t 1s judged whether the state

modification message 1s legal or not.

[0156] Adfter verifying that the received state modification
message 1s legal, the server forwards the state modification
message to the stolen mobile phone. After receiving the state
modification message, the stolen mobile phone again per-
forms legality verification on the state modification mes-
sage. If the state modification message does not pass the
legality verification, the step S712 1s performed, and 1f 1t
passes the verification, the step S714 1s performed.

[0157] At the step S712, when the state modification
message does not pass the legality verification, the state
modification message 1s 1gnored.

[0158] At the step S714, when the state modification
message passes the legality verification, the stolen mobile
phone obtains its own hardware ID.

[0159] At the step S716, a state modification request 1s
sent to the server.

[0160] After the stolen mobile phone obtains i1ts own
hardware ID, 1t sends a state modification request carrying
the hardware ID to the server.

[0161] At the step S718, 1t 1s judged whether the state
modification request 1s legal.

[0162] Adfter recerving the state modification request, the
server judges whether the state modification request 1s legal
according to the hardware ID carried 1n the state modifica-
tion request. If no, the step S720 1s performed, and if yes, the
step S722 1s performed.

[0163] At the step S720, when the state modification
request 1s 1llegal, the server ignores the state modification
request.

[0164] At the step S722, when the state modification
request 1s legal, the operation of modifying the state infor-
mation 1s performed.

[0165] At the step S724, the modification implementation
1s sent to the relative’s/friend’s mobile phone via short
message.

[0166] Note that the sending step at S702 and S724 may
also be conducted via a network, and the invention 1s not
limited thereto.

[0167] Based on the methods for processing a stolen
terminal provided 1n the above individual preferred embodi-
ments and based on the same 1nventive concept, an embodi-
ment of the invention provides a server, which 1s used for
implementing a method for processing a stolen terminal as
described above.

[0168] FIG. 8 shows a structural schematic diagram of a
server according to an embodiment of the invention. With
reference to FIG. 8, the server of the embodiment of the
invention comprises at least a receiver 810, a sender 830 and
a state modifier 840.

[0169] Now, functions of individual devices or compo-
nents and a connection relationship between individual parts
of the server of the embodiment of the invention will be
introduced.

[0170] The receiver 810 1s configured to receive a state
modification message from a sending party, wherein the
state modification message carries identity identification
information of a terminal of which the state has been
changed.
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[0171] The sender 830 1s coupled to the receiver 810 and
configured to forward the state modification message to a
terminal corresponding to the identity identification infor-
mation of the terminal for verification by the terminal.

[0172] The state modifier 840 1s coupled to the receiver
810 and configured to modify the state information of the
terminal according to a state modification request returned
when the terminal verifies that the state modification mes-
sage passes.

[0173] The embodiment of the invention receives a state
modification message from a sending party and forwards it
to a corresponding terminal, so that the terminal verifies the
state modification message, which guarantees that the
received state modification message 1s an authentic, valid
and credible message, and avoids that the state information
of a terminal 1s maliciously modified due to reception of a
state modification message sent from an incredible or mali-
cious sending party. If the state information of the terminal
1s maliciously modified, 1t may result 1n that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user i1s
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen identification, in
turn, the related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related information of the stolen terminal. After the terminal
verifies that the state modification message 1s legal, the
embodiment of the mvention receives a state modification
request returned by the terminal, and modifies the state
information of the terminal according to the state modifica-
tion request, which solves the problem 1in the prior art that
other identification cannot be provided to indicate whether
the terminal 1s stolen or not. By employing the method for
processing a stolen terminal provided by the embodiment of
the invention, the state information of the stolen terminal can
be changed. For example, after a terminal 1s stolen, the
current state of the terminal can be changed to be stolen by
employing the embodiment of the invention. If the theft
conducts a transaction on the stolen terminal, the buyer can
query out that the terminal 1s stolen, and 1n turn, stop the
transaction and provide a clue of the thett. Therefore, by
employing the embodiment of the mvention, the beneficial
elfects of increasing the probability of recovering a stolen
terminal and effectively curbing the stealing acts can be
achieved.

[0174] The receiver 810 1n the server as shown 1n FIG. 8
receives a state modification message from a sending party,
wherein the state modification message carries identity
identification iformation of a terminal of which the state
has been changed. Preferably, to guarantee that the received
state modification message 1s authentic, valid and credible,
a judger 820 1n the server performs legality judgment on the
received state modification message. If 1t 1s judged by the
judger 820 that the state modification message 1s legal, then
anti-theft operations continue to be performed; and 1f 1t 1s
judged by the judger 820 that the state modification message
1s 1llegal, 1t 1s unnecessary to continue to perform anti-thett
operations.

[0175] In the embodiment of the invention, the state
modification message carries the identity identification
information of the terminal, whereas 1n the server 1s stored
identity 1dentification information of individual terminals. If
the 1dentity 1dentification information of the terminal carried
in the state modification message can match i1dentity 1den-
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tification information of a terminal stored in the server, then
the judger 820 judges that the state modification message
passes the legality verification, and the sender 830 forwards
the state modification message to a terminal corresponding
to the identity identification information; and 1f it 1s not
matched, then the judger 820 judges that the state modifi-
cation message does not pass the legality verification, and
accordingly, the server ignores the state modification mes-
sage and does not perform any operation.

[0176] Adfter the state modification message 1s sent to the
terminal, the terminal performs legality verification on the
state modification message. If the state modification mes-
sage does not pass the legality verification, the terminal
ignores the state modification message. If the state modifi-
cation message passes the legality verification, the terminal
obtains 1ts own hardware 1D, and sends a state modification

request carrying the hardware ID to a server as shown in
FIG. 4.

[0177] After receiving the state modification request, the
receiver 810 1n the server triggers the judger 820. The judger
820 judges whether the state modification request 1s legal or
not. In the embodiment of the invention, the judger 820
judges whether the state modification request 1s legal or not
by judging whether the hardware ID carried 1n the state
modification request matches a hardware ID stored locally in
the server. It the hardware 1D carried 1n the state modifica-
tion request does not match a hardware 1D stored locally in
the server, the judger 820 judges that the state modification
request 1s 1llegal, and the server 1gnores the state modifica-
tion request. If the hardware ID carried 1n the state modifi-
cation request matches a hardware ID stored locally 1n the
server, the judger 820 judges that the state modification
request 1s legal, and triggers the state modifier 840 coupled
to 1t. The state modifier 840 modifies the state information
of the terminal according to the state modification request.

[0178] In the embodiment of the invention, modification
of the state information of the terminal by the state modifier
840 may comprise modifying the state information of the
terminal to be stolen, not stolen, or to be that the terminal 1s
recovered after stolen, or the like. After the terminal 1s
stolen, the state modifier 840 1n the server modifies the state
information of the terminal in time, so that after the server
receives related information of the terminal (e.g., the real-
time location of the terminal, the fingerprints of the user who
uses the terminal currently, etc.), it can provide the loser
with a related clue of the stolen terminal, and increase the
possibility of recovering the terminal by the loser. After the
terminal 1s recovered after stolen, the state modifier 840 1n
the server timely modifies the state information of the
terminal to be recovered after stolen, and the server also
does not need to waste a resource such as a space, etc. to
query and store related information of the terminal. Further,
the state information of the terminal of the embodiment of
the invention may further comprise a more detailed descrip-
tion, for example, comprise the sell/buy state information of
the terminal such as that the terminal 1s not sold, the terminal
1s 1n use, and the terminal 1s resold, and the like, or also may
be any other current state information of the terminal, which
will not be defined by the embodiment of the mnvention.

[0179] In the embodiment of the invention, after modify-
ing the state information of the terminal to be the current
state, the state modifier 840 triggers the sender 830. The
sender 830 may return the modification result to the sending
party of the state modification message. In the embodiment



US 2016/0314323 Al

of the invention, the sender 830 sends the modification result
to the sending party, to remind the sending party that the
current state of the terminal has been modified, and 1n turn
enable the sending party to perform a corresponding opera-
tion according to the modified current state of the terminal.
For example, when the terminal 1s a mobile phone, the user
uses a relative’s/friend’s number bound to the stolen mobile
phone to send a state modification message to the stolen
mobile phone to mark the mobile phone to be stolen. After
the server modifies the current state of the mobile phone to
be stolen according to the state modification message, 1 the
modification result 1s returned to the relative’s/friend’s num-
ber, the user can know that the mobile phone has been
marked to be stolen 1n time, and further perform other
anti-theft operations on the stolen mobile phone.

[0180] The embodiment of the invention may further
generate a task ID for performing the modification operation
after the judger 820 judges that the state modification
message passes the legality verification, and the receiver 810
sends the task ID to the sending party of the state modifi-
cation message. After receiving the task ID, the sending
party determines that the state modification message has
passed the legality verification by the server. In addition, the
sending party can send a query request carrying the task ID
to the server at any time, to query about the implementation
of the modification operation by the server. After receiving
the query request from the sending party, the receiver 810 in
the server determines the implementation of the current
modification operation according to the task ID carried in
the query request, and triggers the sender 830 to return the
implementation of the modification operation to the sending
party. For example, when the terminal 1s a mobile phone, 1
the mobile phone 1s lost, the user can send a state modifi-
cation message to the server, and receive a task ID returned
by the server. According to the task ID, the user can query
about the implementation of the state modification operation
by the server at any time. If the current modification
operation cannot continue to be performed due to server
failure, etc., the user can timely know related information
that the operation cannot be performed, and take correspond-
ing measures according to the known related information,
which protects the security of the stolen mobile phone more
eiliciently.

[0181] Inthe embodiment, the server (see FIG. 8) receives
a state modification message from a sending party, and
forwards 1t to a corresponding terminal for identity verifi-
cation. When the verification 1s passed, the terminal sends a
state modification request to the server, so that the server
modifies the state information. That 1s, in the embodiment of
the invention, the functions of the server are for forwarding
the state modification message, and modifying the state
information of the terminal stored locally according to a
corresponding request after the verification 1s passed. Of
course, to increase the security, further verification may be
performed on the state modification message.

[0182] Based on the methods for processing a stolen
terminal and the server provided in the above individual
preferred embodiments and based on the same inventive
concept, an embodiment of the imnvention provides a client
for processing a stolen terminal, which 1s used for 1mple-
menting a method for processing a stolen terminal as
described above.

[0183] FIG. 9 shows a structural schematic diagram of a
client for processing a stolen terminal according to an
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embodiment of the invention. With reference to FIG. 9, the
client for processing a stolen terminal of the embodiment of
the invention comprises at least a message receiver 910, a
verifier 920 and a request sender 930.

[0184] Now, functions of individual devices or compo-
nents and a connection relationship between individual parts
of the client for processing a stolen terminal of the embodi-
ment of the imvention will be introduced.

[0185] The message receiver 910 1s configured to receive
a state modification message from a sending party and
torwarded by a server.

[0186] 'The verifier 920 1s coupled to the message receiver
910 and configured to verily the received state modification
message.

[0187] The request sender 930 1s coupled to the verifier
920 and configured to, after the state modification message
passes the verification, return a state modification request to
the server, so that the server modifies the state of the
terminal according to the state modification request.

[0188] The embodiment of the mvention receives a state
modification message from a sending party and forwards 1t
to a corresponding terminal, so that the terminal verifies the
state modification message, which guarantees that the
received state modification message 1s an authentic, valid
and credible message, and avoids that the state information
of a terminal 1s maliciously modified due to reception of a
state modification message sent from an incredible or mali-
cious sending party. If the state information of the terminal
1s maliciously modified, it may result in that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user is
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen i1dentification, in
turn, the related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related imnformation of the stolen terminal. After the terminal
verifies that the state modification message 1s legal, the
embodiment of the invention receives a state modification
request returned by the terminal, and modifies the state
information of the terminal according to the state modifica-
tion request, which solves the problem 1n the prior art that
other identification can not be provided to indicate whether
the terminal 1s stolen or not. By employing the method for
processing a stolen terminal provided by the embodiment of
the invention, the state information of the stolen terminal can
be changed. For example, after a terminal 1s stolen, the
current state of the terminal can be changed to be stolen by
employing the embodiment of the invention. If the theft
conducts a transaction on the stolen terminal, the buyer can
query out that the terminal 1s stolen, and 1n turn, stop the
transaction and provide a clue of the theft. Therefore, by
employing the embodiment of the invention, the beneficial
eflects of increasing the probability of recovering a stolen
terminal and effectively curbing the stealing acts can be
achieved.

[0189] Adfter receiving a state modification message from
a sending party and forwarded by a server, the message
receiver 910 1n the client as shown in FIG. 9 triggers the
verifier 920. To guarantee that the received state modifica-
tion message 1s not a state modification message sent by a
malicious server, the verifier 920 performs legality verifi-
cation on the state modification message according to the
identity 1dentification information of the terminal carried 1n
the state modification message. It it 1s verified by the verifier
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920 that the identity 1dentification information of the termi-
nal carried in the state modification message matches the
identity 1dentification information stored locally in the ter-
minal, then the state modification message 1s legal. IT 1t 1s
verified by the verifier 920 that the i1dentity identification
information of the terminal carried 1n the state modification
message does not match the identity identification informa-
tion stored locally 1n the terminal, then the state modification
message 1s 1llegal.

[0190] As described above, the verifier 920 verifies
whether the state modification message received by the
message receiver 910 1s legal or not, and performs a next
operation according to the verification result. In particular, 1f
the state modification message 1s 1llegal, then the client as
shown 1n FIG. 9 1gnores the state modification message and
does not perform any operation. If the state modification
message 1s legal, then the verifier 920 triggers the request
sender 930. The request sender 930 obtains the hardware 1D
of the terminal, and sends a state modification request
carrying the hardware ID to the server.

[0191] Before sending a state modification request to the
server, the request sender 930 obtains the hardware ID of the
terminal from a calculator 940 coupled to i1t. Now, the
obtaining of the hardware ID will be introduced 1n particular.
As described above, after the verifier 920 verifies that the
state modification message 1s legal, the request sender 930
obtains the hardware ID as the i1dentity 1dentification infor-
mation of the terminal. In the embodiment of the invention,
the request sender 930 triggers the calculator 940, so that the
calculator 940 calculates the hardware ID of the terminal. In
particular, the calculator 940 first obtains the IMEI of the
terminal, which 1s denoted as a first character string. Second,
the calculator 940 obtains the network card address of the
stolen mobile terminal, and removes the non-letter and
non-numeric characters 1n the network card address,
wherein the network card address after the removal 1s
denoted as a second character string. After obtaining the first
character string and the second character string, the calcu-
lator 940 obtains the serial number of the CPU of the
terminal, which 1s denoted as a third character string. After
obtaining the first, the second and the third character strings,
the calculator 940 merges the three character strings accord-
ing to a predetermined order. Therein, the predetermined
order may be to merge the three character strings according
to the order of first, second and third, may be to merge the
three character strings according to the inverted order of
third, second and first, or also may be other predetermined
order, which will not be defined by the embodiment of the
invention.

[0192] Adfter merging the character strings, the calculator
940 converts the result obtained after the merging into a
capital format, which 1s denoted as a first result. After
obtaining the first result, the calculator 940 performs an
MD?35 calculation on the first result, to obtain a second result.
Afterwards, the calculator 940 converts the second result
into a capital format to obtain the hardware ID of the
terminal.

[0193] In the embodiment of the invention, the hardware
ID of the terminal 1s obtained by performing a merging
operation on the IMEI, the network card address and the
serial number of the CPU of the terminal, which can
guarantee that the state modification message received by
the server 1s authentic, valid and credible, and avoid that the
server modifies the state information of the terminal erro-
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neously due to reception of a state modification message
sent from an incredible or malicious sending side which 1s
disguised as the terminal. For example, 1f an incredible or
malicious sending side which 1s disguised as the terminal
sends a state modification message to instruct the server to
modily the state information of the terminal from being
stolen to being relieved of being stolen, then after the state
information of the terminal 1s modified to be relieved of
being stolen, the lawbreaker may perform processing such
as a flash operation, etc. on the terminal, which results 1n an
adverse consequence that the loser cannot recover the ter-
minal. The embodiment of the invention matches the hard-
ware ID carried 1n the received state modification message
with a hardware 1D stored locally in the server, and if the
hardware ID 1s matched, then the IMFI, the network card
address and the serial number of the CPU of the terminal can
all be matched, and then the legality of the received state
modification message of the embodiment of the invention
can be determined. After determining the legality of the state
modification message, the state information of the terminal
1s modified to guarantee that the state information of the
terminal stored in the server can be updated timely.

[0194] In the embodiment, the client (with reference to
FIG. 9) for processing a stolen terminal can receive a state
modification message from a server party, and veriy it.
When passing the verification, the state modification request
1s forwarded to the server. That 1s, 1n the embodiment, the
function of the client for processing a stolen terminal 1s to
verily the legality of the state modification message.

[0195] According to any one of the preferred embodi-
ments or a combination of multiple preferred embodiments,
embodiments of the invention can achieve the following
beneficial etfects:

[0196] The embodiment of the mvention receives a state
modification message from a sending party and forwards 1t
to a corresponding terminal, so that the terminal verifies the
state modification message, which guarantees that the
received state modification message 1s an authentic, valid
and credible message, and avoids that the state information
of a terminal 1s maliciously modified due to reception of a
state modification message sent from an incredible or mali-
cious sending party. If the state information of the terminal
1s maliciously modified, 1t may result 1n that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user i1s
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen i1dentification, in
turn, the related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related information of the stolen terminal. After the terminal
verifies that the state modification message 1s legal, the
embodiment of the invention receives a state modification
request returned by the terminal, and modifies the state
information of the terminal according to the state modifica-
tion request, which solves the problem 1n the prior art that
other 1dentification cannot be provided to indicate whether
the terminal 1s stolen or not. By employing the method for
processing a stolen terminal provided by the embodiment of
the invention, the state information of the stolen terminal can
be changed. For example, after a terminal 1s stolen, the
current state of the terminal can be changed to be stolen by
employing the embodiment of the invention. If the theft
conducts a transaction on the stolen terminal, the buyer can
query out that the terminal 1s stolen, and in turn, stop the
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transaction and provide a clue of the theft. Therefore, by
employing the embodiment of the imnvention, the beneficial
effects of increasing the probability of recovering a stolen
terminal and effectively curbing the stealing acts can be
achieved.

Embodiment Three

[0197] The embodiment provides a method for processing
a stolen terminal. FIG. 10 shows a processing tlow chart of
a method for processing a stolen terminal according to still
an embodiment of the invention. As shown 1n FIG. 10, the
flow comprises at least step S1002 to step S1006.

[0198] At the step S1002, a state modification message
from a sending party 1s received, wherein the state modifi-
cation message carries identity 1dentification information of
a terminal and the current state of the terminal.

[0199] At the step S1004, a server 1s utilized to perform
legality verification on the state modification message.

[0200] At the step S1006, the state information of a
terminal corresponding to the identity identification infor-
mation 1s modified to be the current state according to the
state modification message which passes the legality veri-
fication.

[0201] The embodiment of the mvention receives a state
modification message from a sending party, and verifies the
state modification message, which guarantees that the
received state modification message 1s an authentic, valid
and credible message, and avoids that the state information
of a terminal 1s maliciously modified due to reception of a
state modification message sent from an incredible or mali-
cious sending party. If the state information of the terminal
1s maliciously modified, it may result in that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user is
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen i1dentification, in
turn, the related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related information of the stolen terminal. After the state
modification message passes the legality verification, the
embodiment of the invention modifies the state information
of the terminal according to the state modification message,
which solves the problem 1n the prior art that other 1denti-
fication cannot be provided to indicate whether the terminal
1s stolen or not. By employing the method for processing a
stolen terminal provided by the embodiment of the inven-
tion, the state information of the stolen terminal can be
changed. For example, after a terminal 1s stolen, the current
state of the terminal can be changed to be stolen by employ-
ing the embodiment of the invention. I the theft conducts a
transaction on the stolen terminal, the buyer can query out
that the terminal 1s stolen, and 1n turn, stop the transaction
and provide a clue of the theft. Therefore, by employing the
embodiment of the invention, the beneficial effects of
increasing the probability of recovering a stolen terminal
and effectively curbing the stealing acts can be achieved.

[0202] As shown at the step S1002 and the step S1004 1n
FIG. 10, after receiving a state modification message from a
sending party, to guarantee that the received state modifi-
cation message 1s authentic, valid and credible, and avoid
that a server modifies the state information of a terminal
erroneously due to reception of a state modification message
sent from an incredible or malicious sending side, the
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embodiment of the invention utilizes a server to perform
legality verification on the state modification message.

[0203] It 1s mentioned above that the state modification
message from the sending party carries the 1dentity i1denti-
fication information of a terminal, and the embodiment of
the invention verifies the legality of the state modification
message by utilizing whether the identity identification
information of the terminal matches identity identification
information stored locally in the server. In particular, 1f the
identity 1dentification information of the terminal carried 1n
the state modification message can match identity i1dentifi-
cation information stored locally 1n the server, then the state
modification message 1s legal; and 11 the 1dentity identifica-
tion information of the terminal carried in the state modifi-
cation message can not match identity identification infor-
mation stored locally in the server, then the state
modification message 1s 1llegal.

[0204] According to the venfication result of the state
modification message, the embodiment of the invention
performs a different operation. If the state modification
message 1s 1llegal, the embodiment of the invention cannot
guarantee that the state modification message received by
the server 1s authentic, valid and credible, and cannot
guarantee that the sending party of the state modification
message 1s not an incredible or malicious sending side.
Therefore, when 1t 1s verified by the embodiment of the
invention that the state modification message 1s 1illegal, to
guarantee that the server will not modify the state informa-
tion of the terminal erroneously according to a state modi-
fication message from an incredible party, the embodiment
of the invention i1gnores the received state modification
message, and does not perform any operation.

[0205] If the state modification message 1s legal, accord-
ing to the identification information of the terminal carried
in the state modification message, the embodiment of the
invention determines a terminal corresponding to the iden-
tification information. After determining the corresponding
terminal, the embodiment of the invention modifies the state
information of the terminal stored locally in the server
correspondingly according to the current state of the termi-
nal 1n the state modification message, which guarantees that
the state information of the terminal stored 1n the server can
be updated 1n time.

[0206] In the embodiment of the invention, the current
state of the terminal may comprise that the terminal 1s stolen,
the terminal 1s not stolen, and the terminal 1s recovered after
stolen, and the like. After the terminal 1s stolen, the embodi-
ment of the mvention modifies the state information of the
terminal 1n time, so that after the server receives related
information of the terminal (e.g., the real-time location of
the terminal, the fingerprints of the user who uses the
terminal currently, etc.), it can provide the loser with a
related clue of the stolen terminal, and increase the possi-
bility of recovering the terminal by the loser. After the
terminal 1s recovered after stolen, the embodiment of the
invention timely modifies the state of the terminal to be
recovered after stolen, and the server also does not need to
waste a resource such as a space, etc. to query and store
related information of the terminal. Further, the current state
of the terminal of the embodiment of the invention may
further comprise a more detailed description, for example,
comprise the sell/buy state information of the terminal such
as that the terminal 1s not sold, the terminal 1s 1n use, and the
terminal 1s resold, and the like, or also may be any other
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current state information of the terminal, which will not be
defined by the embodiment of the imnvention.

[0207] Preferably, after modifying the state information of
the terminal to be the current state, the embodiment of the
invention returns the modification result to the sending party
of the state modification message. In the embodiment of the
invention, after modifying the current state of the terminal,
the modification result 1s sent to the sending party to remind
the sending party that the current state of the terminal has
been modified, and in turn enable the sending party to
perform a corresponding operation according to the modi-
fied current state of the terminal. For example, when the
terminal 1s a mobile phone, the user uses a relative’s/friend’s
number bound to the stolen mobile phone to send a state
modification message to the stolen mobile phone to mark the
mobile phone to be stolen. After the server modifies the
current state of the mobile phone to be stolen according to
the state modification message, 11 the modification result 1s
returned to the relative’s/friend’s number, the user can know
that the mobile phone has been marked to be stolen 1n time,
and further perform other anti-theft operations on the stolen
mobile phone.

[0208] In the embodiment of the invention, the identity
identification information of the terminal may be the IMFEI
of the terminal, may be the ID of the terminal, or also may
be any 1dentity 1dentification information which can
uniquely 1dentify the terminal, which will not be defined by
the embodiment of the invention.

[0209] To increase the security of the terminal and deter-
mine that the received state modification message 1s a legal
state modification message, preferably, the embodiment of
the invention provides a terminal identity identification. The
terminal 1dentity 1dentification 1s a hardware ID of the
terminal. Since the obtaining of the hardware 1D comprises
a comprehensive operation of the IMEI of the terminal, the
network card address of the terminal and the serial number
of the CPU of the terminal, the hardware ID 1s a compre-
hensive 1dentity 1dentification of the terminal. Legality veri-
fication 1s performed on the state modification message by
taking the hardware ID as the identity i1dentification of the
terminal, and if the state modification message passes the
verification, then 1t shows that the IMEI of the terminal, the
network card address of the terminal and the serial number
of the CPU of the terminal carried in the state modification
message all pass the verification, which has higher assurance
for the legality of the state modification message. Therein, a
method for calculating the hardware ID 1s referred to
Embodiment One.

[0210] In addition, in the embodiment of the invention, the
sending party of the state modification message may be
disposed 1n a mobile terminal, for example, a mobile phone,
a notebook computer, etc., and send the state modification
message 1n the form of short message or network. The
sending party in the embodiment of the invention may be
turther disposed 1n a terminal, e.g., a computer, and send the
state modification message 1 the form of network. By
employing the embodiment of the invention, the state infor-
mation of the terminal can be modified in time. For example,
after the terminal 1s stolen, the user can send a state
modification message via various message sending plat-
forms, which ensures that the terminal 1s marked to be stolen
in time, and can further know related information of the
stolen terminal 1n time, which increases the probability of
recovering the stolen terminal.
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[0211] Now, the method for processing a stolen terminal of
the invention will be further described 1n a specific embodi-
ment.

[0212] FIG. 11 shows a processing tlow chart of a method
for processing a stolen terminal according to a preferred
embodiment of the invention, which supports any of the
methods for processing a stolen terminal, and elaborates the
above method for processing a stolen terminal more clearly
and understandably. With reference to FIG. 11, the flow
comprises at least step S1102 to step S1110.

[0213] It needs to be noted that, to elaborate the preferred
embodiment more simply and clearly, in the preferred
embodiment, the sending party of the state modification
message 1s set 1n a relative’s/friend’s mobile phone, and the
terminal 1s set to be a stolen mobile phone, wherein the
relative’s/friend’s mobile phone 1s a mobile phone where a
relative’s/friend’s number bound to the stolen mobile phone
1s located.

[0214] At the step S1102, a state modification message 1s
sent to mark a mobile phone to be stolen.

[0215] In particular, after finding that the mobile phone 1s
stolen, a user can send a state modification message to a
server via a mobile phone with a relative’s/friend’s number
bound to the stolen mobile phone 1n advance. When using
the relative’s/friend’s mobile phone, the preferred embodi-
ment can send the state modification message to the server
via short message, and the state modification message sent
to the server carries the identity identification mnformation of
the stolen mobile phone.

[0216] At the step S1104, 1t 1s judged whether the state
modification message 1s legal.

[0217] Adfter receiving the state modification message, the
server performs legality verification on the state modifica-
tion message. I the identity 1dentification information car-
ried 1n the state modification message cannot match 1dentity
identification information stored locally in the server, the
server judges that the state modification message cannot
pass the legality verification, and performs the step S1106.
It the identity 1dentification information carried in the state
modification message can match identity identification
information stored locally in the server, the server judges
that the state modification message passes the legality veri-
fication, and performs the step S1108.

[0218] At the step S1106, the state modification message
does not pass the legality verification, and the server ignores
the state modification message.

[0219] At the step S1108, the state modification message
passes the legality verification, and the server modifies the
state information of the stolen mobile phone according to the
state modification message.

[0220] Adfter the server judges that the state modification
message passes the verification, the server modifies the state
information of the stolen mobile phone to be that the mobile
phone 1s stolen according to the state modification message.

[0221] At the step S1110, the modification result 1is
returned.
[0222] After moditying the state information of the stolen

mobile phone, the server sends the modification result to the
sending party of the state modification message, 1.e., the
relative’s/friend’s mobile phone or a personal computer in
the preferred embodiment, via short message. After receiv-
ing the modification result returned by the server, the send-
ing party of the state modification message determines that
the mobile phone 1s successiully marked to be stolen.
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[0223] FIG. 12 shows a processing flow chart of a method
for processing a stolen terminal according to another pre-
ferred embodiment of the invention, which 1s used for
supporting any ol the methods for processing a stolen
terminal, and elaborating the above method for processing a
stolen terminal more clearly and understandably. With ret-
erence to FIG. 12, the flow comprises at least step S1202 to

step S1210.

[0224] It needs to be noted that, to elaborate the preferred
embodiment more simply and clearly, in the preferred
embodiment, the sending party of the state modification
message 1s set 1n a personal computer, and the terminal 1s set
to be a stolen terminal.

[0225] At the step S1202, a state modification message 1s
sent to mark a mobile phone to be stolen.

[0226] In particular, after finding that the mobile phone 1s
stolen, a user can send a state modification message to a
server via a personal computer. When using the personal
computer, the preferred embodiment can send the state
modification message to the server via a network, and the
state modification message sent to the server carries the
identity 1dentification information of the stolen mobile
phone.

[0227] At the step S1204, it 1s judged whether the state
modification message 1s legal.

[0228] Adfter receiving the state modification message, the
server performs legality verification on the state modifica-
tion message. I the 1dentity 1dentification information car-
ried 1n the state modification message cannot match 1dentity
identification information stored locally in the server, the
server judges that the state modification message cannot
pass the legality verification, and performs the step S1206.
I1 the 1dentity 1dentification information carried in the state
modification message can match identity i1dentification
information stored locally in the server, the server judges
that the state modification message passes the legality veri-
fication, and performs the step S1208.

[0229] At the step S1206, the state modification message
does not pass the legality verification, and the server ignores
the state modification message.

[0230] At the step S1208, the state modification message
passes the legality verification, and the server modifies the
state information of the stolen mobile phone according to the
state modification message.

[0231] Adfter the server judges that the state modification
message passes the verification, the server modifies the state
information of the stolen mobile phone to be that the mobile
phone 1s stolen according to the state modification message.

[0232] At the step S1210, the modification result 1is
returned.
[0233] Adfter modifying the state information of the stolen

mobile phone, the server sends the modification result to the
sending party of the state modification message, 1.e., a
relative’s/friend’s mobile phone or the personal computer in
the preferred embodiment, via a network. After receiving the
modification result returned by the server, the sending party
of the state modification message determines that the mobile
phone 1s successiully marked to be stolen.

[0234] FIG. 13 shows a processing flow chart of a method
for processing a stolen terminal according to still another
preferred embodiment of the invention, which supports any
of the methods for processing a stolen terminal, and elabo-
rates the above method for processing a stolen terminal more
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clearly and understandably. With reference to FIG. 13, the
flow comprises at least step S1302 to step S1310.

[0235] It needs to be noted that, to elaborate the preferred
embodiment more simply and clearly, in the preferred
embodiment, the sending party of the state modification
message 1s set 1n a relative’s/friend’s mobile phone, and the
terminal 1s set to be a stolen mobile phone, wherein the
relative’s/friend’s mobile phone 1s a mobile phone where a
relative’s/friend’s number bound to the stolen mobile phone
1s located.

[0236] At the step S1302, a state modification message 1s
sent to mark a mobile phone to be stolen.

[0237] In particular, after finding that the mobile phone 1s
stolen, a user can send a state modification message to a
server via a mobile phone with a relative’s/friend’s number
bound to the stolen mobile phone 1n advance. When using
the relative’s/friend’s mobile phone, the preferred embodi-
ment can send the state modification message to the server
via a network, and the state modification message sent to the
server carries the identity identification information of the
stolen mobile phone.

[0238] At the step S1304, 1t 1s judged whether the state
modification message 1s legal.

[0239] After receiving the state modification message, the
server performs legality verification on the state modifica-
tion message. I the identity 1dentification information car-
ried 1n the state modification message cannot match 1dentity
identification information stored locally in the server, the
server judges that the state modification message cannot
pass the legality verification, and performs the step S1306.
It the identity 1dentification information carried in the state
modification message can match identity i1dentification
information stored locally in the server, the server judges
that the state modification message passes the legality veri-
fication, and performs the step S1308.

[0240] At the step S1306, the state modification message
does not pass the legality verification, and the server ignores
the state modification message.

[0241] At the step S1308, the state modification message
passes the legality verification, and the server modifies the
state information of the stolen mobile phone according to the
state modification message.

[0242] Adter the server judges that the state modification
message passes the verification, the server modifies the state
information of the stolen mobile phone to be that the mobile
phone 1s stolen according to the state modification message.

[0243] At the step S1310, the modification result 1is
returned.
[0244] After moditying the state information of the stolen

mobile phone, the server sends the modification result to the
sending party of the state modification message, 1.e., the
relative’s/friend’s mobile phone or a personal computer in
the preferred embodiment, via a network. After receiving the
modification result returned by the server, the sending party
of the state modification message determines that the mobile
phone 1s successfully marked to be stolen.

[0245] Based on the methods for processing a stolen
terminal provided 1n the above individual preferred embodi-
ments and based on the same inventive concept, an embodi-
ment of the invention provides a server, which 1s used for
implementing a method for processing a stolen terminal as
described above.

[0246] FIG. 14 shows a structural schematic diagram of a
server according to an embodiment of the invention. With
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reference to FIG. 14, the server of the embodiment of the
invention comprises at least: a recerver 1410, a judger 1420
and a state modifier 1430.

[0247] Now, functions of individual devices or compo-
nents and a connection relationship between individual parts
of the server of the embodiment of the mvention will be
mtroduced.

[0248] The receiver 1410 1s configured to receive a state
modification message from a sending party, wherein the
state modification message carries identity identification
information of a terminal and the current state of the
terminal.

[0249] The judger 1420 1s coupled to the receiver 1410

and configured to judge whether the state modification
message passes legality verification.

[0250] The state modifier 1430 1s coupled to the judger
1420 and configured to modily the state information of a
terminal corresponding to the identity identification infor-
mation to be the current state according to the state modi-
fication message which passes the legality verification.

[0251] The embodiment of the mvention receives a state
modification message from a sending party, and verifies the
state modification message, which guarantees that the
received state modification message 1s an authentic, valid
and credible message, and avoids that the state information
of a terminal 1s maliciously modified due to reception of a
state modification message sent from an incredible or mali-
cious sending party. If the state information of the terminal
1s maliciously modified, it may result in that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user is
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen i1dentification, in
turn, the related information of the stolen terminal cannot be
obtained, and the theft cannot be captured according to the
related information of the stolen terminal. After the state
modification message passes the legality verification, the
embodiment of the invention modifies the state information
of the terminal according to the state modification message,
which solves the problem 1n the prior art that other 1denti-
fication cannot be provided to indicate whether the terminal
1s stolen or not. By employing the method for processing a
stolen terminal provided by the embodiment of the inven-
tion, the state information of the stolen terminal can be
changed. For example, after a terminal 1s stolen, the current
state of the terminal can be changed to be stolen by employ-
ing the embodiment of the invention. I the theft conducts a
transaction on the stolen terminal, the buyer can query out
that the terminal 1s stolen, and 1n turn, stop the transaction
and provide a clue of the theft. Therefore, by employing the
embodiment of the invention, the beneficial effects of
increasing the probability of recovering a stolen terminal
and effectively curbing the stealing acts can be achieved.

[0252] Inthe server as shown in FI1G. 14, the receiver 1410
receives a state modification message from a sending party,
wherein the state modification message carries the 1dentity
identification of a terminal of which the state information
has been changed. After the receiver 1410 receives the state
modification message from the sending party, to guarantee
that the received state modification message 1s authentic,
valid and credible, and avoid that a server modifies the state
information of a terminal erroneously due to reception of a
state modification message sent from an incredible or mali-
cious sending side, the receiver 1410 triggers the judger
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1420. After the judger 1420 1s triggered, i1t judges whether
the state modification message can pass legality verification.
In particular, 1f the 1dentity 1dentification information of the
terminal carried in the state modification message can match
the i1dentity 1dentification information of a terminal stored
locally 1n the server, the judger 1420 judges that the state
modification message passes the legality verification. If the
identity 1dentification information of the terminal carried 1n
the state modification message can not match the identity
identification information of a terminal stored locally 1n the
server, the judger 1420 judges that the state modification
message does not pass the legality verification.

[0253] Adfter the judger 1420 verifies the state modification
message received by the receiver 1410, 1f the state modifi-
cation message does not pass the verification, the server
cannot guarantee that the state modification message
received by the server 1s authentic, valid and credible, and
cannot guarantee that the sending party of the state modi-
fication message 1s not an incredible or malicious sending
side. Therefore, when the judger 1420 judges that the state
verification information 1s illegal, to guarantee that the
server will not modify the state information of the terminal
erroneously according to a state modification message from
an incredible party, the server ignores the received state
modification message, and does not perform any operation.
It the judger 1420 judges that the state modification message
1s legal, then the state modifier 1430 coupled to the judger
1420 1s triggered. After triggered, the state modifier deter-
mines a corresponding terminal according to the identity
identification information of the terminal carried in the state
modification message. After the terminal 1s determined, the
state modifier 1420 modifies the state information of the
terminal stored locally in the server to guarantee that the
state information of the terminal 1s updated 1n time.

[0254] In the embodiment of the mvention, the current
state of the terminal may comprise that the terminal 1s stolen,
the terminal 1s not stolen, and the terminal 1s recovered after
stolen, and the like. After the terminal 1s stolen, the state
modifier 1420 modifies the state information of the terminal
in time, so that after the server receives related information
of the terminal (e.g., the real-time location of the terminal,
the fingerprints of the user who uses the terminal currently,
etc.), 1t can provide the loser with a related clue of the stolen
terminal, and increase the possibility of recovering the
terminal by the loser. After the terminal 1s recovered after
stolen, the state modifier 1420 in the server timely modifies
the state of the terminal to be recovered after stolen, and the
server also does not need to waste a resource such as a space,
etc. to query and store related information of the terminal.
Further, the current state of the terminal of the embodiment
of the imvention may further comprise a more detailed
description, for example, comprise the sell/buy state infor-
mation of the terminal such as that the terminal 1s not sold,
the terminal 1s 1n use, and the terminal 1s resold, and the like,
or also may be any other current state information of the
terminal, which will not be defined by the embodiment of
the 1nvention.

[0255] Preferably, after modifying the state information of
the terminal to be the current state, the state modifier 1420
triggers a sender 1440. The sender 1440 returns the modi-
fication result to the sending party of the state modification
message. In the embodiment of the invention, after modi-
tying the current state of the terminal, the sender 1440 sends
the modification result to the sending party to remind the
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sending party that the current state of the terminal has been
modified, and in turn enable the sending party to perform a
corresponding operation according to the modified current
state of the terminal. For example, when the terminal 1s a
mobile phone, the user uses a relative’s/friend’s number
bound to the stolen mobile phone to send a state modifica-
tion message to the stolen mobile phone to mark the mobile
phone to be stolen. After the server modifies the current state
of the mobile phone to be stolen according to the state
modification message, 1 the modification result 1s returned
to the relative’s/friend’s number, the user can know that the
mobile phone has been marked to be stolen 1n time, and
further perform other anti-theft operations on the stolen
mobile phone.

[0256] In the embodiment of the invention, the identity
identification information of the terminal may be the IMFEI
of the terminal, may be the user ID of the terminal, or also
may be any 1dentity identification information which can
uniquely 1dentity the terminal, which will not be defined by
the embodiment of the mnvention.

[0257] To increase the security of the terminal and deter-
mine that the received state modification message 1s a legal
state modification message, preferably, the embodiment of
the invention provides a terminal identity 1dentification. The
terminal 1dentity identification 1s a hardware ID of the
terminal. Since the obtaining of the hardware 1D comprises
a comprehensive operation of the IMEI of the terminal, the
network card address of the terminal and the serial number
of the CPU of the terminal, the hardware ID 1s a compre-
hensive 1dentity identification of the terminal. Legality veri-
fication 1s performed on the state modification message by
taking the hardware ID as the i1dentity 1dentification of the
terminal, and 1f the state modification message passes the
verification, then 1t shows that the IMEI of the terminal, the
network card address of the terminal and the serial number
of the CPU of the terminal carried in the state modification
message all pass the verification, which has higher assurance
for the legality of the state modification message. Therein, a
method for calculating the hardware ID 1s referred to
Embodiment One.

[0258] In addition, in the embodiment of the invention, the
sending party of the state modification message may be
disposed 1n a mobile terminal, for example, a mobile phone,
a notebook computer, etc., and send the state modification
message 1n the form of short message or network. The
sending party in the embodiment of the invention may be
further disposed 1n a terminal, e.g., a computer, and send the
state modification message 1 the form of network. By
employing the embodiment of the invention, the state infor-
mation of the terminal can be modified 1n time. For example,
after the terminal 1s stolen, the user can send a state
modification message via various message sending plat-
forms, which ensures that the terminal 1s marked to be stolen
in time, and can further know related information of the
stolen terminal 1n time, which increases the probability of
recovering the stolen terminal.

[0259] In the embodiment, the server (see FIG. 14)
receives a state modification message from a sending party,
performs 1dentity verification on 1t, and modifies 1t when 1t
passes the verification. That 1s, 1n the embodiment of the
invention, the functions of the server 1s for verifying a state
modification message, and after 1t passes the verification,
moditying the state information of a terminal stored locally
according to a corresponding request.
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[0260] According to any one of the preferred embodi-
ments or a combination of multiple preferred embodiments,
embodiments of the invention can achieve the following
beneficial etfects:

[0261] after recerving a state modification message from a
sending party, the embodiment of the invention verifies the
state modification message to guarantee that the received
state modification message 1s an authentic, valid and cred-
ible message, and avoid that the state immformation of a
terminal 1s maliciously modified due to reception of a state
modification message sent from an incredible or malicious
sending party. If the state information of the terminal 1s
maliciously modified, 1t may result 1n that the server feeds
the real-time location of a user of the terminal back to the
malicious sending party and information of the user i1s
leaked to the malicious sending party, or may result in that
a stolen terminal 1s relieved of the stolen i1dentification, in
turn, the related information of the stolen terminal can not be
obtained, and the theft can not be captured according to the
related information of the stolen terminal. After the state
modification message passes legality verification, the
embodiment of the invention modifies the state information
of the terminal according to the state modification message,
which solves the problem 1n the prior art that other 1denti-
fication can not be provided to indicate whether the terminal
1s stolen or not. By employing the method for processing a
stolen terminal provided by the embodiment of the inven-
tion, the state information of the stolen terminal can be
changed. For example, after a terminal 1s stolen, the current
state of the terminal can be changed to be stolen by employ-
ing the embodiment of the invention. If the theft conducts a
transaction on the stolen terminal, the buyer can query out
that the terminal 1s stolen, and 1n turn, stop the transaction
and provide a clue of the theft. Therefore, by employing the
embodiment of the invention, the beneficial effects of
increasing the probability of recovering a stolen terminal
and effectively curbing the stealing acts can be achieved.

[0262] In the specification provided herein, a plenty of
particular details are described. However, 1t can be appre-
ciated that an embodiment of the invention may be practiced
without these particular details. In some embodiments, well
known methods, structures and technologies are not illus-
trated 1n detail so as not to obscure the understanding of the
specification.

[0263] Simuilarly, 1t shall be appreciated that in order to
simplity the disclosure and help the understanding of one or
more of all the inventive aspects, 1n the above description of
the exemplary embodiments of the invention, sometimes
individual features of the invention are grouped together into
a single embodiment, figure or the description thereof.
However, the disclosed methods should not be construed as
reflecting the following intention, namely, the claimed
invention claims more features than those explicitly recited
in each claim. More precisely, as reflected 1n the following
claims, an aspect of the invention lies 1n being less than all
the features of individual embodiments disclosed previously.
Theretfore, the claims complying with a particular 1mple-
mentation are hereby incorporated into the particular imple-
mentation, wherein each claim itself acts as an individual
embodiment of the invention.

[0264] It may be appreciated to those skilled 1n the art that
modules 1n a device in an embodiment may be changed
adaptively and arranged 1n one or more device different from
the embodiment. Modules or units or assemblies may be
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combined into one module or unit or assembly, and addi-
tionally, they may be divided into multiple sub-modules or
sub-units or subassemblies. Except that at least some of such
features and/or procedures or units are mutually exclusive,
all the features disclosed 1n the specification (including the
accompanying claims, abstract and drawings) and all the
procedures or units of any method or device disclosed as
such may be combined employing any combination. Unless
explicitly stated otherwise, each feature disclosed in the
specification (including the accompanying claims, abstract
and drawings) may be replaced by an alternative feature
providing an identical, equal or similar objective.

[0265] Furthermore, it can be appreciated to the skilled 1n
the art that although some embodiments described herein
comprise some features and not other features comprised 1n
other embodiment, a combination of features of different
embodiments 1s indicative of being within the scope of the
invention and forming a different embodiment. For example,
in the following claims, any one of the claimed embodi-
ments may be used in any combination.

[0266] Embodiments of the individual components of the
invention may be implemented in hardware, or 1n a software
module running on one or more processors, or 1 a combi-
nation thereof. It will be appreciated by those skilled 1n the
art that, in practice, some or all of the functions of some or
all of the components in multiple devices according to
individual embodiments of the invention may be realized
using a microprocessor or a digital signal processor (DSP).
The invention may also be implemented as a device or
apparatus program (e.g., a computer program and a com-
puter program product) for carrying out a part or all of the
method as described herein. Such a program implementing
the 1nvention may be stored on a computer readable
medium, or may be 1n the form of one or more signals. Such
a signal may be obtained by downloading it from an Internet
website, or provided on a carrier signal, or provided 1n any
other form.

[0267] For example, FIG. 15 shows a computing device
which may carry out a method for processing a stolen
terminal according to the invention. The computing device
traditionally comprises a processor 1510 and a computer
program product or a computer readable medium 1n the form
of a memory 1520. The memory 1520 may be an electronic
memory such as a flash memory, an EEPROM (electrically
erasable programmable read-only memory), an EPROM, a
hard disk or a ROM. The memory 1520 has a memory space
1530 for a program code 1531 for carrying out any method
steps 1n the methods as described above. For example, the
memory space 1530 for a program code may comprise
individual program codes 1531 for carrying out individual
steps 1n the above methods, respectively. The program codes
may be read out from or written to one or more computer
program products. These computer program products com-
prise such a program code carrier as a hard disk, a compact
disk (CD), a memory card or a tloppy disk. Such a computer
program product 1s generally a portable or stationary storage
unit as described with reference to FIG. 16. The storage unit
may have a memory segment, a memory space, etc. arranged
similarly to the memory 1520 in the computing device of
FIG. 15. The program code may for example be compressed
in an appropriate form. In general, the storage unit com-
prises a computer readable code 1531', 1.e., a code which
may be read by e.g., a processor such as 1510, and when run
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by a computing device, the codes cause the computing
device to carry out individual steps in the methods described
above.

[0268] “An embodiment”, “the embodiment” or “one or
more embodiments” mentioned herein implies that a par-
ticular feature, structure or characteristic described 1n con-
nection with an embodiment 1s included 1n at least one
embodiment of the invention. In addition, 1t 1s to be noted
that, examples of a phrase “in an embodiment™ herein do not
necessarily all refer to one and the same embodiment.

[0269] It 1s to be noted that the above embodiments
illustrate rather than limit the invention, and those skilled in
the art may design alternative embodiments without depart-
ing the scope of the appended claims. In the claims, any
reference sign placed between the parentheses shall not be
construed as limiting to a claim. The word “comprise” does
not exclude the presence of an element or a step not listed
in a claim. The word “a” or “an” preceding an element does
not exclude the presence of a plurality of such elements. The
invention may be implemented by means of a hardware
comprising several distinct elements and by means of a
suitably programmed computer. In a unit claim enumerating
several apparatuses, several of the apparatuses may be
embodied by one and the same hardware item. Use of the
words first, second, and third, etc. does not mean any

ordering. Such words may be construed as naming.

[0270] Furthermore, it 1s also to be noted that the language
used 1n the description 1s selected mainly for the purpose of
readability and teaching, but not selected for explaining or
defining the subject matter of the invention. Therefore, for
those of ordinary skills in the art, many modifications and
variations are apparent without departing the scope and
spirit of the appended claims. For the scope of the invention,
the disclosure of the invention i1s illustrative, but not limiat-
ing, and the scope of the invention 1s defined by the
appended claims.

1. A method for processing a stolen terminal, comprising;:

receiving a state modification message from a sending
party, wherein the state modification message carries
the current state of the terminal; and

in a case where the state modification message 1s legal,
forwarding the state modification message to a server,
so that the server modifies the state information of the
terminal stored in the server to be the current state
according to the state modification message.

2. The method as claimed 1in claim 1, wherein after
forwarding the state modification message to a server,
further comprising;:

recerving a modification result of the state information of

the terminal returned by the server; and

sending the modification result to the sending party.

3. The method as claimed in claim 1, wherein judging
whether the state modification message 1s legal or not
according to the following steps comprising:

judging whether the sending party matches a credible
number stored 1n the terminal;

the state modification message being illegal if the sending
party does not match a credible number stored i1n the
terminal; and 1gnoring the state modification message;

the state modification message being legal 1f the sending
party matches a credible number stored 1n the terminal;
and obtaining the 1dentity identification information of
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the terminal, and forwarding the state modification
message carrying the identity identification information
to the server.

4. (canceled)

5. The method as claimed in claim 3, wherein after
forwarding the state modification message carrying the
identity 1dentification information to the server, further
comprising:

utilizing the server to judge whether the identity identi-

fication information carried in the state modification
message matches i1dentity identification information
stored 1n the server;

ignoring the state modification message 1f the identity

identification information carried in the state modifi-
cation message does not match identity identification
information stored in the server; and

triggering the operation of modifying the state informa-

tion in the server if the identity 1dentification informa-
tion carried in the state modification message matches
identity 1dentification information stored in the server.

6. The method as claimed 1n claim 3, wherein the 1dentity
identification i1nformation comprises at least any of the
following;:

the 1nternational mobile equipment 1dentity IMEI of the

terminal;

the user i1dentity ID of the terminal; and

the hardware 1D of the terminal.

7. The method as claimed 1n claim 6, wherein the hard-
ware 1D 1s calculated according to the following steps:

obtaining the IMEI of the terminal, which 1s denoted as a

first character string;

obtaining the network card address of the terminal,

wherein a character string left after the non-letter and

non-numeric characters in the network card address are
removed 1s denoted as a second character string;

obtaining the serial number of the central processing unit
CPU of the terminal, which 1s denoted as a third
character string;

merging the first character string, the second character
string and the third character string according to a
predetermined order, and converting the merged char-
acter string into a capital format, which 1s denoted as a
first result;

performing a Message Digest Algorithm MD?3 calculation
on the first result, to obtain a second result; and

converting the second result into a capital format to obtain
the hardware ID.

8. The method as claimed 1n claim 1, wherein the sending
party 1s disposed 1n a mobile terminal.

9.-19. (canceled)

20. A method for processing a stolen terminal, compris-
ng:

receiving a state modification message from a sending

party, wherein the state modification message carries

identity 1dentification information of a terminal of
which the state has been changed;

forwarding the state modification message to a terminal
corresponding to the 1dentity 1dentification information
of the terminal for verification by the terminal; and

modifying the state information of the terminal according
to a state modification request returned when the ter-
minal verifies that the state modification message
passes.
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21. The method as claimed in claim 20, wherein after
receiving a state modification message from a sending party,
further comprising;:

judging whether the identity 1dentification information of

the terminal carried 1n the state modification message
matches 1dentity 1dentification information stored
locally 1n the server; and

determinming whether forwarding the state modification

message to the terminal according to the matching
result.

22. The method as claimed i1n claim 21, wherein the
determining whether forwarding the state modification mes-
sage to the terminal according to the matching result com-
prises:

ignoring the state modification message 1f the identity

identification information of the terminal carried 1n the
state modification message does not match identity
identification information stored locally in the server;
and

forwarding the state modification message to the terminal

if the 1dentity 1dentification information of the terminal
carried 1n the state modification message matches 1den-
tity 1dentification information stored locally in the
Server.

23. The method as claimed in claim 20, wherein after
moditying the state information of the terminal, further
comprising:

returning the implementation of modifying the state infor-

mation of the terminal to the sending party.

24. The method as claimed 1n claim 23, wherein the
returning the implementation of modifying the state infor-
mation of the terminal to the sending party further com-
prises:

sending a task ID for performing the operation of modi-

fying the state information of the terminal to the
sending party;

receiving a query request sent by the sending party for

querying about the implementation of the modification
operation, wherein the query request carries the task
ID:; and

returning the implementation of modifying the state infor-

mation of the terminal to the sending party.

25. The method as claimed 1n claim 20, wherein the state
modification message 1s verified according to the following
steps comprising;:

utilizing the terminal to judge whether the 1dentity 1den-

tification information of the terminal carried 1n the state
modification message matches identity identification
information stored in the terminal; and

1f yes, the state modification message being legal; and

ignoring the state modification message;

1f no, the state modification message being illegal; and

obtaining the hardware ID of the terminal, and sending
the state modification request carrying the hardware 1D
to the server.

26. (canceled)

27. The method as claimed in claim 25, wherein if the
state modification message 1s legal, the hardware ID 1s
calculated according to the following steps:

obtaining the international mobile equipment identity

IMEI of the terminal, which 1s denoted as a first
character string;

obtaining the network card address of the terminal,

wherein a character string left after the non-letter and
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non-numeric characters 1n the network card address are
removed 1s denoted as a second character string;

obtaining the serial number of the central processing unit
CPU of the terminal, which 1s denoted as a third
character string;

merging the first character string, the second character
string and the third character string according to a
predetermined order, and converting the merged char-
acter string into a capital format, which 1s denoted as a
first result;

performing a Message Digest Algorithm MD?3S calculation
on the first result, to obtain a second result; and

converting the second result into a capital format to obtain
the hardware ID.

28. The method as claimed 1n claim 20, wherein after the

state modification request 1s returned when the terminal

veriflies that the state modification message passes, further

comprising:

judging whether the hardware ID carried in the state
modification request matches a hardware ID stored in
the server;

1gnoring the state modification request if the hardware 1D
does not match a hardware 1D stored 1n the server; and

triggering the operation of modifying the state informa-
tion of the terminal by the server if the hardware 1D
matches a hardware ID stored 1n the server.

29. The method as claimed 1n claim 20, wherein

the sending party 1s disposed 1in a mobile terminal, and
sends the state modification message 1n the form of
short message or network; or

the sending party 1s disposed 1n a terminal, and sends the
state modification message in the form of a network.

30.-41. (canceled)

42. A method for processing a stolen terminal, compris-
ng:
receiving a state modification message from a sending
party, wherein the state modification message carries
identity identification information of a terminal and the
current state of the terminal;
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utilizing a server to perform legality verification on the

state modification message; and

moditying the state information of a terminal correspond-

ing to the identity identification information to be the
current state according to the state modification mes-
sage which passes the legality verification.

43. The method as claimed i1n claim 42, wherein after
moditying the state information of a terminal corresponding
to the identity identification information to be the current
state, further comprising:

returning the modification result of moditying the state

information of the terminal to the sending party.

44. The method as claimed 1n claim 42, wherein the
utilizing a server to perform legality verification on the state
modification message comprises:

utilizing the server to verily whether the state modifica-

tion message 1s legal according to whether the 1dentity
identification information carried i1n the state modifi-
cation message matches 1dentity identification informa-
tion stored locally in the server;

the state modification message being 1llegal 1f the 1dentity

identification information carried in the state modifi-
cation message does not match identity identification
information stored locally in the server; and 1gnoring
the state modification message;

the state modification message being legal it the 1dentity

identification information carried 1n the state modifi-
cation message matches 1dentity identification informa-
tion stored locally in the server; and triggering the
operation of modifying the state information.

45. (canceled)

46. The method as claimed i1n claim 42, wherein the
identity 1dentification information of the terminal comprises
at least any of the following:

the international mobile equipment 1dentity IMEI of the

terminal;

the user 1dentity ID of the terminal; and

the hardware ID of the terminal.

47.-53. (canceled)
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