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(57) ABSTRACT

A portable security device for providing secure communica-
tions over a plurality of networks is presented. In one embodi-
ment, the device comprises, at least one communication port
for transfer of audio data, at least one communication port for
transfer of digital data, a keypad, an encoding/decoding
device, a conversion device operable to covert between audio
and digital data and a processor, in communication with a
memory, the keypad, the said encoding/decoding device,
operable to execute code for selecting a configuration of a
transmission and a reception port from among said commu-
nication ports dependent upon the presence of a network
communication device and an input/output device in commu-
nication with said selected ports, providing data received
from said selected reception port to said encryption/decryp-
tion device for encrypting; and providing said encrypted data
to said selected transmission port. In one aspect of the inven-
tion, encrypted voice data can be transferred over a wireless
network using cellular phones, over a wired and wireless
network using land-based telephones, cellular phones or sat-
ellite phones. In another aspect, encrypted computer data may
be transferred over wired or wireless networks.

8 Claims, 8 Drawing Sheets
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PORTABLE TELECOMMUNICATION
SECURITY DEVICE

RELATED APPLICATION

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/162,800, filed Jun. 5, 2002, now U.S. Pat. No.
6,896,687 entitled Portable Telecommunication Security
Device, which application is a continuation-in-part of co-
pending commonly assigned:

U.S. patent application Ser. No. 09/336,948, entitled
“Stand-Alone Telecommunications Security Device” filed
Jun. 21, 1999; and

U.S. patent application Ser. No. 10/096,811 entitled
“Method and Apparatus for Securing E-Mail Attachments”
filed Mar. 13, 2002, which are incorporated by reference
herein.

FIELD OF INVENTION

The present invention relates to telecommunications secu-
rity devices, and more particularly to a security device
adapted for use with voice and data transmissions.

BACKGROUND OF THE INVENTION

The demand for increased security of telecommunications
systems continues to grow as increased levels of confidential
information is passed along wired and wireless networks. As
more users increasingly are outside their normal place of
business, for example, on travel or telecommuting, the
demand for devices that render unintelligible unauthorized
interception of voice, data, facsimile and other electronically
transmitted information also increases. If, for example, a
telecommuting user contacts a second user using a conven-
tional telephone system and expects to discuss sensitive infor-
mation, the telecommuting user may wish to encrypt the
conversation or any data transmitted to frustrate unauthorized
interception of their conversation. As many users possess
wire-based telephones, facsimile machines, computers, and
wireless communication devices, such as cellular telephones,
it is desirable to provide a portable security device capable of
performing encryption/decryption functions in connection
with these existing devices and other types of communication
equipment.

However, the ability of a single device to handle existing
and intended communication equipment many telephone sys-
tems have significant limitations on the transmission band-
width. In digital terms this relates to a limitation of speed or
baud rate that digital data may be transmitted. Hence, digital
transmission over limited bandwidth telephone lines of con-
ventional high-speed digital voice data creates a noticeable
alteration in the received and reconstructed voice data. Fur-
thermore, encryption processing creates a still more notice-
able alteration in the received and reconstructed voice data as
the encryption process adds a significant number of encoding
bits that do not contribute to the audio information.

Accordingly, there is a need for a portable device for
encryption/decryption information from one or more com-
munication sources that provides increased security of the
transmitted message while allowing for transmission of
acceptable voice data over networks of different available
bandwidths.
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2
BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 illustrates an overview of a communications system
according to one aspect of the present invention;

FIG. 2a illustrates a block diagram of a telecommunica-
tions security device according to a first embodiment of the
present invention;

FIG. 2b illustrates a block diagram of a telecommunica-
tions security device according to a second embodiment of
the present invention;

FIG. 3 illustrates a block diagram of a first aspect of the
invention;

FIG. 4 illustrates a block diagram of a second aspect of the
invention;

FIG. 5a illustrates a block diagram of another aspect of the
invention;

FIG. 55 illustrates a block diagram of still another aspect of
the invention; and

FIG. 6 illustrates a flow chart of a process for determining
operational modes in accordance with the principles of the
invention.

FIGS. 1 through 6 and the accompanying detailed descrip-
tion contained herein are to be used as an illustrative embodi-
ment of the present invention and should not be construed as
the only manner of practicing the invention. It is to be under-
stood that these drawings are for purposes of illustrating the
concepts of the invention and are not to scale. It will be
appreciated that the same reference numerals, possibly
supplemented with reference characters where appropriate,
have been used throughout to identify corresponding parts.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 illustrates a telecommunications system configura-
tion which includes security devices 10, 10" according to one
aspect of the present invention. For sake of explanation, the
following discussion will utilize a prime (') description for
those elements and steps relating to a second like device.
Therein, a first user at a first location 55 has access to a first
security device 10 and one or more communication devices
such as telephone base 20, telephone handset or headset 25,
computer 40 and wireless communication device 50. As will
be appreciated, wireless communication device 50 may be
any device such as a cellular telephone, Personal Directory
Assistant (PDA), Pocket PC, etc, that includes wireless trans-
mission capability. In a preferred embodiment, wireless com-
munication device 50 is a cellular telephone containing a
serial port. In an alternative aspect, wireless communication
device 50 may communicate with security device 10 using an
infrared port.

A second user at a location 55' has access to a second
similar security device 10', and one or more comparable com-
munication devices, such as telephone base 20', head set or
hand set 25', computer 40' and/or cellular telephone 50'.

As will be appreciated, one or more of a first user’s devices
(10,20, 25, 40, 50) can be concurrently interconnected to one
ormore of aseconduser’s devices (10', 20", 25', 40', 50") using
any conventional communications system 60 such as a con-
ventional public switched telephone network (“PSTN”),
wireless communication system, LAN, WAN, INTERNET,
or INTRANET. Furthermore, although, a plurality of devices
are shown connected to or in communication with a corre-
sponding security device, it will be appreciated that all the
illustrated devices need not be concurrently connected or
present for proper operation of security devices 10, 10"

FIG. 2a illustrates a block diagram of a first embodiment of
security device 10 for providing secure communication of
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voice data in accordance with the principles of the present
invention. In this first embodiment, device 10 contains only
keypad 200, port 255 for receiving/transmitting audio data
and a first data port 280 for receiving/transmitting encrypted
audio, i.e., voice data over network 60. Although port 255 and
data port 280 are representative of conventional input/output
ports, for clarity, the operation of security is presented with
regard to its transmission operation. Hence, it would be
understood that port 255 would be a reception port for receiv-
ing audio information and port 280 would be a transmission
port for transmission of information over network 60. It will
be further understood that when device 10 is operating as a
receiving system, port 280 would in fact be a reception port.
However, for clarity, even in a receiving mode, the selected
ports will retain their port designations as if operating in a
transmitting mode.

In this first embodiment, keypad 200 provides a means of
inputting a series or set of alphanumeric characteristics rep-
resentative of a destination address. For example, if a desti-
nation is a conventional land-based or wireless telephone,
then keypad 200 may be used to enter or input a series of
characters that are associated with the telephone number of
the desired destination telephone.

After a communication link is established with the desti-
nation telephone, plain text voice data may spoken into illus-
trated headset 254, which is provided to or received by device
10 through port connector 255. In this illustrated embodi-
ment, port connector 255 is a standard mini-RCA 2.5 mm
stereo jack connector, which is well known in the art. In a
preferred embodiment, connector 255 is a standard RJ-8 con-
nector. In an alternative aspect, port 255 may be selected to
complement the connection means of a headset. For example,
port 255 may be a RJ-8 port when head set 25 uses such a
connector. In another preferred aspect of the invention (not
shown), security device 10 includes both an RJ-8 type port
and an mini-RCA 2.5 mm stereo jack port connector to allow
for operation of device 10 with either a headset 25 or a
telephone handset (not shown). To provide clarity in the
description of device 10, port 255 is hereinafter referred to as
connector port 255a when the connector type is a conven-
tional mini-RCA 2.5 mm stereo jack connector and as port
255b when the connector type is a conventional RJ-8 connec-
tor.

Analog voice data provided by, in this case, headset 25 is
next digitized using vocoder 250. Vocoder 250 creates pack-
ets of low rate digitized voice data that is provided to digital
signal processor (DSP) 260. Vocorder 250 is representative of
special purpose hardware using specially designed voice
compression algorithms that convert analog voice data to a
representative digital format. However, rather than using a
conventional digital sampling algorithm that digitizes voice
and music data at a rate of 64 Kilobits per second, vocorder
250 digitizes voice input using special developed software
algorithms. The digitalization of voice using vocorder 250
provides a low bit rate digital voice data suitable for most
telephone networks at an acceptable audio quality level. Low
bit rate digital voice data is advantageous as it allows for the
transmission of voice data over telephone networks that have
limited available bandwidth or large bit-error rates, i.e., are
noisy. In a one aspect, vocoder 250 is selectable to provide
digital voice data in the range of 2 Kb to 33.6 Kb per second
and preferably uses an AMBI algorithm, developed by Digital
Voice Systems, Inc., for voice digitalization. In a preferred
embodiment, the digitalization of vocoder 250 is selected to
match a desired output bit rate, e.g., 4800 bits per second.

DSP 260 controls the transfer of digitized voice data
between vocoder 250 and microprocessor 210. DSP 260, in
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4

one mode, receives the digital voice data, in packets, and
transfers the packets to microprocessor 210. DSP 260 may
further buffer received voice packets to provide a continuous
stream of data rather than bursts of data packets to processor
210. As will be understood in the art, DSP 260 can also
operate in a second mode to receive data from microprocessor
210 and transfer this data to vocoder 250 for transmission to
headset connector 255, for example. In one aspect of the
invention, DSP 260 takes the form similar to the Texas Instru-
ments TMS320C542PGE2-40. DSPs are well known in the
art and need not be discussed herein.

Microcontroller 210 is further coupled to encryption/de-
cryption device 220, RAM/ROM 230, and in this illustrative
case, level shifter 270. In one aspect, microcontroller or
microprocessor 210 takes the form of microprocessors simi-
lar to the Intel N8OC251SB16. It will be understood in the art
that the functions performed by microprocessor 210 and DSP
260 may be performed by a single microprocessor, computer
or DSP and the illustration of both of a microcontroller and
DSP is made only for the purposes of illustrating the opera-
tion of the invention. Microcontroller 210 may also perform
operations that multiplex data from separate sources, when
desired.

RAM/ROM 230 is representative of a memory unit acces-
sible by microcontroller 210 that contains program code that
directs the control of microprocessor 210 to pass data to and
from the illustrated elements, as is understood by those
skilled in the art.

Encryption/decryption device 220 serves to encrypt and
decrypt data consistent with known encryption/decryption
codes, which are well known. In a preferred embodiment,
encryption/decryption device 220 is a representative of a
hardware-encoding chip, similar to a Harris Corporation
CITADEL DDX device. However, any suitable means for
encrypting and decrypting data as is well known in the art can
be used. For example, microcontroller 210 may also perform
the encryption/decryption operation using known software
algorithms.

Level shifter 270 is representative of a voltage shifter that
shifts the voltage levels of signals detected on digit port 280
when digital port 280 includes voltages levels that are not
compatible with microprocessor 210. For example, level
shifter 270 may be used when port 280 is an RS-232 port that
is known to have both positive and negative voltage level, i.e.,
+/=5 volts. In the illustrated configuration, level shifter 270
shifts the voltage levels to values in the range 0 to 5 volts,
which is a range suitable for application to microcontroller
210.

Data port 280 preferably takes the form of an RS-232 serial
1/0O port which permits communications between communi-
cation devices, such as cellular telephone 50, personal data
assistant or other proprietary device, and security device 10.
However, it would be appreciated that other suitable inter-
faces may be utilized as data port 280, e.g., an infrared port. It
will also be appreciated that when port 280 is representative
of'a port having voltage levels compatible with microcontrol-
ler 210, then level shifter 270 is not necessary and microcon-
troller 210 may be in direct communication with port 280.

Battery 290 and charger 295 are well known means for
providing power to security device 10 and need not be dis-
cussed in detail. Operation of security device 10 using battery
290 will be understood to allow security device 10 to be
operated as a portable device. It will also be appreciated that
charger 295 may provide power concurrently to security
device 10 and battery 290. In this manner, security device 10
may be operated to receive or transmit encoded messages and
concurrently recharge battery 290.
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FIG. 25 illustrates a block diagram of a second embodi-
ment of security device 10 for providing for encrypted trans-
mission from a plurality of ports for both voice and/or digital
data. In this illustrative embodiment, base connector 245 and
hand set connector 2556 are further included in device 10 to
permit encryption/decryption of voice data from a standard
analog or digital telephone. In this case, base port 245 pro-
vides a connection between security device 10 and telephone
base 20. Telephone base 20, which in turn provides a connec-
tion to network 60 via telephone line 247, as is well known in
the art. Furthermore, handset connector 25554 is representa-
tive of a conventional RJ-8 telephone connector as previously
discussed. In this case, handset 256, which is conventionally
attached to telephone base 20, is detached from its conven-
tional connection to telephone base 20 and connected to secu-
rity device 10 at port 2555. Thus, in this second embodiment,
voice data entered at handset 25556 is applied to vocoder 250
and DSP 260, as previously discussed, rather than immedi-
ately applied to telephone base 20.

Microcontroller 210 may direct digitalized voice data to
serial port 280 or base connector port 245 based on the pres-
ence of a communication device at one or the other port. For
example, when microcontroller 210 detects the presence of a
wireless communication device at port 280, then digitized
voice data is directed to port 280. However, if microprocessor
210 does not detect the presence of a wireless communication
device at port 280, then digitized voice data is directed to port
245. In a preferred embodiment, the presence of a communi-
cation device on port 280 assumes priority over the concur-
rent presence of a communication device on port 245.

When digitized voice data is directed to port 245, internal
modem 240 is used to provide appropriate transformation of
the digitized data to analog format suitable for the wired
network 60. Modem 240 may operate at transmission baud
rates ranging from 2400 bits per second to 56K bits per
second. It would be further understood other modems,
designed for specific networks, may be incorporated in place
of the preferred 56K modem, to provide improvement to
overall system performance and data transfer rates. Prefer-
ably, modem 240 is operated at a rate of 4800 bits per second
to accommodate standard telephone systems that have lim-
ited bandwidth or are noisy.

In still another aspect of the invention, also illustrated in
FIG. 25, second data port 275 is included in security device 10
to allow for the secure transmission of computer data over
network 60. Although second data 1/O port 275 is illustrated
as an RS-232 port, it would be appreciated that port 275 may
be selected from a number of well-known serial and parallel
interfaces, for example, Universal Serial Bus (USB), Small
Computer Serial linterface (SCSI), PCMCIA, infrared,
BLUETOOTH, FIREWIRE, and similar suitable conven-
tional communication devices.

In this illustrated embodiment, data from computer 40 is
applied to device 10 and is then directed either to port 280 or
port 245 dependent upon the presence of a corresponding
communication device at the respective port, as previously
discussed.

FIG. 3 illustrates a block diagram of one aspect of the use
of security devices 10, 10" for communicating encrypted
voice transmission over a wireless network. In this illustrated
aspect, cellular telephone 50 is connected via serial port 280
to security device 10 and cellular telephone 50' is connected
via serial port 280" to security device 10'. Similarly, headset
25 is connected to security device 10 via port 2554 and
headset 25' is connected to security device 10' via port 255a".
Although headsets 25, 25" are illustrated, it would be appre-
ciated that telephone handsets may be interchangeably con-
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6
nected to corresponding security devices 10,10' via ports
2555, 255b' respectfully. Use of headset 25 merely contrib-
utes to the portability of security device 10 and is not intended
to be the only means of providing voice data to security device
10 when using a portable transmission/receiving device, such
as cellular telephones.

A user at site 55, for example, may input the destination
address, i.e., telephone number, of cellular telephone 50'
using keypad 200 on security device 10. Microprocessor 210,
in response to the inputted telephone number, and in accor-
dance with the configuration setup process, as will be
explained, proceeds to transfer the input telephone number
via port 280 to cell phone 50. Cell phone 50, in response to its
own processing with regard to serial data transfers, receives
the transferred telephone number and autonomously dials the
provided telephone number. Procedures for dialing and trans-
ferring data via wireless communication networks are well
known and need not be discussed in detail herein. As would be
appreciated, the procedures and protocols for transferring
data over the wireless network depend on the specific network
characteristics. For example, wireless cellular networks may
have characteristics that conform to one or more cellular
protocols such as TDMA, CDMA, GSM or protocols used in
satellite transmission, which are well known.

After a communication channel is established between
users at sites 55 and 55', microcontroller 210, in conjunction
with encryption/decryption device 220 transmits information
to the user at site 55' that is used by microcontroller 210" at site
55' to encode information that can be decoded by site 55. For
example, using public key/private key encryption technology,
e.g., Diffe-Hillman public/private key algorithm, site 55 and
site 55' each transmit associated public key information. A
transmitting site, using the provided public key is enabled to
encrypt a message that the receiving is enabled to decrypt
messages using an associated private key.

After suitable keys are exchanged, a user at site 55 may
then communicate in a secure manner with a user at site 55' by
speaking into headset 25. The voice data input by the user at
site 55 using headset 25q is then digitized, encrypted and
transmitted over wireless network 60 using the transmitter
contained in cell phone 50 as previously discussed.

FIG. 4 illustrates a diagram of a second aspect of the use of
security devices 10, 10' for communicating encrypted voice
data over a combined wired and wireless network 60. In this
illustrated aspect, a wired communication is used by connect-
ing a conventional wire-based telephone 20' to security
device 10" at port 245' at user site 55'. Handset 255’ is con-
nected to security device 10" at port 2555". With regard to user
site 55, cellular telephone 50 and headset 254 are connected
to security device 10 as previously discussed.

A user at site 55', for example, may input a request to a
conventional telephone connect by lifting handset 255’ from
a cradle (not shown) on land-based telephone 20' in a con-
ventional manner. A telephone number corresponding to the
wireless telephone phone 50 at second site 55' may then be
entered using keypad 200" on security device 10'. Micropro-
cessor 210 in response to the inputted telephone number and
in accordance with the configuration setup process, as will be
explained, proceeds to transfer the input telephone number
via port 245' to wired-based phone base 20' through modem
240'. Procedures for dialing and providing a communication
channel or link between two devices via wired communica-
tion network are well known.

After a communication channel is established with user
site 55, in this case, through cell phone 50, microcontroller
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210 in conjunction with encryption/decryption device 220
transmits information necessary to decrypt encoded data at
the receiving site 55.

After suitable keys are exchanged, for example, public
keys in a public/private key system, a user at site 55' may then
communicate in a secure manner with a user at site 55 by
speaking into handset 255". The voice data input by the user at
site 55' using handset 255’ is then digitized, encrypted, and
transmitted through land-based telephone 20, which is rep-
resentative of a network communication device, over network
60.

FIG. Sa illustrates a block diagram 500 of another aspect of
using security devices 10, 10' for providing secure computer-
to-computer communications over network 60. In this illus-
trated aspect, computer 40 is connected via serial port 275 to
security device 10 and computer 40' is connected via serial
port 275" to security device 10'. Further wired-based tele-
phone base 20 is connected to security device 10 and wireless
cellular phone 50" is connected to security device 10' via port
280", as previously described.

As previously discussed, a user at first site 55, for example,
may input a telephone number of wireless telephone 20' using
keypad 200 on security device 10. Microprocessor 210 in
response to the inputted telephone number and in accordance
with the configuration setup process proceeds to transfer the
input telephone number via port 245 to wired base telephone
20. Wired base telephone in response to its own processing
receives the transferred telephone number and autonomously
dials the input telephone number.

After appropriate key exchange, microcontroller 210 may
accept digital data from computer 40 and transmit it securely
over network 60 through telephone base 20. Upon receiving
the encrypted data, microcontroller 210" may decrypt the
received encrypted data and provide the decrypted data to
computer 40'.

FIG. Sbillustrates a block diagram 550 of another aspect of
using security devices 10, 10' for providing secure computer-
to-computer communications over network 60. In this illus-
trated aspect, computer 40 is connected via serial port 275 to
security device 10 and computer 40' is connected via serial
port 275' to security device 10'. Further wireless communi-
cation device 50, e.g., a cellular phone, is connected to secu-
rity device 10 and wireless cellular phone 50' is connected to
security device 10' via port 280", as previously described.

A user at first site 55, for example, may input a telephone
number of wireless device 50" using keypad 200 on security
device 10. Microprocessor 210 in response to the inputted
telephone number and in accordance with the configuration
setup process proceeds to transfer the input telephone number
via port 280 to wireless telephone 50. Wireless telephone 50
in response to its own processing receives the transferred
telephone number and autonomously dials the input tele-
phone number.

After appropriate key exchange, microcontroller 210 may
accept digital data from computer 40 and transmit it securely
over network 60 through wireless telephone 50. Upon receiv-
ing the encrypted data, microcontroller 210' may decrypt the
received encrypted data and provide the decrypted data to
computer 40'.

Although, the operation of the exchanging keys is dis-
cussed as being automatically performed upon establishment
of'a communication channel or link, it will be appreciated that
the exchange of keys may be also performed upon microcon-
troller 210, for example, receiving an indication provided by
the user. Security devices 10, 10' may include a button (not
shown), for example, which when depressed would indicate
to the appropriate device that keys may be exchanged and
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further communications require encryption. Furtherstill,
security devices 10, 10' may contain an indicator, such as a
lamp, light or LED, which indicates that key exchange is
occurring and/or secure communications is available. For
example, a green LED may indicate secure communications
is available, while a blinking RED LED may indicate key
exchange is occurring and a RED LED may indicate secure
communications is not available. In a preferred embodiment,
a RED LED indicates secure communication is available, a
blinking RED LED indicates key exchange is occurring and a
GREEN LED indicates secure communication is not avail-
able.

FIG. 6 illustrates a flow chart of an exemplary configura-
tion setup process 600 of security device 10 is accordance
with the principles of the present invention. Upon entry, a
preliminary test of the electronic components is executed at
block 610. In one aspect, a test of encryption/decryption chip
220 is executed to insure proper operation of the encryption/
decryption capability. At block 615 a determination is made
whether the encryption/decryption process is available. If the
answer is in the negative, then an error indication is provided
at block 620.

If, however, the answer is in the affirmative, then a deter-
mination is made, at block 625, whether a device is attached
to a first serial port. If the answer is in the affirmative, i.e.,
wireless communication, then a determination made at block
630, whether a device is attached to a second serial port. If the
answer is in the affirmative, then a computer wireless con-
figuration is established at block 635.

Ifhowever, the answer at block 630 is in the negative, then
an audio wireless configuration is established at block 640.

Returning to the determination at block 625, if the answer
is negative, i.e., wired communication, then a determination
is made, at block 650, whether a device is attached to a second
serial port. If the answer is in the affirmative, then a computer
wired configuration is established at block 655.

If however, the answer at block 650 is in the negative, an
audio wired configuration is established at block 660.

Although the invention has been described in a preferred
form with a certain degree of particularity, it is understood
that the present disclosure of the preferred form has been
made only by way of example, and that numerous changes in
the details of construction and combination and arrangement
of parts may be made without departing from the spirit and
scope of the invention as hereinafter claimed. It is intended
that the patent shall cover by suitable expression in the
appended claims, whatever features of patentable novelty
exist in the invention disclosed.

We claim:

1. A system for providing secure communications over a
network, the system comprising at least two communication
devices, each including:

a processor;

a security device coupled to the processor;

a digital port being coupled to the processor;

a conversion device operable to convert between digital

data and audio and being coupled to the processor;

an audio port coupled to the conversion device;

a memory coupled to the processor; and

code being stored in the memory and executable by the

processor to:

selectively establish a point-to-point communication
between first and second ones of the communications
devices across the network via at least one cellular
communications portion of the network so as to effect
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a secure exchange of data by encrypting data and
decrypting data to be transmitted and received,
respectively; and

selectively communicate data from the conversion
device of the first communications device and indica-
tive of audio received at the audio port of the first
communications device across the point-to-point
communication via the digital port of the first com-
munications device to the conversion device of the
second communications device, where it is converted
to audio provided at the audio port of the second
device.

2. The system of claim 1, wherein the communicated data
is further received at the digital port of the second communi-
cations device.

3. The system of claim 2, wherein:

each said communications device further comprises

another digital port coupled to the processor; and

the code stored in the memory is further executable by the

processor to selectively communicate data received at
the another digital port of the first communications
device to the another digital port of the second commu-
nications device across the point-to-point communica-
tion via the digital port of the first communications
device.

4. The system of claim 3, wherein the communicated data
is further received at the digital port of the second communi-
cations device.

5. The system of claim 1, wherein the network further
comprises at least one of: a public switched telephone net-
work portion, a satellite communication system portion, local
area network portion and a wide area network portion.
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6. The system of claim 1, wherein:

each communications device further comprises an analog

port; and

the code stored in the memory is further executable by the

processor to selectively establish a point-to-point com-
munication between the first and second communica-
tions devices across the network via the analog port of at
least one of the first and second devices so as to effecta
secure exchange of data by encrypting data to be trans-
mitted and decrypting data received.

7. The system of claim 6, wherein the code stored in the
memory is further executable by the processor to selectively
communicate data from the conversion device of the first
communications device and indicative of audio received at
the audio port of the first communications device across the
point-to-point communication via the analog port of at least
one of the first and second communications devices to the
conversion device of the second communications device,
where it is converted to audio provided at the audio port of the
second of the devices.

8. The system of claim 6, wherein:

each said communications device further comprises

another digital port coupled to the processor; and

the code stored in the memory is further executable by the

processor to selectively communicate data received at
the another digital port of the first communications
device to the another digital port of the second commu-
nications device across the point-to-point communica-
tion via the analog port of at least one of the first and
second communications devices.



