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CONTROLLING WIRELESS MOBILE 
DEVICES FROM A REMOTE DEVICE 

BACKGROUND 

1. Field of the Invention 
The present invention relates to the ?eld of Wireless 

communication devices and, more particularly, to remotely 
controlling Wireless communication devices. 

2. Description of the Related Art 
The complexity of mobile telephony devices continues to 

increase With the geometric growth of mobile device usage. 
It is typical for mobile devices to include con?gurable ring 
tones, call Waiting, three Way calling, one or more silent call 
indicators, speed dialing, voice command functionality, 
voice messaging, extensive phone book entries, and the like. 
Further, mobile devices can include video games, task 
management and scheduling tools, a Wireless Web broWser, 
e-mail options, video cameras, global positioning system 
(GPS) location mechanisms, and other features previously 
reserved for dedicated hardWare devices. All of these func 
tions and features can be contained Within a tiny device, 
Which often is operated by a user Who has dif?culty setting 
the correct time on his or her automobile stereo, let alone a 
sophisticated communication device. 

Accordingly, many users of mobile devices are unable to 
properly utiliZe even basic features of their mobile devices 
Without help. Worse, these novice users can often inadvert 
ently con?gure their mobile devices in a manner Which 
renders the device inconvenient or impossible to use. For 
example, a user can mistakenly con?gure a phone to ring 
silently, so that no indicator alerts the user of incoming calls. 
Consequently, a methodology is needed by Which the con 
?guration, functions, and features of a mobile device can be 
remotely manipulated. 

Past endeavors in remotely manipulating mobile devices 
have relied upon rudimentary operations to control a tiny 
subset of the functions and features of the controlled device. 
For example, Dual Tone Multi-Frequency (DTMF) com 
mands can be conveyed to a remotely located mobile device 
to trigger the dialing of an encoded telephone number. In 
another example, a voice command can be conveyed to the 
mobile device and thereafter handled as though the voice 
command Was locally provided. In still another example, a 
textual message can be conveyed to and displayed upon the 
mobile device. Each of these techniques, hoWever, results in 
extremely limited control of the mobile device and can 
require a controller to perform non-intuitive actions. Further, 
each of the past remote control techniques is implemented in 
a proprietary manner for a speci?c mobile telephony plat 
form. No knoWn existing devices substantially or fully 
access the capabilities of a mobile device from a remotely 
located device. Nor does a platform independent system 
exist that provides an intuitive interface for a controller to 
remotely manipulate a controlled mobile device. 

SUMMARY OF THE INVENTION 

The present invention provides a method, a system, and 
an apparatus for remotely controlling a mobile device in 
accordance With the inventive arrangements disclosed 
herein. A controlling device can be another mobile device, a 
computer, customer premise equipment and the like. All 
functions of the mobile device, Which can include, but are 
not limited to, device con?guration settings, resident appli 
cations, access restrictions, data, code modules, and the like, 
can be controlled utiliZing the disclosed subject matter. 
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2 
Control can occur by passing packets of information across 
a data channel to the mobile device. The mobile device can 
utiliZe a remote link component to determine programmatic 
actions that are to be taken responsive to the received 
information packets. The programmatic actions can be 
speci?ed in a generic format Within the remote link com 
ponent. A translator can then translate generically formatted 
commands/actions into device speci?c commands/actions. 

Including a translator Within a remote control architec 
ture, permits remote control features to be deployed across 
multiple mobile telephony platforms While requiring mini 
mal adjustments for accommodating device speci?c mes 
saging formats and features. That is, While a translator may 
need to be adapted to a speci?c mobile device, the remote 
link, the controlling device, device commands, messaging 
conventions, and the like can be implemented in a platform 
independent fashion. This versatility can be extremely ben 
e?cial in the largely proprietary ?eld of mobile telephony. 
The situations in Which remotely controlling mobile 

devices can be used are numerous and varied. For example, 
the remote control capabilities disclosed herein can be 
utiliZed by seniors and/or the handicapped, Who frequently 
lack the ability to comprehend and/or operate the features of 
complex mobile devices. In another situation, parents can 
utiliZe remote control capabilities disclosed herein to estab 
lish parental controls upon and/or add reminders to mobile 
devices utiliZed by their children. In another example, 
secretaries and/or other assistants can add contacts, meet 
ings, reminders, and the like upon the mobile device of their 
boss using the disclosed remote control methodology. In still 
another example, service centers and/or IT managers can 
utilize the disclosed invention to remotely test, upgrade, 
and/or con?gure a remotely located mobile device. 
One aspect of the present invention can include a method 

of remotely controlling a Wireless mobile device. The 
method can include the step of establishing a communica 
tion channel betWeen a Wireless mobile device and a 
remotely located controlling device. At least one operation 
can be performed using an interface of the controlling 
device. PacketiZed data based upon the operation can be 
conveyed across the communication channel. An indicator 
can be presented upon the Wireless mobile device to indicate 
the device is being remotely controlled. A programmatic 
action can be performed upon the Wireless mobile device 
responsive to the receipt to the packetiZed data. 

It should be noted that the invention can be implemented 
as a program for controlling a computer to implement the 
functions described herein, or a program for enabling a 
computer to perform the process corresponding to the steps 
disclosed herein. This program may be provided by storing 
the program in a magnetic disk, an optical disk, a semicon 
ductor memory, any other recording medium, or distributed 
via a netWork. 

Another aspect of the present invention can include a 
frameWork for a Wireless mobile device that is remotely 
controllable. The frameWork can include a remote data 
messaging component, a remote link component, and a local 
device control unit. The remote data messaging component 
can be disposed Within a netWork layer of the Wireless 
mobile device. The remote link component and the local 
device control unit can each be disposed Within an applica 
tion layer of the Wireless mobile device. The remote data 
messaging component can convey packetiZed data betWeen 
the Wireless mobile device and a controlling device. The 
remote link component can interpret packets of data from 
the remote data messaging component. Interpretation of the 
data can result in one or more operations to be performed by 
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the Wireless mobile device. The local device control unit can 
interface With input/output mechanisms of the Wireless 
mobile device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying ?gures, Where like reference numerals 
refer to identical or functionally similar elements throughout 
the separate vieWs and Which together With the detailed 
description beloW are incorporated in and form part of the 
speci?cation, serve to further illustrate and explain various 
embodiments in accordance With the present invention; it 
being understood, hoWever, that the invention is not limited 
to the precise arrangements and instrumentalities shoWn. 

FIG. 1 is a schematic diagram of a system for remotely 
controlling operations of a mobile device in accordance With 
an embodiment of the inventive arrangements disclosed 
herein. 

FIG. 2 is a schematic diagram of an illustrative architec 
ture for a mobile device that can be remotely controlled in 
accordance With an embodiment of the inventive arrange 
ments disclosed herein. 

FIG. 3 is a How chart illustrating a method for remotely 
controlling a mobile device in accordance With an embodi 
ment of the inventive arrangements disclosed herein. 

DETAILED DESCRIPTION OF THE 
INVENTION 

FIG. 1 is a schematic diagram of a system 100 for 
remotely controlling operations of a mobile device in accor 
dance With an embodiment of the inventive arrangements 
disclosed herein. The system 100 can include a controlled 
device 105, a controlling device 120, and a remote comput 
ing resource 140. 

The controlled device 105 can include any of a variety of 
mobile computing device, such as a cellular telephone, a 
Personal Communications Service (PCS) telephone, a per 
sonal data assistant With mobile telephony communication 
capabilities, a tWo Way radio, and the like. The controlled 
device 105 can communicate using a multitude of mobile 
telephony techniques including, but not limited to, Global 
System for Mobile Communications (GSM) techniques, 
Time Division Multiple Access (TDMA) techniques, Code 
Division Multiple Access (CDMA) techniques, and/or Inte 
grated Digital Enhanced NetWork (iDEN) techniques. Fur 
ther, the controlled device 105 can communicate using a 
circuit based methodology as Well as a packet based meth 
odology. In one embodiment, the circuit based methodology 
can be a primary communication means for conducting 
speech communications over a voice channel. Similarly; the 
packet based methodology can be a principle communica 
tion means for conducting voice or data communications 
over a voice or data channel. 

The controlled device 105 can include a user interface 
110. The user interface 110 can include, but is not limited to, 
a keypad, an audio transducer, one or more function buttons, 
a display, a graphical user interface, and/or a speech inter 
face. The user interface 110 can also include a multitude of 
menus, con?guration options, and application programs. 

The controlling device 120 can include any computing 
device that remotely controls the controlled device 105 
across a netWork 130. The controlling device 120 can 
include a mobile computing device 122, a computer 124, 
customer premise equipment (CPE) 126, and the like. The 
controlling device 120 can also include a user interface 115 
through Which the remote control can occur. 
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4 
In one embodiment, the user interface 115 can emulate the 

user interface 110 of the controlled device 105. In such an 
embodiment, user interface 115 can be synchroniZed With 
user interface 110 so that actions performed in the user 
interface 115 trigger behavior Within controlled device 105. 
That is, an action performed Within user interface 115 results 
in an equivalent action being performed Within user inter 
face 110. In another embodiment, the user interface 115 can 
differ from user interface 110, yet still trigger programmatic 
changes in the controlled device 105. 
The remote computing device 140 can be utiliZed When 

remotely controlling the controlled device 105. In one 
embodiment, the remote computing device 140 can include 
con?guration settings for the controlled device 105. These 
con?guration settings can be accessed by the controlling 
device 120 to determine device speci?c parameters. In 
another embodiment, the remote computing device 140 can 
provide one or more speech services, such as an automatic 
speech recognition (ASR) service or a text-to-speech (TTS) 
service. The remote computing device 140 can also provide 
security and/or message conversion features, Which are 
utiliZed When controlling the controlled device 105. In still 
another embodiment, the remote computing device 140 can 
include a multitude of con?guration options, such as JAVA 
modules, ring tones, games, application utilities, handicap 
features, and the like. The controlling device 120 can 
remotely apply any of these options to the controlled device 
105, even though some of the options may require ?les to be 
doWnloaded into the controlled device 105. 
NetWork 130 can communicatively link the controlled 

device 105, the controlling device 120, and the remote 
computing resource 140 to each another. The network 130 
can include a multitude of connected netWorks including an 
Internet, intranets, and local area netWorks. The netWork 130 
can also include open, trusted, and/or secure sub-netWorks. 
Further, the netWork 130 can utiliZe landlines, localiZed 
Wireless communications like the 802.11 family of Wireless 
netWorking communications, long distance Wireless com 
munications like satellite and microWave communications, 
and other such communication pathWays. More speci?cally, 
the netWork 130 can include a Wireless communication 
netWork 132, a telephony netWork 134, or an intemet 
protocol (IP) netWork 136. 

In one arrangement, mobile device 122 can be commu 
nicatively linked directly to the controlled device 105 via the 
Wireless communication netWork 132. For example, the 
controlled device 105 and the mobile device 122 can be 
similar types of mobile devices, having similar features, 
perhaps even being serviced under a common mobile tele 
phony plan. In such an example, actions performed upon the 
mobile device 122 can responsively affect the controlled 
device 105 instead of resulting in changes to the mobile 
device 122 upon Which the changes are entered. 

In another arrangement, the controlling device 120 can be 
a computer 124 communicatively linked to the IP netWork 
136. The IP netWork 136 can be connected to the Wireless 
communication netWork 132 via a gateWay, Which is in turn 
communicatively linked to the controlled device 105. The 
computer 124 can include a softWare application designed to 
control the controlled device 105. The softWare application 
can emulate the functions and features of the controlled 
device 105. Further, the application can be used to control 
different controlled devices 105, Where control options pro 
vided by the softWare application can differ in accordance 
With the capabilities of the controlled device 105. 

In yet another arrangement, the controlling device 120 
can include CPE 126 linked to a telephony netWork 134, 
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such as the Public Switched Telephone Network (PSTN). 
Voice and DTMF signals from the CPE 126 can be con 
verted into packetiZed data by a remote computing device 
140, such as a voice server. The converted signals can be 
conveyed to the controlled device 105 via the wireless 
communication network 132. 

In one embodiment, the CPE 126 can include a modi?ed 
landline phone that includes a remote link framework to 
enable the landline phone to remotely control the controlled 
device 105. For example, a peer-to-peer control link can be 
established between the landline phone and the controlled 
device 105, where control signals can be passed between the 
landline phone and the controlled device 105 over a com 
munication connection. The communication connection can 
include a packet switched as well as a circuit switched 
connection. 

In operation, a user of the controlled device 105 can use 
the interface 110 to request remote assistance. The request 
can be conveyed across the network 130 to a designated 
controlling device 120. In one embodiment, the controlling 
device 120 can be a device similar to the controlled device 
105. The controlling device 120 can remotely control the 
controlled device 105 in a peer-to-peer fashion. That is, 
selections can be made upon the controlling device 120 that 
can control the behavior of the controlled device 105. 

It should be noted that remote assistance can be provided 
by several different controlling devices 120 operated by 
different assistants, such as a care taker, a family member, a 
service technician, and the like. The controlled device 105 
can establish a priority list for accessing the different con 
trollers. The order speci?ed within this list can be followed 
to sequentially contact different controlling devices 120. 
When the controlling device 120 with the highest priority is 
not available, a control request can be conveyed to the 
controlling device 120 with the next highest priority level. 
Control requests can be conveyed to different controlling 
devices 120 until the selected controlling device 120 is 
available for controlling the controlled device 105. Further 
more, each of a number of remote controllers providing 
remote assistance can be given a different level of control as 
desired. For example, one remote controller can be enabled 
to just access or modify a phonebook or datebook on a 
controlled device as opposed to another remote controller 
being able to just access J2ME applications and related data. 
Yet another remote controller such as a carrier (but not 
necessarily) can be given access to persistent con?guration 
settings (to provision different services). The level of control 
can be set and reset as appropriate as similarly done in local 
area networks. 

FIG. 2 is a schematic diagram of an illustrative architec 
ture 200 for a wireless mobile device that can be remotely 
controlled in accordance with an embodiment of the inven 
tive arrangements disclosed herein. The architecture 200 can 
include an application layer 205, a network layer 265, and a 
hardware layer 275. 

The application layer 205 can include a local device 
control unit 215, a translator 230, a remote link 240, at least 
one input device driver 235, and at least one output device 
driver 225. Output device drivers 225 can include a display 
driver, an audio output driver, a ?le output driver, and the 
like. Input device drivers 235 can include a keypad driver, a 
touch screen driver, a pointing device driver, a ?le input 
driver, and the like. 

The local device control unit 215 can interface with the 
input mechanisms 220 and the output mechanisms 210 of 
the mobile device. That is, the local device control unit 215 
can interface with the ergonomic aspects of the mobile 
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6 
device such as the display, keyboard, GUI, transducers, and 
the like. The input mechanism 220 can accept and interpret 
input from the input device drivers 235 received via the 
hardware layer 275. The output mechanism 210 can generate 
and convey output to the output device drivers 225. The 
output device drivers 225 can then reformat the output and 
convey it to suitable components within the hardware layer 
275 for presentation. 
The translator 230 can translate data between a device 

independent format and a device speci?c format. Externally 
provided input can be conveyed to the input mechanism 220 
via the translator 230. Further, the output can be conveyed 
to a remote source from the output mechanism 210 via the 
translator 230. The translator 230 can be programmatically 
con?gured for different wireless mobile devices. That is, 
framework 200 can be applied to a multitude of different 
mobile devices by programmatically adjusting the translator 
230. The translator 230 can logically connect the local 
device control unit 215 and the remote link 240 to an 
external controlling device communicatively coupled via 
network layer 275 using remote data messages 270 for 
example. 
The remote link 240 can interpret packets of data con 

veyed within remote data messages 270 into operations to be 
performed by the mobile device. The remote link 240 can 
also packetiZe output from the output mechanism 210 into 
remote data messages 270. 

The application layer 205 can also include a plurality of 
modules that can include an embedded application (tele 
phony, Date book, Phone book, etc.) module 245, a persis 
tent con?guration setting module 250, an application frame 
work module 255, and/or a ?le system module 260. In one 
embodiment, the translator 230 can interface each of these 
modules with other architecture 200 components. The 
embedded application module 245 can call application rou 
tines of the wireless mobile device. These application rou 
tines can be remotely triggered and/or updated from a 
remote source. 

The persistent con?guration setting module 250 can 
include a programmable memory that can be remotely 
accessed by authorized users to enable or disable a plurality 
of options and functions on the wireless mobile device. In 
some cases, the persistent con?guration setting module 250 
can include subscriber, device, or carrier identity informa 
tion similar to information commonly found in Subscriber 
Identity Module (SIM) cards. The persistent con?guration 
setting module 250 can also come in other memory formats 
including, but not limited to Flash memory, and an Erasable 
Programmable Read-Only Memory (EPROM), and the like. 
The application framework 255 can include a standard 

iZed software framework for mobile wireless information 
devices as well as related run-time modules, software 
objects, libraries, tools, and the like. For example, the 
application framework 255 can include, but is not limited to, 
Micro Edition (J2ME), Microsoft .Net Compact Framework, 
and the like. The ?le system 260 can include a storage and 
data retrieval space for ?les used within the application layer 
205. 

The remote data messages 270 can be packetiZed in 
accordance to a standardized packetiZing methodology. In 
one embodiment, the remote data message 270 can include 
a component ?eld, a siZe of data content, followed by a data 
content ?eld. Table 1 details such an arrangement. 
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TABLE 1 

Remote Data Message 

8 

TABLE 4 

Component: Local Device Control 

Component Size Data Content Application Size Action Data 

Phone Book XX write/read/delete PB Entry 
Date Book XX write/read/delete DB Entry 
Messages XX write/read/delete Message 

The component ?eld can indicate the framework 200 
component that is to receive a message. For example, 
components can include the input mechanism 220, the 
output mechanism 210, the persistent con?guration setting 
250, the ?le system 260, the application framework 255, the 
embedded application 245, and the like. The size ?eld can be 
an integer representation of the bit size of the data content. 

The data format of the data content ?eld can depend upon 
the component type to which it relates. For example, when 
the content type is a keypad, the data content can include an 
American Standard Code for Information Interchange 
(ASCII) key code representation. In another example, the 
data content can be a display bitmap, when the correspond 
ing component type represents a graphic display. Addition 
ally, when the component represents a control event, the 
associated data content can include an event Frame. Table 2 
details the aforementioned arrangement. 

TABLE 2 

Component Size Data Content 

Device Control: Input Mechanism XX Key Code (ASCII) 
Device Control: Output Mechanism XX Display Bitmap 
Device Control Event: 

Persistent Con?guration Settings XX Event Frame 
File System XX Event Frame 
Application Framework XX Event Frame 
Embedded Application XX Event Frame 
Generic Event XX Event Frame 

An event frame can include an application ?eld, a size, an 
action, and/or data for the action. Table 3 details such an 
arrangement. 

TABLE 3 

Event Frame 

Application Size Action Data 

Each of the different event frames types (embedded 
application 245, ?le system 260, persistent con?guration 
setting 250, and application framework 255) can include 
different information. For example, the embedded applica 
tion 245 can trigger exposed methods of any application 
hosted upon the wireless mobile device. For example, the 
applications can include, but are not limited to, a phone 
book, a date book, and messages. Each action can include an 
associated permission like read/write/delete. The data can 
include entries for the related applications. For example, 
data for the phone book application can include a phone 
book (PB) entry. Data for the date book application can 
include a date book (DB) entry. Data for the messages 
application can include a message entry. Table 4 details this 
arrangement. 
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The ?le system 260 type event frame can specify an action 
to be taken, a data size, and a data content ?eld. The actions 
can include, but are not limited to, a copy ?le action, a delete 
?le action, an edit ?le action, and a get ?le action. Table 5 
illustrates an exemplary ?le system event frame. 

TABLE 5 

Component: File System 

Action Size Data 

Copy File XX Filename 
Delete File XX Filename 
Edit File XX Changes 
Get File XX Filename 

The persistent con?guration setting 250 event frame can 
specify an action to be taken, a data size, a code plug unit, 
and a data content ?eld. The actions can include, but are not 
limited to, read and/or write actions. Table 6 illustrates an 
exemplary code plug 250 event frame. 

TABLE 6 

Component: Persistent Con?guration Setting 

Action Size Code Plug Unit Data 

Read XX Unit Type Con?g. 
Data 

Write XX Unit Type Con?g. 
Data 

The application framework 255 event frame can specify 
an action to be taken, a data size, and a data content ?eld. 
The actions can include, but are not limited to, launch, 
install, and delete actions. Actions can also include remotely 
generated input/output messages. Table 7 illustrates an 
application framework 255 event frame. 

TABLE 7 

Component: Application Framework 

Action Size Data 

Launch XX Application Name 
Install XX Application Name 
Delete XX Application Name 
Application UI Input(*) XX Input Type 
Application UI Output(*) XX OutputType 

(*)Input/output generated remotely (i.e. voice, keypad, etc.) 

It should be noted, that the remote data messages 270 can 
be con?gured in a variety of manners and the invention is 
not to be limited to the message format depicted by Tables 
1-7, which have been provided for illustrative purposes only. 

Further, it should be appreciated that the subject matter 
disclosed herein is not to be limited to the precise arrange 
ments shown within the architecture 200. For example, in 
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one deviating embodiment, the architecture 200 need not 
include the translator 230 and all components Which connect 
to the translator 230 and can instead be directly connected to 
the remote link 240. In such an embodiment, the remote link 
can be designed speci?cally for the Wireless mobile device 
to Which it is disposed. That is, the remote link 240 can 
convert the remote data messages 270 directly into device 
speci?c operations/input that can be programmatically acted 
upon by the Wireless mobile device as appropriate. 

FIG. 3 is a How chart illustrating a method 300 for 
remotely controlling a mobile device in accordance With an 
embodiment of the inventive arrangements disclosed herein. 
The method can begin in step 305, Where a remote control 
session can be initiated. In one arrangement, a user of the 
mobile device can initiate the control session. For example, 
a button can be included upon the mobile device, Which can 
be selected by the user to initiate the control session. 
Alternatively, the user can issue a speech command and/or 
provide some other input to initiate the control session. In 
another arrangement, a controller can initiate the remote 
control session. 

In step 310, the controller can authenticate itself as a 
controller for the mobile device. The controller and/or the 
mobile device can initiate authentication routines at this 
step. Appreciably, authentication can be automatic, can 
require a hardWare identi?cation code, and/ or can require the 
passing and con?rmation of a security identi?er, such as a 
certi?cate, a public key, a passWord, and the like. Different 
controlling devices can be granted different remote control 
privileges according to previously established access rights. 

After authentication, the method can proceed to step 315, 
Where a control initiation message can be sent from the 
controller to the mobile device. In step 320, the mobile 
device can responsively present a noti?cation or authoriza 
tion prompt to a user. Noti?cation can include presenting a 
text message and/or a graphic upon a display of the mobile 
device that indicates the device is being remotely controlled. 
Noti?cation is not limited in this regard, hoWever, and other 
noti?cation means, such as playing an audible tone and/or 
?ashing a LED can be utiliZed. Authorization can prompt a 
user of the mobile device to accept or deny the remote 
control attempt. It should be noted that step 320 can be 
skipped in embodiments Where user noti?cation/authoriza 
tion is not desirable. 

In step 325, a determination can be made as to Whether the 
control attempt has been authoriZed. If authoriZation for the 
control session is denied, the method can end. If authoriza 
tion for the control session is granted or not necessary, the 
method can proceed to step 328. In step 328, the controller 
can operationally request mobile device con?guration data. 
The mobile device can responsively provide the requested 
con?guration data. This step is particularly important in 
embodiments Where mobile device characteristics are not 
knoWn at the time a control session Was initiated. The lack 
of knoWledge in regards to device characteristics can com 
monly occur in embodiments Where the method 300 is 
applied to a multitude of different types of mobile devices 
With different con?guration options and/or settings. 

In step 330, the controller can set con?guration param 
eters of the mobile device. For example, the controller can 
turn an auto ansWer option of the mobile communication 
device on, so that the device Will automatically respond to 
subsequent communication attempts. In another example, 
the controller can turn call-Waiting features off, so that 
control operations are not interrupted by external callers. 
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After the control session, the call-Waiting features can be 
turned back on or placed in a pre-existing condition before 
the control session. 

In step 335, a determination can be made as to Whether a 
direct communication betWeen an administrator utiliZing the 
controller and the user of the mobile device should occur. 
Such communications can be common, When the user of the 
mobile communication device initiated the control session in 
order to inform an administrator of a problem that the user 
is experiencing so that appropriate corrective actions can be 
taken. Direct communication can include a multitude of 
different communication techniques including, but not lim 
ited to, voice communications via voice over intemet pro 
tocol (VOIP) and/or circuit-sWitched telephony channels, 
chat sessions, video teleconferencing, instant messaging, 
e-mailing, and the like. 
When a direct communication is not desired, the method 

can advance to step 350. When direct communication is 
desired, the method can proceed to step 340, Where a 
communication channel can be established betWeen the 
controlled device and the mobile device. In step 345, appro 
priate information can be conveyed across the voice channel 
(or other communication channel). In step 350, a data 
communication channel can be opened betWeen the con 
trolled device and the mobile device. If a mobile telephony 
device only permits a single communication channel to be 
open at any one time, any open voice channel established in 
step 340 may have to be closed before the data channel can 
be established. If a data channel has already been established 
in step 340, this data channel can be used and a neW data 
channel need not necessarily be established in step 350. 

In step 355, the controller can remotely operate the mobile 
device. Full control of the mobile device can be granted at 
this stage, Where control includes keypad control, display 
control, menu navigation control, application launch control, 
?le doWnload/upload control, co-broWsing capabilities, dia 
log establishment With the mobile device, and the like. In 
step 360, an indicator of control can be presented upon the 
mobile device. In one embodiment, the indicator can include 
a graphic and/or message shoWing that the mobile device is 
in “assisted mode” as illustrated by indicator 111 in FIG. 1 
on the mobile device 105. In another embodiment, the 
alternations directed by the controller can be presented in a 
stepWise fashion upon the mobile device or shoWn via 
messages in near-real time as the alternations are being 
made. 
The user of the mobile device can be provided With an 

option of halting the remote control of the mobile device. In 
step 365, a determination can be made as to Whether the user 
has triggered an event to halt the remote control session. If 
the user has elected to halt the remote control session, the 
method can end. If the user has not elected to halt the remote 
control session, the method can proceed to step 370, Where 
a determination can be made as to Whether the controller has 
?nished remotely controlling the mobile device. If the 
controller has ?nished controlling the device, the method 
can end. Otherwise, the method can loop to step 355, Where 
more commands can be issued by the controller and appro 
priate actions can be responsively performed on the mobile 
device. 
The present invention can be realiZed in hardWare, soft 

Ware, or a combination of hardWare and softWare. A system 
according to an exemplary embodiment of the present 
invention can be realiZed in a centraliZed fashion in one 
computer system, or in a distributed fashion Where different 
elements are spread across several interconnected computer 
systems. Any kind of computer system4or other apparatus 
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adapted for carrying out the methods described hereiniis 
suited. A typical combination of hardware and software 
could be a general purpose computer system with a com 
puter program that, when being loaded and executed, con 
trols the computer system such that it carries out the methods 
described herein. 

The present invention can also be embedded in a com 
puter program product, which comprises all the features 
enabling the implementation of the methods described 
herein, and whichiwhen loaded in a computer systemiis 
able to carry out these methods. Computer program means 
or computer program in the present context mean any 
expression, in any language, code or notation, of a set of 
instructions intended to cause a system having an informa 
tion processing capability to perform a particular function 
either directly or after either or both of the following a) 
conversion to another language, code or, notation; and b) 
reproduction in a different material form. 

Each computer system may include, inter alia, one or 
more computers and at least a computer readable medium 
allowing a computer to read data, instructions, messages or 
message packets, and other computer readable information 
from the computer readable medium. The computer readable 
medium may include non-volatile memory, such as ROM, 
Flash memory, Disk drive memory, CD-ROM, and other 
permanent storage. Additionally, a computer medium may 
include, for example, volatile storage such as RAM, bu?fers, 
cache memory, and network circuits. Furthermore, the com 
puter readable medium may comprise computer readable 
information in a transitory state medium such as a network 
link and/or a network interface, including a wired network 
or a wireless network, that allow a computer to read such 
computer readable information. 

Although speci?c embodiments of the invention have 
been disclosed, those having ordinary skill in the art will 
understand that changes can be made to the speci?c embodi 
ments without departing from the spirit and scope of the 
invention. The scope of the invention is not to be restricted, 
therefore, to the speci?c embodiments, and it is intended that 
the appended claims cover any and all such applications, 
modi?cations, and embodiments within the scope of the 
present invention. 

What is claimed is: 
1. A method of remotely controlling a wireless mobile 

device, comprising the steps of: 
performing at least one operation using an interface of a 

controlling device; 
conveying packetiZed data based upon said at least one 

operation across a communication channel; 
enabling an indicator upon a wireless mobile device to 

indicate the wireless mobile device is being remotely 
controlled; 

initiating the execution of a programmatic action upon the 
wireless mobile device responsive to a receipt of the 
packetiZed data, and 

emulating a ?rst user interface of the wireless mobile 
device on a second user interface of the controlling 
device. 

2. The method of claim 1, further comprising the step of: 
initiating a remote control session from the wireless 

mobile device and 
synchroniZing the second user interface with the ?rst user 

interface so that actions performed on the second user 
interface trigger behaviors within the wireless mobile 
device corresronding to controls of the ?rst user inter 
face. 

20 

25 

30 

35 

40 

45 

55 

60 

65 

12 
3. The method of claim 2, wherein the wireless mobile 

device speci?es a set of a plurality of controlling devices, 
said method further comprising the step of: 

selecting one of the controlling devices from the speci?ed 
set of controlling devices in accordance with a priority 
ordering. 

4. The method of claim 3, further comprising the steps of: 
determining that the selected controlling device is 

unavailable for controlling the wireless mobile device; 
and 

repeating said selecting step for different controlling 
devices included within the speci?ed set of controlling 
devices until a selected controlling device is available 
for controlling the wireless mobile device, 

wherein different levels of control are assigned to the 
controlling device by the controlled device. 

5. The method of claim 1, wherein said controlling device 
is a wireless mobile telephone, said interface being an 
interface for locally operating said controlling device as a 
stand-alone mobile device, said method further comprising 
the step of: 

placing the controlling device in a remote control mode, 
wherein selections made upon the controlling device 
when in the remote control mode result in actions 
corresponding to selections occurring upon the wireless 
mobile device. 

6. The method of claim 1, wherein the controlling device 
is customer premise equipment that includes a remote link 
framework for communicating with the controlled device in 
a peer-to-peer fashion. 

7. The method of claim 1, further comprising the steps of: 
before the performing step, requesting con?guration data 

from the wireless mobile device by the controlling 
device; 

conveying the requested con?guration data to the con 
trolling device by the wireless mobile device; and 

tuning the interface of the controlling device based upon 
the con?guration data. 

8. The method of claim 1, further comprising the steps of: 
before conveying the packetiZed data, conveying an 

authorization key from the controlling device to the 
wireless mobile device; and 

authorizing the remote control based at least in part upon 
the authoriZation key provided by the wireless mobile 
device. 

9. The method of claim 1, further comprising the steps of: 
before conveying the packetiZed data, prompting a user of 

the wireless mobile device to permit the controlling 
device to remotely control the wireless mobile device, 
a granting of remote control being dependant upon a 
response to the prompting. 

10. The method of claim 1, further comprising the step at 
the wireless mobile device of: 

halting remote control from the controller responsive to a 
user selection made upon the wireless mobile device. 

11. The method of claim 1, further comprising the steps at 
the wireless mobile device of: 

translating the packetiZed data from a device independent 
format into a speci?c format for the wireless mobile 
device, the executed programmatic action being based 
upon the data translated into the speci?c format. 

12. A framework for emulating a ?rst user interface of a 
wireless mobile device that is remotely controllable, com 
prising: 

a remote data messaging component, wherein the remote 
data messaging component is con?gured to convey 
packetiZed data that emulates the ?rst user interface and 
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emulates input/ output controls of the ?rst user interface 
betWeen said Wireless mobile device and a controlling 
device having a second user interface 

a remote link component, Wherein the remote link com 
ponent is con?gured to interpret packets of data from 
the remote data messaging component to perform at 
least one operation that emulates a control of the ?rst 
user interface; and 

a local device control unit that interfaces With input/ 
output mechanisms of the Wireless mobile device. 

13. The framework of claim 12, Wherein the remote data 
messaging component is disposed Within a netWork layer of 
the Wireless mobile device and the remote link component 
and the local device control unit are disposed Within an 
application layer of the Wireless mobile device and the 
remote link component synchronizes the second user inter 
face With the ?rst user interface so that actions performed on 
the second user interface trigger controls of the ?rst user 
interface Within the Wireless mobile device. 

14. The frameWork of claim 13, further comprising: 
a translator disposed Within the application layer of the 

Wireless mobile device, the translator logically con 
necting the remote link component and the local device 
control unit. 

15. The frameWork of claim 14, Wherein said translator is 
con?gured to translate remote control operations betWeen a 
device independent format used by the remote link compo 
nent and a speci?c format for the Wireless mobile device. 

16. The frameWork of claim 14, Wherein said translator is 
programmatically con?gurable for different Wireless mobile 
devices, Wherein applying said frameWork to a different type 
of Wireless mobile device involves programmatically con 
?guring said translator. 

17. The frameWork of claim 14, further comprising: 
an application call module con?gured to call application 

routines of the Wireless mobile device responsive to 
remotely received messages; and 

a code plug module including a programmable memory, 
Wherein data Within said programmable memory is 
remotely accessible, said translator logically connect 
ing the application code module and the code plug 
module Within the frameWork. 

18. The frameWork of claim 14, further comprising: 
a frameWork module de?ning a standardiZed softWare 

frameWork for mobile Wireless information devices; 
and 

a ?le system module providing access to a plurality of 
?les utiliZed by the Wireless mobile device, the trans 
lator logically connecting the frameWork module and 
the ?le system module Within the frameWork. 

19. A machine-readable storage having stored thereon, a 
computer program having a plurality of code sections, the 
code sections executable by a machine for causing the 
machine to: 

perform at least one operation using an interface of a 
controlling device; 

14 
enable a receipt of packetiZed data based upon the at least 

one operation across a communication channel; 

enable a presentation of an indicator upon a Wireless 
mobile device to indicate the Wireless mobile device is 

5 being remotely controlled; and 
initiate execution of a programmatic action upon said 

Wireless mobile device responsive to a receipt of the 
packetiZed data and 

emulating a ?rst user interface of the Wireless mobile 
device on a second user interface of the controlling 
device. 

20. The machine-readable storage of claim 19, Wherein 
the controlling device is a Wireless mobile telephone, the 
interface being an interface for locally operating the con 
trolling device as a stand-alone mobile device, the machine 
readable storage further including code sections for causing 
the machine to: 

place the controlling device in a remote control mode, 
Wherein selections made upon the controlling device 
When in the remote control mode result in actions 
corresponding to the selections occurring upon the 
Wireless mobile device and 

20 

synchroniZe the second user interface With the ?rst user 
interface so that actions performed on the second user 
interface trigger behaviors Within the Wireless mobile 
device corresronding to controls of the ?rst user inter 
face. 

21. The machine-readable storage of claim 19, further 
30 having code sections executable by the machine for causing 

the machine to: 

25 

request con?guration data from the Wireless mobile 
device before the step of performing at least one 
operation; 

receive the requested con?guration data; and 
tune the second user interface of the controlling device 

based upon the con?guration data associated With a 
control of the ?rst user interface. 

22. The machine-readable storage of claim 19, further 
having code sections executable by the machine for causing 
the machine to: 

40 

receive a request for con?guration data before the step of 
performing at least one operation; and 

45 transmit the requested con?guration data to the control 
ling device. 

23. The machine-readable storage of claim 19, further 
having code sections executable by the machine for causing 

50 the machme to: 

translate the packetiZed data from a device independent 
format into a speci?c format for the Wireless mobile 
device, said executed programmatic action being based 
upon the data translated into the speci?c format. 
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