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METHOD FOR SECURING INFORMATION 
RELEVANT TO A TRANSACTION 

This is a continuation of application Ser. No. 08/446369. 
?led May 22. 1995. which in turn is a division of application 
Ser. No. 08/122,071. ?led Sep. 14. 1993. now U.S. Pat. No. 
5.524.073. which in turn is a division of application Ser. No. 
07/977385. ?led Nov. 17. 1992. now US. Pat No. 5.267. 
314. 

This application is related to application Ser. No. 08/445. 
447. ?led May 22. 1995. and application Ser. No. 08/445. 
612. now US. Pat. No. 5.646.998 ?led May 22. 1995. now 
US. Pat No. 5.555.303. 

FIELD OF THE INVENTION 

The present invention relates generally to secure transac 
tion systems and. more particularly. concerns a method and 
apparatus for authenticating documents. records and objects 
as well as the individuals who are involved with them or 
responsible for them. 

BACKGROUND OF THE INVENTION 

There are many times in our daily lives when the need 
arises for highly secure transactions. For example. instru 
ments of commerce. such as checks. stock certi?cates. and 
bonds are subject to theft and forgery. From the time a 
document is issued. the information contained on it. or the 
name of the recipient could be changed. Similarly. passports. 
pay checks. motor vehicle registrations. diplomas. food 
stamps. wager receipts. medical prescriptions. or birth cer 
ti?cates and other o?icial documents are subject to forgery. 
fraudulent modi?cation or use by an unintended recipient. 
As a result. special forms. o?icial stamps and seals. and 
special authentication procedures have been utilized to 
assure the authenticity of such documents. Medical. legal 
and personnel records. and all types of information in 
storage media are also subject to unauthorized access. Pass 
words and coding of such records have been used to thwart 
unauthorized access. However. there have always been 
ingenious individuals who have somehow managed to cir 
cumvent or evade all such systems of security. 

With the introduction of computers and computer com 
munications into business transactions and document 
processing. a certain degree of security was gained. in that 
it is now possible to verify documents and transactions much 
more quickly. thereby avoiding many frauds which previ 
ously went unnoticed until it was too late. However. with the 
elimination of the human factor. veri?cation of the identify 
of parties also became more di?icult. A pressing need still 
exists for business transaction. document processing and 
record access systems which can assure the identity of the 
parties and the accuracy of the information involved in the 
transaction. As used herein. the term “record access sys 
tems” includes systems which access media which contains 
data. messages. text. FAX. audio. video. drawings. images. 
photo. electronic and physical mail. safe boxes. and the like. 
As used herein the term “business transaction system” will 
be intended as a generic term to describe all such 
transaction. document processing and record access 
systems. including ones not related to business use. such as 
passport authentication systems. 
The security problems described above have been handled 

with some degree of success in systems involving a single 
party transaction where the party is present. For example. 
during the use of an automatic teller machine. the customer 
is the sole party involved and is present in person. However. 

20 

25 

35 

45 

55 

65 

2 
until the present invention. it has not been possible to verify 
the identity and to secure the interests of all parties to 
multi-party transactions and. in particular. absent parties to 
a transaction. 

SUMMARY OF THE INVENTION 

Brie?y. the present invention is directed to a transaction. 
document processing. or record access system which avoids 
the shortcomings of known systems of this type. In accor 
dance with an embodiment of the present invention. when a 
transaction. document or thing needs to be authenticated. 
information associated with at least one of the parties 
involved (e.g.. an originator and/or a recipient) is coded to 
produce a joint code. This joint code is then utilized to code 
information relevant to the transaction. document or record. 
in order to produce a variable authentication number (VAN) 
or code at the initiation of the transaction. This VAN is 
thereafter associated with the transaction and is recorded on 
the document or thing. along with the original information 
that was coded. During subsequent stages of the transaction. 
only parties capable of reconstructing the joint code will be 
able to uncode the VAN properly in order to re-derive the 
information. Thus. the joint code serves to authenticate the 
parties. and the comparison of the re-derived information 
against the information recorded on the document serves to 
authenticate the accuracy of that information. Alternatively. 
the information could be authenticated by regenerating a 
VAN from the recorded information and comparing the 
regenerated VAN with the recorded VAN. 

In accordance with an embodiment of the present 
invention. at the time of enrolling as a user of the system. 
each user selects a personal identi?cation number (PIN). 
which is secret. does not exist in an uncoded form. and 
cannot be recovered from other information anywhere in the 
system. During or after enrollment. a non-secret identi?ca 
tion code and a secret code are also stored in a user’s file at 
the user associated computer facility. When a user partici 
pates in a transaction. the user is required to utilize his or her 
PIN. which after being coded is used to derive a coded 
arbitrary number. Subsequently. this arbitrary code is com 
pared to another such code which is generated from a 
reconstituted version of the coded PIN. in order to authen 
ticate the user's identity. One of the embodiments creates a 
computer ?le with a secret address to authenticate a user’s 
identity. and to secure sensitive records. The address is 
preferably not stored anywhere in the system. but is gener 
ated when needed from information supplied by the user. In 
some embodiments of the present invention. when a joint 
code is created as described above. one participating user 
(e.g.. the originator) must provide his or her PIN. The other 
party’s non-secret identi?cation code and the PIN are uti 
lized in creating the joint code. In other embodiments. the 
joint code is created from the coded PIN’s of the partici— 
pants. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing brief description as well as further objects. 
features. and advantages of the present invention will be 
understood more completely from the following detailed 
description of the presently preferred. but nonetheless 
illustrative. embodiments of the invention. with reference 
being had to the accompanying drawings. in which: 

FIGS. 1-5 illustrate the symbols utilized in the present 
application to represent conventional building blocks used to 
form the invention. these building blocks being respectively. 
a coder. an uncoder. a linker. a mixer. and a sorter; 
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FIGS. 6-8 are functional block diagrams illustrating a 
check transaction system in accordance with a ?rst embodi 
ment of the present invention. with FIG. 6 illustrating user 
enrollment. FIG. 7 illustrating how an originator generates a 
check. and FIGS. 8A and 8B illustrating the authentication 
process when the check is presented to be cashed; 

FIGS. 9-12 are functional block diagrams illustrating a 
credential issuing and authentication system in accordance 
with a second embodiment of the present invention. with 
FIG. 9 illustrating the enrollment of an o?icial. FIG. 10 
illustrating the enrollment of a user. FIG. 1] illustrating the 
issuance of the credential. and FIG. 12 illustrating the 
authentication of an issued credential; 
FIGS. 13A-13E. when arranged as illustrated in FIG. 14. 

collectively represent a functional block diagram of a check 
transaction system similar to that of FIGS. 6—8. but includ 
ing the basic processing necessary to clear and pay a check 
electronically; 

FIGS. ISA-15C are functional block diagrams of a cre 
dential issuing and authentication system according to an 
alternate embodiment of the present invention; and 

FIG. 16 is a functional block diagram of a system for 
authenticating a party and for authorizing access to a secret 
?le associated with the party according to an alternate 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

FIGS. 1-5 illustrate the functional building blocks uti 
lized in the preferred embodiments. All of these components 
are conventional building blocks for computer or commu 
nication systems. Moreover. those skilled in the art will 
appreciate that the blocks can be realized as hardware 
components. or they can be realized as functional blocks in 
an overall computer program. 
The coder illustrated in FIG. 1 and the uncoder illustrated 

in FIG. 2 may be any form of such device utilizing a known 
algorithm. such as the Data Encryption Standard (DES). A 
coder. as illustrated in FIG. 1. has at least one data input. at 
which it receives clear data. It also has one or more 
additional inputs for receiving keys K1. K2. which are 
utilized to code the clear data into a form in which it could 
not be easily recognized or uncoded without the use of the 
keys. A variable which is used as a key may be padded to 
obtain the desired security. An uncoder (FIG. 2) reverses the 
process of the coder. Basically. it receives the coded data and 
utilizes the same keys to reconstruct the clear data. 

A linker (FIG. 3) receives a plurality of data inputs and 
concatenates them into a longer code word (D 1. D2 . . . DN). 
Similarly. a mixer (FIG. 4) receives a plurality of data inputs 
(D1. and D2 through D,,) and mixes their digits or binary 
bits. A simple example of a mixer would be a conventional 
time division multiplexer which is used to interleave plural 
data inputs. However. in many applications. it will be 
preferable to utilize a more sophisticated mixer. such as one 
that utilizes arithmetic and logical combinations of digits or 
bits. A sorter (FIG. 5) reverses the process of a linker or a 
mixer. that is. it receives a concatenated or mixed code word 
and reproduces the original component words. A time divi 
sion demultiplexer could serve as a sorter for a mixed signal 
originally generated by a multiplexer. 
FIGS. 6. 7. 8A and 8B constitrrte a functional block 

diagram illustrating the present invention in a check trans 
action system. The system illustrated in FIGS. 6. 7. 8A and 
8B are well suited for use in generating and processing 
employee paychecks. for example. The system involves 
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three phases of operation. In the ?rst phase. illustrated in 
FIG. 6. a user of the system must enroll in order to be 
recognized by the system. Each user enrolls at his or her 
bank. or at another convenient location. such as a place of 
employment. in the presence of an o?icer. who appropriately 
veri?es the user’s identity and obtains the typical informa 
tion from him. including his taxpayer identi?cation number 
(TIN) and telephone number. An account is then opened for 
the user and a ?le is created for him or her in the bank’s 
computer. and the bank assigns a person account number 
(PAN) to the user’s account. If a bank card is issued to the 
user. it usually contains the PAN and a bank identi?cation 
number (BIN). 

While operating a terminal. the user is requested to select 
a personal identi?cation number (PlN) and to enter that PIN 
into the terminal. The user complies and such entry occurs 
at block 10 of FIG. 6 with the typical transaction 
information. including the user’s TIN or PAN. being entered 
at block 11. The PIN is applied directly to an irreversible 
coder 12. where it is processed to produce a coded PIN 
(CPN). Coder 12 may be any type of conventional coding 
device which can process the PIN so that the coding is 
irreversible (i.e.. the PIN cannot be recovered from the 
CPN). At the same time. a random number generator 14 
produces a random number (RN). which is applied to a 
mixer 16 along with the CPN. Alternately. the user may be 
permitted to select an arbitrary number for RN. 

The signal produced by mixer 16 is then transmitted to the 
bank's computer. where it is applied to a sorter 18. It is 
assumed that this transmission preferably occurs over a 
secure line. such as one protected by a tandem coder and 
uncoder which can utilize a joint terminal-bank key. The 
sorter recovers the original CPN and RN. saving RN in the 
user’s ?le at block 22. It should be noted that in saving RN. 
the user’s ?le is accessed by using his TIN as an index. The 
received CPN is applied as the data input to a coder 20. 
which receives RN as its key input. producing a revisable 
owner code (ROC) which is saved in the user’s ?le in the 
same manner as RN. Various additional information is saved 
in the user's ?le. such as his personal account number 
(PAN). name. phone number (PHN). account balance. and 
other relevant information. The user’s TIN. PAN or PHN can 
be used as an index to access the user’s ?le. CPN represents 
coded authentication information since it is a coded form of 
the PIN, and since it is used in other parts of the system to 
authenticate the user and the transaction. The system pref 
erably maintains RN as a secret numbu (although in the 
present embodiment the user file is not secret since it is 
accessed using a non-secret index) and ROC is maintained 
as a non-secret number. As explained in detail below. CPN 
is derivable from ROC and RN. 

FIG. 7 illustrates how the originator generates a check in 
accordance with the present invention. This process prefer 
ably takes place at the originator’s terminal or computer. It 
is assumed that the originator would be generating a check 
in the usual manner and would include on it all of the 
information usually found on a check. as well as the infor 
mation normally recorded or imprinted on check forms. such 
as the recipient’s name andTIN (RI‘IN). and the originator’s 
personal account number and bank identi?cation number. 
Preferably. the terminal includes a check reader and printer 
which can read necessary information from the originator’s 
check form and print information on the form. although this 
could also be done manually by the originator. The origi 
nator and the recipient can be the same person. for example. 
where a person is cashing a personal check originated by the 
person. In the case of multi-party checks. the check is 
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originated by a present party (i.e.. the originator) in favor of 
an absent party (recipient). 
The originator enters his or her PIN at a terminal or 

computer. Through irreversible coder 10. the originator's 
PIN is converted to a coded PIN (CPNO). which is applied 
as the key input to coder 28. The data input to coder 28 is 
the recipient’s TIN (RTIN). which has been read from the 
check. or accessed from the computer memory. or entered by 
the originator. The data output of coder 28 is a joint key (JK). 
which is applied as the key input to a coder 30. Generally. 
the JK is generated using information associated with at 
least one of the parties involved in the transaction (in this 
case. the originator and recipient). As will be shown more 
fully below. the joint key (or code) is used to protect and 
authenticate the originator and recipient. The data input to 
the coder 30 is the information (INFO) to be authenticated 
(that is. information relevant to the transaction. such as 
check number. amount. etc.). 
The data output of the coder 30 is a variable authentica 

tion number (VAN). which codes the information to be 
authenticated. based upon information related to the recipi 
ent and information related to the originator. Note that the 
VAN is alternatively generated directly from INFO and 
information associated with at least one of the parties. 
without the intermediate step of generating the TX. The VAN 
and at least a portion of the information relevant to the 
transaction are written or imprinted upon the check 32. 
thereby becoming a permanent part of it. Alternately. the 
check may represent an electronic transfer of funds or some 
other type of electronic transaction. In this case. the VAN 
and at least a portion of the information relevant to the 
transaction are included with the electrical signals associated 
with the electronic transaction. 

It is contemplated that in creating the VAN. all informa 
tion would not necessarily be coded in the same manner. For 
example. the amount of the check might be considered 
important enough so as to be recoverable completely. and it 
would be coded into the VAN in a manner that would permit 
complete recovery. Other information. such as the date and 
check control number might be considered less important 
and would be coded into the VAN in such a manner as to 
permit detection of changes (e.g.. error detection coding). 
but without complete recovery of the original information. 
As noted above. other predetermined information which 

is known jointly by the originator and recipient. and which 
does not appear on the check. can also be used to derive the 
VAN. For example. when a check is drawn to multiple 
recipients. e.g.. husband and wife. each recipient’s TIN 
(which does not appear on the check) may be used to derive 
the joint code and VAN. This makes it more di?icult to 
fraudulently generate the VAN since the predetermined 
information not appearing on the check would not be 
generally known. 

FIGS. 8A and 8B illustrate the authentication process at a 
terminal when the recipient presents the originator’s check 
to be cashed. The terminal communicates via a network of 
the banks involved in the transaction. Preferably. the tenni 
nal includes a device which can read information directly 
from the check 32. Alternately. the terminal operator can 
manually key information into the terminal. based upon 
information appearing on the face of the check 32. At block 
40. the recipient inserts his or her PIN. and at block 41. 
identi?es his bank and enters his TIN (KI'IN) and all 
information required by the terminal to initiate the transac 
tion. An irreversible coder 42 processes the PIN to produce 
the coded PIN. CPNR. which is applied as the key input to 
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6 
a coder 44. Arandom number generator produces a random 
number (i.e.. an arbitrary number) RNX which is applied as 
the data input to coder 44. Coder 44 then produces a coded 
random number (i.e.. a coded arbitrary number). CRNX. 
which is applied to mixer 48 along with RNX. The output of 
the mixer is. therefore. a signal which contains CRNX and 
RNX in a converted form. so that neither number nor CPNR 
may readily be discerned from the signal. CRNX represents 
coded authentication information because it is a coded 
representation of CPNR. and because it is used by the 
system to authenticate the recipient and the transaction. 
The mixer signal. along with the information entered in 

block 41 and the information read from the check are 
transmitted to the computer at the recipient’s bank (i.e.. 
remote bank CPU) over preferably an unsecured line (the 
use of an unsecured line is possible because CRNX and 
RNX. not CPNR. are transmitted from the mixer 48 to the 
sorter 62). The system ?rst authenticates the identify of the 
check holder at the recipient’s bank. Next. the information 
on the check. as well as the originator and recipient. are 
authenticated at the originator‘s bank. 

At the recipient’s bank. the output of mixer 48 is received 
in a sorter 62. which separates CRNX and RNX. with CRNX 
being applied to a comparison block 64 and RNX being 
applied as the data input to a coder 66. Based upon the 
recipient’s TIN. RTIN. his bank's computer is able to access 
his file at block 68 and to extract his ROC (a non-secret 
number) and RN (a secret number). ROCR and RNR there 
from. ROCR and RNR are applied as the data and key 
inputs. respectively. to an uncoder 70. which generates the 
recipient’s CPN. CPNR. which is applied as the key input to 
coder 66. Coder 66. therefore. reproduces the recipient's 
coded random number. CRNX (in the same manner as coder 
44). which is applied as the second input to comparison 
block 64. It should be appreciated that the CPNR output of 
uncoder 70 is the true CPNR derived from the bank’s 
records. Accordingly. the CRNX produced by coder 66 is the 
true CRNX. Therefore. should the comparison at block 64 
fail. the authentication of the recipient has failed and it is 
presumed that recipient is not the party presenting the check. 
The transaction is therefore aborted. On the other hand. if the 
recipient‘s identity is authenticated. the transaction can 
proceed. The recipient’s bank then communicates with the 
originator’s bank. conveying all the information about the 
transaction and requesting authorization to pay (block 71). 
As shown in FIG. 8B. at the originator’s bank. using 

UI‘IN (or the originator's PAN) as an index. the originator‘s 
ROCO and random number. RNO. are extracted from the 
originator's ?le at block 50. ROCO is applied as the data 
input to an uncoder 52. and RNO is applied as the key input 
to uncoder 52. Uncoder 52 therefore reverses the operation 
performed by coder 20 (FIG. 6) when the originator 
enrolled. producing the originator’s CPN. CPNO. CPNO is 
then applied as the key input to a coder 56. which receives 
the recipient's TIN. RI‘lN. as the data input. 

In accordance with the embodiment just described. it is 
contemplated that security considerations may warrant 
revising the ROC from time to time independent of any 
transaction. Toward this end. CPN could be reconstituted 
from the current ROC and RN as in block 52. Next. a new 
RN is used with CPN to generate a revised ROC. making use 
of a coder in the same manner as coder 20 of FIG. 6. The 
user’s new RN and ROC are stored and accessed. and CPN 
need only be reproduced at the bank where the user main 
tains an account. 

In the same manner as coder 28 of FIG. 7. coder 56 
therefore produces the joint key JK. JK is applied as the key 
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