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SYSTEMS AND APPARATUSES FOR A 
SECURE MOBILE CLOUD FRAMEWORK 

FOR MOBILE COMPUTING AND 
COMMUNICATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 61/473,477 ?led Apr. 8, 201 1, entitled 
“Systems andApparatuses for a Secure Mobile Cloud Frame 
work for Mobile Computing and Communication,” the entire 
contents of which are herein incorporated by reference with 
out disclaimer. 
[0002] This application is also related to US. patent appli 
cation Ser. No. 13/440,111,?ledApr. 5, 2012, entitled “Meth 
ods, Systems, and Apparatuses for Optimal Group Key Man 
agement for Secure Multicast Communication,” which 
claims priority to US. Provisional Application No. 61/473, 
491 ?led Apr. 8, 2011, and is also related to US. Provisional 
Application No. , ?ledApr. 5, 2012, entitled “Systems 
and Apparatuses for a Secure Mobile Cloud Framework for 
Mobile Computing and Communication.” The entire contents 
of each of the above-referenced US. patent applications are 
incorporated herein by reference without disclaimer. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

[0003] This invention was made with Government support 
under Grant No. N00014-10-1-0714 from the O?ice of Naval 
ResearchYoung Investigator Program (ONR YIP). The Gov 
ernment has certain rights in the invention. 

BACKGROUND OF THE INVENTION 

[0004] 1. Field of the Invention 
[0005] This invention relates to cloud computing, and more 
particularly relates to a trustworthy mobile and ad hoc net 
work (MANET) communication system. This invention also 
relates to cloud computing security, identity management, 
attributed based cryptography, and MANET routing security. 
[0006] 2. Description of the RelatedArt 
[0007] Cloud computing is a new business model focusing 
on resource-on-demand, pay-as-you-go, and utility-comput 
ing. Cloud computing can be broadly classi?ed as infrastruc 
ture-as-a-service (IaaS), platform-as-a-service (PaaS), and 
software-as-a-service (SaaS). Critical research issues for 
cloud computing such as computation of?oading, remote 
execution, and dynamic composition have been extensively 
discussed in previous literature. Much of the existing work 
examined, focused on the security to enhance security of 
clouds themselves, such as infrastructure security based on 
TCG/TPM, secure outsourcing, Cloud web security, resource 
management and isolation, and privacy. 
[0008] Cloud computing for mobile devices may enable 
running applications between resource-constrained devices 
and Intemet-based Clouds. Moreover, resource-constrained 
devices can outsource computation/communication/resource 
intensive operations to the cloud. CloneCloud, for example, 
focuses on execution augmentation with less consideration 
on user preference or device status. Zhang et al. proposed 
elastic applications, which focus on services composition, for 
mobile devices via Cloud computing. Oberheide et al. pre 
sented a framework that outsources the anti-virus services 
from mobile devices to a Cloud. Goayl et al. proposed a 
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secure cyber foraging mechanism for resource-constrained 
devices. Existing mobile Cloud solutions are limited and are 
solely focused on the enhancement of the individual mobile 
device’s capability. 

SUMMARY OF THE INVENTION 

[0009] A novel MANET communication framework4em 
bodiments of which are referred to in this disclosure as Mobi 
Cloudiis disclosed. First, embodiments of a new MANET 
infrastructure that transforms traditional MANETs into a new 
service-oriented communication architecture are disclosed. 
Embodiments of MobiCloud transfer each mobile node from 
a traditional strictly layer-structured communication node 
into a service node (SN). Each SN may be used as a service 
provider or a service broker according its capability, e.g., 
available computation and communication capabilities to 
support a particular service. In this way, embodiments can 
maximally take the advantage of each mobile node in the 
system by utiliZing Cloud computing technologies. Second, 
to reduce the mobility uncertainty, embodiments of the dis 
closed invention incorporate every SN as a virtualiZed com 
ponent of the MobiCloud. In some embodiments, MobiCloud 
mirrors an SN to one or multiple virtual images in the Cloud 
for addressing communication and computation de?ciencies 
of mobile devices. Moreover, virtual images can create a 
visualiZed MANET routing and communication layer that 
can maximally assist the mobile nodes to enable pervasive 
computing services for each mobile device owner. 
[0010] A secure data processing framework, which can be 
applied to MobiCloud, is disclosed. The secure data process 
ing framework may comprise a cloud trusted domain com 
prising Extended Semi-Shadow Images (ESSI), a cloud 
mobile and sensing domain comprising mobile users, and a 
cloud public service and storage domain. The cloud trusted 
domain and cloud public service and storage domain are 
physically isolated to provide strong security protection to 
user’s data. 
[0011] Embodiments of a mobile device are disclosed. The 
mobile device may be con?gured to be a member of a mobile 
and ad hoc network. In one embodiment, the mobile device 
may comprise a wireless commumcation interface, a data 
storage device and a mobile processing device. The mobile 
device may also comprise a battery power source and a global 
position system. 
[0012] The data storage device may be con?gured to store 
one or more software components; and/or one or more 

extended semi-shadow images, where the one or more 
extended shadow images may be con?gured to link one or 
more common software components through a virtual trust 
and provisioning domain. 
[0013] The mobile processing device may be con?gured to 
optionally execute the one or more software components 
locally; optionally migrate execution of the one or more soft 
ware components on a cloud-based computing server; option 
ally execute the one or more duplicated software components 
on a cloud-based computing server; communicate with a 
resource manager through the wireless communication inter 
face, and/ or provide sensing data to, eg a resource manager. 
The mobile processing device may be con?gured to receive 
instructions from the resource manager instructing whether to 
execute, migrate, or duplicate the execution of at least one of 
the one or more software components. 

[0014] The software components may be platform depen 
dent or platform independent. In one embodiment, sensing 
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data may comprise mobile processing device type, utiliZa 
tion, battery state, and location. In another embodiment, sens 
ing data may comprise mobile processing device type, utili 
Zation, battery power source state, and location, the location. 
The virtual trust and provisioning domain may be con?gured 
to isolate information ?ows between the software compo 
nents contained in the extended semi-shadow images. 
[0015] Embodiments of a mobile and ad hoc network are 
disclosed. In one embodiment, the mobile and ad hoc network 
comprises one or more mobile devices con?gured to be mem 
bers of the mobile and ad hoc network; a cloud-based com 
puting server optionally con?gured to execute the one or 
more software components whose execution has been 
migrated; and/or a resource manager con?gured to provide 
instructions to the one or more mobile devices whether to 
execute at least one of the one or more software components 
or migrate the execution of at least one of the one or more 
software components to the cloud-based computing server. 
[0016] The term “coupled” is de?ned as connected, 
although not necessarily directly, and not necessarily 
mechanically. The terms “a” and “an” are de?ned as one or 
more unless this disclosure explicitly requires otherwise. 
[0017] The term “substantially” and its variations are 
de?ned as being largely but not necessarily wholly what is 
speci?ed as understood by one of ordinary skill in the art, and 
in one non-limiting embodiment “substantially” refers to 
ranges within 10%, preferably within 5%, more preferably 
within 1%, and most preferably within 0.5% of what is speci 
?ed. 
[0018] The terms “comprise” (and any form of comprise, 
such as “comprises” and “comprising”), “have” (and any 
form of have, such as “has” and “having”), “include” (and any 
form of include, such as “includes” and “including”) and 
“contain” (and any form of contain, such as “contains” and 
“containing”) are open-ended linking verbs. As a result, a 
method or device that “comprises,” “has,” “includes” or “con 
tains” one or more steps or elements possesses those one or 

more steps or elements, but is not limited to possessing only 
those one or more elements. Likewise, a step of a method or 
an element of a device that “comprises,” “has,” “includes” or 
“contains” one or more features possesses those one or more 

features, but is not limited to possessing only those one or 
more features. Furthermore, a device or structure that is con 
?gured in a certain way is con?gured in at least that way, but 
may also be con?gured in ways that are not listed. 
[0019] Other features and associated advantages will 
become apparent with reference to the following detailed 
description of speci?c embodiments in connection with the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] The following drawings form part of the present 
speci?cation and are included to further demonstrate certain 
aspects of the present invention. The invention may be better 
understood by reference to one or more of these drawings in 
combination with the detailed description of speci?c embodi 
ments presented herein. 
[0021] FIG. 1 illustrates one embodiment of a system for a 
secure mobile cloud framework for computing and commu 
nication. 
[0022] FIG. 2 illustrates a system for a secure data process 
ing mobile cloud framework according to one aspect of the 
present disclosure. 
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[0023] FIG. 3 illustrates an identity representation of 
Attribute-based Identity Management (ABIDM) for mobile 
cloud trust management according to one aspect of the 
present disclosure. 
[0024] FIG. 4A illustrates a prior art framework for multi 
tenant secure data management. 
[0025] FIG. 4B illustrates a decentraliZed framework for 
multi-tenant secure data management according to one aspect 
of the present disclosure. 
[0026] FIG. 5 illustrates a data processing model for 
Extended Semi-Shadow Images (ESSI) according to one 
aspect of the present disclosure. 

DETAILED DESCRIPTION 

[0027] Various features and advantageous details are 
explained more fully with reference to the non-limiting 
embodiments that are illustrated in the accompanying draw 
ings and detailed in the following description. Descriptions of 
well-known starting materials, processing techniques, com 
ponents, and equipment are omitted so as not to unnecessarily 
obscure the invention in detail. It should be understood, how 
ever, that the detailed description and the speci?c examples, 
while indicating embodiments of the invention, are given by 
way of illustration only, and not by way of limitation. Various 
substitutions, modi?cations, additions, and/or rearrange 
ments within the spirit and/or scope of the underlying inven 
tive concept will become apparent to those skilled in the art 
from this disclosure. 
[0028] Certain units described in this speci?cation have 
been labeled as modules, in order to more particularly empha 
siZe their implementation independence. A module is “[a] 
self-contained hardware or software component that interacts 
with a larger system. Alan Freedman, “The Computer Glos 
sary” 268 (8th ed. 1998). A module comprises a machine or 
machines executable instructions. For example, a module 
may be implemented as a hardware circuit comprising cus 
tom VLSI circuits or gate arrays, off-the-shelf semiconduc 
tors such as logic chips, transistors, or other discrete compo 
nents. A module may also be implemented in programmable 
hardware devices such as ?eld programmable gate arrays, 
programmable array logic, programmable logic devices or 
the like. 
[0029] Modules may also include software-de?ned units or 
instructions, that when executed by a processing machine or 
device, transform data stored on a data storage device from a 
?rst state to a second state. An identi?ed module of executable 
code may, for instance, comprise one or more physical or 
logical blocks of computer instructions which may be orga 
niZed as an object, procedure, or function. Nevertheless, the 
executables of an identi?ed module need not be physically 
located together, but may comprise disparate instructions 
stored in different locations which, when joined logically 
together, comprise the module, and when executed by the 
processor, achieve the stated data transformation. 
[0030] Indeed, a module of executable code may be a single 
instruction, or many instructions, and may even be distributed 
over several different code segments, among different pro 
grams, and across several memory devices. Similarly, opera 
tional data may be identi?ed and illustrated herein within 
modules, and may be embodied in any suitable form and 
organiZed within any suitable type of data structure. The 
operational data may be collected as a single data set, or may 
be distributed over different locations including over different 
storage devices. 
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[0031] One skilled in the relevant art Will recognize, hoW 
ever, that the invention may be practiced Without one or more 
of the speci?c details, or With other methods, components, 
materials, and so forth. In other instances, Well-knoWn struc 
tures, materials, or operations are not shoWn or described in 
detail to avoid obscuring aspects of the invention. 

MobiCloud Architecture 

[0032] The disclosed MobiCloud architecture is based on 
an elastic Cloud service model. Additionally, the “virtual trust 
and provisioning Domain (VTaPD)” may isolate the informa 
tion ?oWs that belong to different security levels using pro 
grammable router technologies. Moreover, embodiments 
provide ?ne-grained trust management and feedback/com 
mand capability to mobile users. Embodiments of Mobi 
Cloud may be designed to provide the folloWing Cloud ser 
vices for MANETs: 

[0033] Serve as an arbitrator for identity, key, and secure 
data access policy management. 

[0034] Provide security isolations to protect mobile 
users’ information. 

[0035] Monitor MANET status for risk assessments, 
intrusion detection and response. 

[0036] Simulate scenarios and predict future MANET 
situations for decision making. 

[0037] Provide service composition and applications for 
mobile devices. 

[0038] As shoWn in FIG. 1, MANET 101 includes mobile 
devices (also referred to as a user device) 102. The mobile 
devices 102 are in communication With Cloud 104 through 
fabric interface (Pl) 106. 
[0039] In some embodiments, MobiCloud may use soft 
Ware components 108 (i.e., a set of softWare codes designed to 
achieve a certain function, Which can be in the form of appli 
cation components, softWare agents, and they are used inter 
changeably in the folloWing context) to link the Cloud ser 
vices and MANETs. A softWare component 108 can be 
platform independent such as using Java or .Net bytecode or 
Python script (or the like) or platform dependent, using a 
native code. In some embodiments, the MobiCloud is con?g 
ured such that the softWare component may either be 
executed on a mobile device 102 or migrated to the Cloud 
104, i.e., run on one or more nodes offered by an IaaS pro 
vider. In this Way, an elastic application can dynamically 
augment the capabilities of a mobile device, including com 
putation poWer, storage, and netWork bandWidth, based on the 
devices’ status With respect to CPU load, battery poWer level, 
netWork connection quality, security, etc. One or more soft 
Ware components 108 may be controlled by the application 
root, Which is the part of the application that provides the user 
interfaces and issues requests to the softWare components. 
[0040] In some embodiments, the device manager of the 
user device 102 is responsible for con?guring applications at 
launch time and making con?guration changes during runt 
ime. In some embodiments, the con?guration of an applica 
tion may include: Where the application’s components are 
located, Whether or not components are replicated (e.g., for 
reliability purposes), and/or the selection of paths used for 
communication With other components (e.g., WiFi or 3G if 
such a choice exists). 
[0041] In some embodiments, each device also provides 
sensing data. In some embodiments, this sensing data may 
include on the device sensing data such as processor type, 
utiliZation, battery state, and location With GPS support) and 
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on the neighboring mobile nodes sensing data such neigh 
bor’s identity or addresses, link quality, neighboring dura 
tions, and the like. In some embodiments, this data is made 
available to the VTaPD Manager 112 and is used to determine 
the routing, and When/Where a neW softWare component 
instance should be launched in Software Components Con 
tainers (SCCs). Secure connections may be setup through 
secure tunnels, e.g., SSL connections are set up betWeen the 
Cloud 104 and user devices 102. 

[0042] At the Cloud side, in some embodiments, the Mobi 
Cloud Fabric Interface (FI) 106 exports a service to the user 
devices 102 and applications. In addition, the Pl 106 may also 
interface to MobiCloud VTaPD manager 112 and Resource 
and Application Manager (RAM) 110, hardWare farm 114 
and other netWorking devices (such as programmable routers 
116). Middle-Ware based solutions may be required When the 
Cloud components do not use Web-based techniques. 
[0043] Programmable routers 116 may be used to create 
multiple VTaPDs 120. The VTaPDs in FIG. 1, for example, 
are represented by the dotted ovals surrounding the softWare 
components 108. VTaPDs may be created for isolating the 
information ?oWs and access control by creating multiple 
virtual domains. 
[0044] There are tWo main reasons for multiple virtual 
domains: (i) for security reason, a user’s device may run 
multiple applications at different security levels, e.g., its 
simultaneous communication With tWo individuals With dif 
ferent administrative domains; and (ii) for context-aWareness 
purpose, it is necessary to separate services for different local 
and netWork settings. For example, in some embodiments, the 
Cloud can simulate the operations of the MANETs using 
different system parameters or routing and routes selection 
algorithms With real-time sensing data from mobile devices. 
In this Way, MobiCloud, in some embodiments, can compare 
different approaches using Cloud computing and communi 
cation resources. This approach may provide a comprehen 
sive vieW of MANETs operations offering suggestions to 
mobile devices for decision making. 
[0045] Some embodiments use an Extended Semi-ShadoW 
Image (ESSI) 118 to represent a virtual machine of a physical 
Wireless device. In some embodiments, this term may be 
differentiated from a “virtual image” in that an ESSI can be an 
exact clone, a partial clone, or an image containing extended 
functions from the physical device. In each VTaPD 120, one 
or multiple software components 108 may be used for every 
ESSI 118. For example, ESSI 118 has software components 
associated With VTaPD i, j, and k. The ESSI is responsible for 
managing the softWare components’ loading and unloading in 
the ESSI. In some embodiments, the ESSI may also provide 
extended capabilities than just duplicating the functions of a 
mobile device. For example, the Cloud may be able to run 
services that are not available in MANETs, such as search, 
data mining, media processing, trust pre-establishment (e. g., 
credential exchange and establishing security keys in 
advance), etc. 
[0046] In some embodiments, the MobiCloud Resource 
and Application Manager (RAM) 110 is the Cloud resource 
manager and may be directed by MobiCloud VTaPD manager 
112 and MobiCloud Trust Manager Server (TMS) 122 to 
construct VTaPDs. 

[0047] In some embodiments, the VTaPD manager 112 
may be con?gured to take all collected context-aWareness 
information from the MANET for decision making, such as 
device sensing values, location, and neighboring device sta 
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tus. The MobiCloud TMS 122 may be con?gured to be the 
Trust Authority (TA) for MobiCloud. It may handle the 
attribute-based key distribution and revocation. It also may 
provide identity search and federation services for mobile 
devices belonging to multiple administrative domains, and 
policy checking and enforcement functions to provide a uni 
?ed trust management system for MobiCloud. 

[0048] In some embodiments, the Service and Application 
Store (SAS) 124 serves as the repository of software compo 
nents and applications. When service composition is needed, 
SAS may install required softWare components or applica 
tions through the Application Root on mobile devices. For 
example, When a mobile device needs to talk to another 
device using different frequency bands, the Software De?ned 
Radio (SDR) needs to install a neW driver and the node needs 
to authenticate the communication peers. In this scenario, 
neW drivers and software components supporting authentica 
tion Will be installed. This operation needs collaborations 
betWeen TMS 122 and SAS 124. 

[0049] In some embodiments, the VTaPDs themselves may 
have integrated data access control and information protec 
tion. The framework may not need/ imply the division of the 
administrative domain into VTaPDs. 

[0050] In some embodiments, the actual administrative 
Work is handled by the MobiCloud VTaPD manager 112. 
Every node that belongs to a particular VTaPD may have 
complete routing information of its residing VTaPD, but not 
others. Each node can be provided by a different physical 
system; in some embodiments, each node Would need to 
support the disclosed frameWork that includes secure group 
communication for sending data to the ESSIs that belong to 
the same VTaPD. For example, the bandWidth of a commu 
nication link of each node may be divided by using different 
encrypti on/ decryption/ authenticati on keys. 
[0051] An advantage of the MobiCloud frameWork for net 
Work virtualization through setting up multiple VTaPDs is 
that it may facilitate provisioning of prioritized critical/emer 
gency services in a netWork. For example, using the disclosed 
virtualization approach, prioritized and normal service 
classes can be de?ned using different VTaPDs; hoWever, 
When only using physical MANETs, these services class must 
share the same operation and communication domain. In this 
Way, some embodiments of the disclosed system may be 
con?gured to move MANET operations and communications 
into the Cloud When MANET peer-to-peer communication is 
under stress such as When mobile nodes suffer from insul? 
cient communication bandWidth and security attacks. 
[0052] To quantify the bene?t in a netWork Where protected 
services do get allocated prioritized provisioning in a netWork 
virtualization frameWork using MobiCloud, a simulation 
based proof-of-concept is shoWn. 
[0053] Some embodiments incorporate protected and 
dynamic netWork virtualization by alloWing for different ser 
vice classes, such as a prioritized service class over the nor 
mal service class. In a speci?c implementation, virtualization 
is performed on a per link basis; that is, to simulate the effect, 
a user can decide those links (representing a particular ser 
vice) that are to be considered for virtualization. For activat 
ing netWork virtualization, attributes values of a link are 
encoded differently for the prioritized service on a link basis, 
compared to normal services; this is done, so that nodes can 
decide the priority for virtualization for different services in 
computing routes and service provisioning. 
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[0054] Embodiments of the MobiCloud system also may 
provide an integrated data access control and information 
isolation through a cryptography based solution. 
[0055] In MobiCloud, besides the traditional security 
mechanisms (i.e., authentication, authorization, audit etc.), 
one may also need to consider additional potential security 
risks introduced by mobile users Who share the same appli 
cation instance and resources. In Cloud related literature, this 
Working environment may also be referred to as multi-tenant 
environments. In some embodiments, each mobile user’s 
ESSI can be considered as his/her tenancy in the MobiCloud. 
In the multi-tenant environment, data access control isolation 
is one of the most critically secure mechanisms that need to be 
addressed. The mechanism helps to prevent a user from get 
ting privileges to access resources belonging to other tenants. 
There are generally tWo kinds of access control isolation 
patterns: implicit ?lter and explicit permission. 
[0056] In the Implicit Filter BasedAccess Control Isolation 
pattern, When one tenant requests to access shared resources, 
a common platform level account, i.e., the ESSI identity With 
corresponding softWare component and Cloud resource 
requests, may be delegated to handle this request. The del 
egated account may be shared by all tenants and has the 
privileges to access resources of all tenants. HoWever, the key 
of this mechanism is to implicitly compose a tenant-oriented 
?lter that Will be used to prevent one user from tapping into 
resources of other tenants. This may be achieved by using a 
cryptography based solution, i.e., group key management 
based solutions to secure information How through different 
VTaPDs that share the same physical system. 
[0057] In the Explicit Permission Based Access Control 
Isolation pattern, access privileges for the resources may be 
explicitly pre-assigned to the corresponding tenant accounts 
by using the Access Control List (ACL) mechanism. There 
fore, there may be no need to leverage an additional common 
delegated account across tenants. 

[0058] Another security isolation is for information protec 
tion isolation. This means to protect the integrity and con? 
dentiality of each tenant’s critical information. Theoretically, 
embodiments may encrypt all the information With the stron 
gest encryption algorithm in any situation. HoWever, security 
is about trade-offs in information security and performance. 
From a practical point of vieW, embodiments are disclosed 
that apply the folloWing principles When making the tradeoffs 
With respect to the security in embodiments of MANET 
multi-tenant systems: 
[0059] Encrypt or digitally sign the most critical informa 

tion only: Generally, the criticality of data can be measured 
by application speci?c domain knoWledge (i.e. data With 
higher security clearance) and the Service-Level Agree 
ment (SLA) requirements of the tenants. 

[0060] Select suitable encryption algorithm: Generally, 
encryption algorithms With stronger security may result in 
poorerperforrnance. In some embodiments, mixed encryp 
tion algorithms may be adopted for the tradeoffs. For 
example, use the public and private key cryptography algo 
rithm to protect symmetric keys that are ?nally used to 
encrypt data. 

[0061] Consider the information access frequency: The 
performance Will suffer more if the data With higher access 
frequency is encrypted. 

[0062] Risk management may be de?ned as considering the 
identi?cation, assessment, and prioritization of risks fol 
loWed by a coordinated and economical application of avail 
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able resources to minimize, monitor, and control the prob 
ability and/or impact of unfortunate events or to maximize the 
realization of opportunities. Risk management techniques 
may vary Widely in MANETs according to Whether the risk 
management method is in the context of the mission support 
ing functions, operations, or security. This disclosure focuses 
on tWo components of risk management: context-aWareness 
routing and intrusion detection/response. 
[0063] Context aWareness is a concept With a broad range 
of meaning Literally, it indicates to take into account the 
“context” While making decisions. HoWever, the de?nition of 
context may vary depending on the applications, the deci 
sions to make, as Well as the environments. 

[0064] In this disclosure and With respect to MANETs, 
context-aWareness means to give consideration to the systems 
parameters of the devices (e.g., battery level, CPUpoWer), the 
netWorking parameters (e.g., bandwidth, delay, connectiv 
ity), the content (e.g., the mission speci?ed goals), and the 
security (e.g., privacy, location, attacks) When using the net 
Work. This is because such environments often have highly 
dynamic characteristics that can signi?cantly affect the run 
ning applications. 
[0065] In order to provide seamless continuous services in 
such a highly dynamic netWork, context-aWareness service 
migrations may be required so that the applications can be 
adaptive to the volatile contexts. For instance, When a node 
providing a certain service is running out of battery, in some 
embodiments, the frameWork should be aWare of such context 
updating, and migrate the service (and the entire executing 
contexts) to another available node. 
[0066] Using MobiCloud services, the data collection and 
processing, in some embodiments, may be handled in a cen 
tralized fashion in the Cloud; and as a result, the complexity 
of context-aWareness operations may be greatly reduced. 
Moreover, MobiCloud services may also perform a test to 
simulate and evaluate possible operations in MANETs, and 
then provide better recommendations to mobile nodes. This 
may reduce the uncertainty of mobile system and thus 
improve the performance of MANET communications. 
[0067] Context-aWareness routing is an important compo 
nent for context aWareness computing in MANETs. Context 
such as restricted battery resource, changing topology, fre 
quent packet drops, etc., must be taken into consideration. In 
the current state-of-the-ar‘t, some general context-aWareness 
routing systems have been proposed. CAR is a routing pro 
tocol designed for delay tolerant MANETs. The design goal 
is to utilize the node mobility to carry and forWard messages 
betWeen disconnected netWork components. CAR uses con 
text information such as a neighboring node’s co-location 
history and battery status as the criteria to determine the best 
“carrier” With the highest delivery probability (the likelihood 
Whether the node is a reliable next hop toWards the destina 
tion). For each of these criteria, a utility value is computed 
using the speci?c utility function. These utility values are then 
combined together to compute the delivery probability. 
[0068] In MCR, a Normalized Weighted Additive Utility 
Function (NWAUF) is de?ned for multi-criteria routing in 
MANETs. Energy, latency and bit error rate are used as cri 
teria. The NWAUF is evaluated by each node in the netWork 
and may be used either With global or With local netWork 
status knoWledge. Both the NWAUF and the utility calcula 
tion in CAR are very similar. They utilize an additive utility 
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for local decisions at the individual nodes. All nodes proac 
tively maintain routing tables. In contrast, another technique 
is a reactive approach. 
[0069] In one embodiment of the disclosed frameWork, 
context information is requested on-demand together With 
routing requests. The routing requests are sent Whenever a 
conversation needs to be established. The context criteria are 
sent With the routing requests so that the intermediate nodes 
can decide Whether to forWard a routing reply. And, the ini 
tiator also needs to select a path from all available paths 
according to certain objectives (i.e., based on utility func 
tions). 
[0070] Particularly, positioning, netWork topology mainte 
nance, and routing functions may be performed by using 
Cloud services. In some embodiments, each node may get 
this information from the Cloud. In this Way, the information 
collection and dissemination among mobile nodes may 
become one-to-one communication betWeen the physical 
device and its shadoW image in the Cloud, instead of using 
one-to-many communications in traditional MANET com 
munication. This Will greatly reduce the communication and 
management overhead among mobile nodes. 
[0071] In some embodiments, a mobile node may need to 
monitor its local context information such as device proper 
ties (e.g., energy, CPU, and memory usage), communication 
parameters (e.g., packet lose ratio and delay measurement to 
its neighboring nodes), and security (e. g., neighboring nodes’ 
security pro?les such as identities and keys, and intrusion 
detection measures of neighbors). In some embodiments, 
these measures may be periodically sends to its shadoW 
image, Where a comprehensive risk assessment can be per 
formed since it has the status of the entire system such as 
end-to-end communication delay, reachability to the destina 
tion, security status of each mobile node, etc. If the cost 
(computed through a utility function) of using ad hoc com 
munications is higher than the cost of sending the information 
through the Cloud, the Cloud operation is preferred. 

Secure Data Processing Framework 

[0072] The MobiCloud transforms traditional MANETs 
into a neW service-oriented communication architecture, in 
Which each mobile device is treated as a Service Node (SN), 
and it is mirrored to one or more Extended Semi-ShadoW 
Images (ESSIs) in the cloud in order to address the commu 
nication and computation de?ciencies of a mobile device. In 
MobiCloud, a mobile device can outsource its computing and 
storage services to its corresponding ESSI and Secure Stor 
age (SS). Moreover, the mobile device may send its sensed 
information such as moving trajectory to the cloud. As a 
return, the cloud can provide better location-based services 
according to the mobility information provided by the mobile 
device. In MobiCloud, mobile users must trust the cloud 
service provider to protect the data received from mobile 
devices. HoWever, it is a big concern for mobile users for 
storing their privacy sensitive information in a public cloud. 
[0073] FIG. 1 illustrates a secure data processing mobile 
cloud infrastructure. In certain embodiments, the mobile 
cloud 200 is composed by three main domains: (i) the cloud 
mobile and sensing domain 202, (ii) the cloud trusted domain 
204, and (iii) the cloud public service and storage domain 
206. In this frameWork, each mobile device is virtualized as 
an ESSI in the cloud trusted domain and each ESSI can be 
represented as an SN in a particular application (aka, a 
service domain). The ESSIs can be used to address commu 
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nication and computation de?ciencies of a mobile device, and 
provide enhanced security and privacy protections. A mobile 
device and its corresponding ESSI can also act like a service 
provider or a service broker according to its capability, e.g., 
available computation and communication capabilities to 
support a particular communication or sensing service. This 
approach takes maximum advantage of each mobile node in 
the system by utiliZing cloud computing technologies. In this 
Way, the cloud’s boundary is extended to the customer device 
domain. Note that an ESSI can be an exact clone, a partial 
clone, or an image containing extended functions of the 
physical device. The netWorking betWeen a user and its ESSI 
is through a secure connection, e.g., SSL, IPSec, etc. 
[0074] In one embodiment, an ESSI is a virtual machine 
that is designed for an end user having full control of the 
information stored in its virtual hard drive. HoWever, the 
networking functions and running processes are customiZed 
through the mobile cloud service provider. The cloud trusted 
domain and cloud public service and storage domain are 
physically isolated to provide strong security protection to 
user’s data. They can belong to tWo different cloud service 
providers. 
[0075] Within the cloud trusted domain, strict security poli 
cies are enforced through a distributed FireWall system (i.e., 
each ESSI runs its oWn Firewall). Data ?oWs in/out the trusted 
domain must be scanned through the distributed FireWall 
system to make sure no malicious tra?ic is sent or received. 
The mobile cloud data processing model includes three main 
components: trust management, multi-tenant secure data 
management, and ESSI data processing model, Which are 
described in details in the folloWing. 

Mobile Cloud Trust Management 

[0076] In some embodiments, a trust management model of 
mobile cloud includes identity management, key manage 
ment, and security policy enforcement. An ESSI oWner has 
the full control over the data possessed in the ESSI, and thus 
a user-centric identity management frameWork is a natural 
choice. The user-centric identity management (also fre 
quently referred to as identity 2.0) alloWs an individual has 
full control of his/her identities, in Which third party authen 
ticates them. It also implies that a user has control over the 
data his/her sharing over the Internet, and can transfer and 
delete the data When required. An integrated solution involv 
ing identity-based cryptography and attribute-based data 
access control is disclosed, as the building blocks to construct 
the trust management system for mobile cloud. Particularly, 
the presented mobile cloud communication frameWork usu 
ally involves the establishment of a virtual private communi 
cation group. 
[0077] In some embodiments, a Trusted Authority (TA) is 
assumed to manage security keys and certi?cates for mobile 
users. In the folloWing presentation, Without special notice, it 
is alWays assumed that there is a TA available, Which is 
responsible for key and certi?cate distribution. Based on this 
assumption, the TA is responsible to deploy an Attribute 
Based Identity Management (ABIDM) for mobile cloud’s 
identity and trust management. 
[0078] FIG. 3 illustrates a basic identity representation of 
ABIDM according to one aspect of the present disclosure. 
Using ABIDM, the inventors ?rst need to de?ne the “point of 
netWork presence (PoNP)”. A mobile node’s relationship can 
be thought of as lines radiating from the PoNP to the various 
counterpar‘ties. Each line is distinct and tagged With the 
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attribute used by a particular counterparty. In particular, a 
default PoNP (i.e., native PoNP) is de?ned for everyone. The 
default PoNP has to be linked by a unique native ID. The 
uniqueness of the native ID is not dif?cult to achieve. Indeed, 
any user can have a unique native ID by simply hashing any 
one of his/her unique identi?ers, such as a driver license ID, 
email address, social security number, etc. Each PoNP has 
tWo properties: type and value. The type value provides the 
information such as (i) the identity issuer, (ii) the private key 
issuer, and (iii) the validation period. The identity and private 
key issuer can be either self-generated or derived from a 
TrustedAuthority (TA). The value of the PoNP can be used as 
a part of the user’s identity With its type for a particular 
scenario. Identity-based cryptography can be used, and a 
private key is assigned to the PoNP identity. A message 
receiver can use the sender’s identity to verify the received 
signature for authentication purpose. 
[0079] In one embodiment, each PoNP is associates With 
one or multiple attributes (i.e., A1 . . . An), and each attribute 

has type and value properties. Attributes can be assigned as 
prede?ned attributes that do not change frequently, Which are 
called as static attributes. To differentiate PoNPs, the number 
of attributes can be reduced for each PoNP for later secure 
communication. 
[0080] One major bene?t of using this identity representa 
tion is the “standardization” of identity management. In prac 
tice, the numbers of PoNPs for every mobile node can be 
restricted to a certain number of knoWn scenarios. This can be 
done by consulting the TA, Which provides the public key 
certi?cate services and provides the ontology of identities and 
attributes for mobile users. Self-managed identity and private 
keys can be used to form a self-managed and trusted ecosys 
tem. This feature Will be useful for managing trust based on 
social netWork applications. 

Multi-Tenant Secure Data Management 

[0081] As shoWn in FIG. 2, the dashed lines represent the ad 
hoc connection betWeen entities, and the solid lines represent 
dedicated secure connections. The cloud public service and 
storage domain provides services for all mobile devices and 
ESSIs. A mobile device can request services directly from the 
public service and storage domain, or it can request services 
through its ESSI. An ESSI is the security policy enforcer for 
its associated mobile device(s). The user can specify What 
data should be protected and stored in its ESSI. Users’ private 
information is maintained in their corresponding Secure Stor 
age (SS). 
[0082] Multi-tenancy is one of the key features of cloud 
services. To secure each user’s data, traditional approaches 
are shoWn in FIG. 4A, Where users’ data is stored in one big 
database and a unique encryption key is used to secure data 
for each user. This approach has several draWbacks. First, it is 
not scalable When the database is huge. Data storage opera 
tions can incur heavy data operations that require extensive 
computing resources. Second, data encrypting keys for users 
are maintained in a centraliZed location, Which is vulnerable 
to the single-point failure problem. Moreover, users usually 
have concerns that the cryptographic key is maintained by the 
cloud provider. 
[0083] FIG. 4B illustrates a solution that utiliZes a decen 
traliZed approach according to one aspect of the present dis 
closure. The disclosed multi-tenant data management system 
partition the data into tWo security levels: (i) critical data and 
(ii) normal data. The critical data must be secured by the data 
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encrypting key generated by the user, and the normal data is 
secured by the data encrypting key generated by the cloud 
storage service provider. The presented multi-tenant secure 
data management system can address the drawbacks of tra 
ditional approaches. First, the data operations such as index 
ing, data retrieval, data addition, etc., are distributed to ESSIs. 
In addition, the security functions, such as encryption/de 
cryption/integrity, are also distributed to ESSIs. As a result, 
the computation overhead is distributed to multiple proces 
sors in the cloud system. Second, ESSIs enhance the users’ 
security by adding one additional layer of security, in Which 
the critical data are stored in each ESSI. As a result, compro 
mising one ESSI Will not impact other ESSIs. 

ESSI Data Processing Model 

[0084] In one embodiment, the ESSI’s data processing 
model may be built on the security capability model enabled 
for Linux Kernel 2.2 and above. Based on the security capa 
bility model, the inventors can build a Tri-rooted ESSI that 
has a cloud root, a user root, and an auditing root. The privi 
lege of the user root includes maintaining user’s data in its SS 
and encryption/decryption/veri?cation related processes. 
The cloud root is to perform the maintenance functions of 
ESSI, and it does not have the access to SS and related 
security functions. The auditing root is used to log the activi 
ties of both cloud root and user root. The log data can be only 
accessible for investigation purpose When regulation viola 
tions are identi?ed. Usually, the log data is maintained by a 
third trusted party. In this Way, the cloud provider cannot 
easily breach the privacy of users. 
[0085] FIG. 5 illustrates one embodiment of the ESSI’s data 
processing model according to one aspect of the present dis 
closure. SS is installed in ESSI’s virtual hard drive. A user’s 
private information and security credentials are stored in the 
Security Repository (RS) managed by the ESSI mapped to 
the user’s mobile device. The critical data is stored in the SS. 
Data ?oW arriving at the ESSI is processed as folloWs: (i) Data 
How is inspected by the classi?cation model that classi?es the 
data as critical data or normal data. (ii) If the data is classi?ed 
as normal, the normal data Will be sent to the public cloud 
storage through a masking procedure. (iii) The Encryption/ 
Decryption/Veri?cation (EDV) module is then used on the 
critical data and stores the processed data in SS. The masking 
procedure is used to remove private information associated 
With the user and anonymize the data content. The masking 
procedure can be con?gured differently according to the level 
of the criticality of the data. It is up to the user’s preference, 
and it is operated through the trust manager. For example, 
ESSI can generate a masked index value for the public cloud 
storage for indexing purpose. This index value includes the 
ESSI’s identi?er (can be a pseudonym) and corresponding 
indexing category. Once the public cloud storage service 
receives the index value, it then uses it to identify Which ESSI 
is responsible for the requested searching data. 

EXAMPLES 

[0086] The folloWing describe scenarios that may be used 
With various embodiments of the disclosed invention. These 
examples are not intended to be limiting, but rather to provide 
speci?c uses for different embodiments of the disclosed 
invention. 

EXAMPLE 

Inter-Operable Scenario 
[0087] A search team is searching for a lost soldier in an 
area, Where they have located equipment that might belong to 
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the soldier. Due to security protection, the search team cannot 
read the identi?cation stored in the RFID tag af?xed to the 
equipment. Here, they can proxy the communication betWeen 
the tag and the back end server running in MobiCloud. In this 
scenario, interoperability is the major issue, Which originates 
from tWo sources: (1) tWo Wireless devices running tWo dif 
ferent protocols (or different versions of softWare), and (2) 
tWo Wireless devices belonging to tWo different administra 
tive domains and thus using different security parameters 
(e.g., cryptographic keys). To address this problem, the search 
team’s Wireless devices may not be programmed to read the 
RFID tag. HoWever, With the capability of softWare de?ned 
radios, the search teams can utilize necessary functions and 
services from the Cloud to enable such a capability on their 
Wireless devices. 
[0088] In the meantime, the Cloud can also help the search 
team set up a secret key betWeen the tag and reader. As 
another example, if the rescue team needs to locate the sol 
dier’s location based on the signal transmitted from a Wireless 
device that he/she carries, the rescue team may need neW 
services for location tracking Localization usually requires a 
synchronized environment to run a triangulation algorithm. 
The MobiCloud can compose a time synchronization service 
and softWare on Wireless devices to enable the ad-hoc posi 
tioning capability for rescue team members. 

EXAMPLE 

Ef?cient Communication Scenario 

[0089] Communications overhead due to MANET routing 
contributes a great portion of MANET bandWidth consump 
tion. To demonstrate the routing overhead, a simulation 
based study is presented. The study used a group mobility 
model using tWo on-demand routing protocols, AODV and 
DSR, Where 60 mobile nodes Were deployed, Where each 
node randomly selects its moving velocity between 10 m/ s 
and 30 m/ s. It is shoWn that the routing tra?ic ratio to overall 
traf?c increases When less data are transmitted (i.e., data 
packets are sent for every 1 second). This application dem 
onstrates that overall ratio of routing overhead can be even 
greater When the MANET is under stress, e.g., communica 
tion speed is reduced due to poor communication channel 
quality or frequent link changes among mobile nodes. This 
Will make the MANET data communication more congested. 
With MobiCloud support, mobile nodes do not need to per 
form path searching and maintenance for routing purposes; 
instead, each mobile node only needs to monitor the connec 
tivity and channel quality to its neighboring nodes and 
updates this information to its ESSI (Extended Semi-ShadoW 
Image) in the Cloud. The Cloud Will perform routing and 
inform the node on hoW to forWard packets. 

EXAMPLE 

Security and Service Isolation Scenario 

[0090] With the development of Wireless technology, a 
smart phone can serve as a personal information gateWay. It 
can communicate With a variety of Wireless devices belong 
ing to different administrative domains. Running more appli 
cations Will increase the threats of malWare that can be 
installed in the smart devices and then jeopardize the critical 
information processed in the device. Using MobiCloud, one 
or multiple ESSIs running multiple services on different 
physical computing systems in the Cloud for a mobile device 
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can be initiated. In this Way, attackers can be prevented from 
manipulating caching operations to steal users’ private infor 
mation in the Cloud. Moreover, the system complexity of 
Wireless devices is reduced by running simple and trusted 
software, and hence the chance of being compromised is also 
reduced. The isolation of services can also help commanders 
decide on effective methods to operate the MANET. For 
example, context-aWareness routing needs to consider the 
situations of MANET using a set of prede?ned parameters 
(such as battery status, communication channel qualities, pre 
vious communication and neighboring history of a node, etc.) 
to determine a packet forWarding strategy. To this end, the 
Cloud can create a virtual routing domain to emulate the 
routing behaviors of the MANET and then provide sugges 
tions to commanders for decisions. 

EXAMPLE 

Delay Tolerance and Communication Scenario 

[0091] Traditional delay tolerance netWorks consider each 
mobile device as both a communication device and a storage 
device. They maintain received information and deliver this 
information to the intended destination When they are back 
online. The uncertainty of this communication model is very 
high due to unpredictable mobility and storage status of 
neighboring devices. MobiCloud Will reduce the uncertainty 
by functioning as an information repository. Thus, the mes 
sage originator, forWarder, and receiver knoW that the Mobi 
Cloud is the repository for sending, forWarding, and retriev 
ing information. 

EXAMPLE 

Mobile Cloud Trust Management 

[0092] An ABIDM example is presented as folloWs, 
according to the basic identity representation of ABIDM 
shoWn in FIG. 3. 

Identity Representation: 

[0093] PoNP: {Native} ,Type: {ID,TA, ExpDate}, 
Value: {011}; 

[0094] A0: {attribute},Type: {name},Value: 
{identity—>David Kurt}; 

[0095] A1: {attribute},Type: {B*0},Value: {0}; 
[0096] A2: {attribute},Type: {Bl}, Value: {1}; 
[0097] A3: {attribute},Type: {B2}, Value: {1}; 
[0098] PoNP: {identity},Type: {name, Self-Gen, Exp 

Date}, Value: {David Kurt}; 
[0099] A]: {attribute},Type: 
{ASU-Fulton-CIDSE-CSE} 

[0100] AJ-H: {attribute},Type: {device},Value: 
{communication—>Mac address—>0l :23:45:67:89:ab}; 

[0101] Aj+2: {attribute},Type: {email},Value: {David. 
Kurt@asu.edu}; 

[0102] PoNP: {communication},Type: {Mac address, 
TA, ExpDate}, Value: {0l:23:45:67:89:ab} 

[0103] Ak: {attribute} ,Type: {organization}, Value: 
{ASU-Fulton-CIDSE-CSE} 

{organization}, Value: 

[0104] Ah]: {attribute},Type: {oWner},Value: {David 
Kurt}; 

[0105] Ak+2: {attribute},Type: {device model},Value: 
{iPhone 3G}; 

[0106] The ?rst PoNP is “Native,” in Which its value is 
unique for each entity. Attribute AO usually points to other 
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PoNPs. The number of bits for the ID value should be long 
enough to guarantee that every entity Will have a unique 
value, Where B,C represents the bit at position x from the 
leftmost side. For demonstration purposes, three bits are used 
for the native ID value. The second PoNP describes the iden 
tity “David Kurt” and his associated attributes; the attribute 
“organization” describes Where David Works; the device 
attribute points to another PoNP “communication”; email is 
another attribute for David. The third PoNP is “communica 
tion”, the entity is represented by a MAC address and the 
attribute “oWner” describes Who oWns this device. 

[0107] In this example, attributes for different PoNP can be 
overlapped; on the other hand, an attribute in one PoNP may 
not exist in another PoNP. It also shoWs that ABIDM can 
easily integrate both the organization-centric IDM and user 
centric IDM by considering an organization as an attribute for 
a user. The disclosed method uses data objects to represent 
attributes and use name objects to construct name graphs, 
Where a name graph is rooted by the user’s name and direc 
tional links are pointed from the user’s attributes. ABIDM 
introduces a user graph approach, Where directional links link 
PoNP to its attributes. An attribute can also point to another 

PoNP (e.g., {communicationQMac_address—>0l23:45:67: 
89:ab}). 
[0108] From the identity management perspective, 
“*.David Kurt” can be used as an entity. HoWever, it might not 
be meaningful in a mobile cloud since there may be many 
individuals called DavidKurt. Thus, practically, more 
attributes values can be involved, such as: 

*.David KurtlASU-Fulton-CIDSE-CSE 

Or 

*David Kurt.0l :23:45:67:89:ab, 

Where . represents a pointer to next PoNP attribute value 
and “I” separates attributes Within the same PoNP. * repre 
sents the bit-assignment values in the native PoNP, e.g., *Ih 
(David Kurt|ASU—Fulton—CIDSE—CSE):0ll and h( ) is 
publicly knoWn hash function. In this example, David Kurt 
may have multiple native values (e. g., another is derived from 
**:h(David Kurt.0l:23:45:67:89:ab):l0l). The user needs 
to derive the private key for its native ID from the TA for later 
secure communication. 

Attribute-Based Group Formation and Private Key Genera 
tion 

[0109] In the mobile cloud communication environment, a 
secure communication session can be either one-to-one or 

one-to-many (e.g., an ESSI Wants to share a picture With 
several ESSIs, Which form an ad hoc group). In the terminol 
ogy of secure group communication, these communication 
patterns can be represented as group (or subgroup) commu 
nication. Thus, a shared key needs to be established among 
group members. In literature, a secure group communication 
includes 3 phases: (i) secrets pre-distribution, (ii) group key 
update, and (iii) secure group communication. Phase (i) can 
be done of?ine before sending the encrypted data. Based on 
current hardWare/softWare solutions, phase (iii) can be pro 
cessed very quickly. Thus, the main bottleneck is in phase (ii). 
To address this bottleneck, the design goal is to reduce the 
group-based key management overhead and support ef?cient 
key distribution in a dynamic communication environment, 
Where the communication peers may keep on changing. 
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[0110] Attribute Based Encryption (ABE) had been pro 
posed for data encryption and decryption. ABE is an exten 
sion of IBE scheme in that multiple public knoWn attributes as 
the public key. Using threshold secret sharing scheme, the 
encryptor can construct an data access policy by forming an 
encryption policy tree, Where leaf nodes are attributes and the 
internal nodes are logical gates such as “AND” and “OR”. To 
integrate ABE With the presented identity management 
scheme, the inventors present an novel approach that each bit 
in a native ID can be assigned to a unique attribute, and the 
attribute does not need to be meaningful (i.e., can be any 
randomly generated string. Based on the previously presented 
example, assume that David Kurt needs to communicate With 
a group of routers With addresses {001, 011, 100, 101, 110, 
111}, in Which users {000, 010} are not included. A naive 
approach is to construct an access tree by using an “OR” (or 
+) logic at the root. To reduce the number of involved 
attributes, a membership function (M) using Boolean Func 
tion Minimization (BFM) approach is used: 

Where B,- and B,- represent the bit values “1 and 0”, respec 
tively, at position i. The ?nal group access tree only involves 
tWo attributes assigned to B0 or B2 to secure the encrypted 
data, in Which both group members 000 and 010 are not able 
to access. 

Bootstrap of Secure Communication Group 

[0111] ABIDM uses identity-based signature schemes for 
authentication and attribute-based encryption scheme for 
data access control. A mobile user uses ABIDM to establish a 
virtual private communication service among ESSIs. The 
goal of ABIDM is to establish a common sharing group key 
among a selected group of users (or ESSIs). Based on the 
presented example, the bootstrap of the secure group com 
munication using ABIDM is presented as folloWs: 

[0112] Sender 011 Would like to establish a virtual pri 
vate communication group {001.011,100,101,110,111} 

[0113] Sender 011 uses BFM to derive the group-based 
attribute composition as BO+B2, Where “+” is a logical 
OR gate. 

[0114] Sender 011 uses attribute-based encryption 
scheme to encrypt a group key k8 

[0115] Sender 011 generates the signature for the 
encrypted message based on identity-based signature 
scheme (e.g., using the private key of identity “011”. 

[0116] Sender 01 1 sends the encrypted group key and its 
signature to receivers. 

[0117] Each receiver veri?es the signature and decrypts 
the group key k8. Note that the veri?cation is based on 
the sender’s ID (i.e., 011) and see if it satis?es the logic 
BO+B2. 

[0118] Then, the group-based secure communication 
session begins. 

[0119] All of the methods disclosed and claimed herein can 
be made and executed Without undue experimentation in light 
of the present disclosure. While the apparatus and methods of 
this invention have been described in terms of preferred 
embodiments, it Will be apparent to those of skill in the art that 
variations may be applied to the methods and in the steps or in 
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the sequence of steps of the method described herein Without 
departing from the concept, spirit and scope of the invention. 
In addition, modi?cations may be made to the disclosed appa 
ratus and components may be eliminated or substituted for 
the components described herein Where the same or similar 
results Would be achieved. All such similar substitutes and 
modi?cations apparent to those skilled in the art are deemed 
to be Within the spirit, scope, and concept of the invention as 
de?ned by the appended claims. 
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What is claimed is: 
1. A mobile device con?gured to be a member of a mobile 

and ad hoc netWork comprising: 
a Wireless communication interface; 
a data storage device con?gured to store: 

one or more softWare components; 

one or more duplicated softWare components; and 
one or more extended semi-shadoW images, Wherein the 

one or more extended shadoW images may be con?g 
ured to link one or more common softWare compo 

nents through a virtual trust and provisioning domain; 
a mobile processing device con?gured to: 

optionally execute the one or more softWare components 
locally; 

optionally migrate execution of the one or more softWare 
components on a cloud-based computing server; 

optionally execute the one or more duplicated softWare 
components on a cloud-based computing server; and 

provide sensing data. 
2. The mobile device of claim 1, Wherein the one or more 

softWare components may be platform dependent or platform 
independent. 

3. The mobile device of claim 1, the mobile processing 
device con?gured to be in communication With a resource 
manager through the Wireless communication interface. 

4. The mobile device of claim 3, Wherein providing sensing 
data comprises providing sensing data to the resource man 
ager. 

5. The mobile device of claim 1, the mobile processing 
device further con?gured to receive instructions from the 
resource manager instructing Whether to execute, migrate, or 
duplicate the execution of at least one of the one or more 
softWare components. 

6. The mobile device of claim 1, further comprising: 
a battery poWer source; and 
a global position system. 
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7. The mobile device of claim 2, wherein sensing data at 
least comprises mobile processing device type, utilization, 
battery state, and location. 

8. The mobile device of claim 7, wherein sensing data at 
least comprises mobile processing device type, utilization, 
battery power source state, and location, the location deter 
mined using the global positioning system. 

9. The mobile device of claim 1, the virtual trust and 
provisioning domain con?gured to isolate information ?ows 
between the software components contained in the extended 
semi-shadow images. 

10. A mobile and ad hoc network comprising: 
one or more mobile devices con?gured to be members of 

the mobile and ad hoc network, the mobile devices com 
prising: 
a wireless communication interface; 
a data storage device con?gured to store: 

one or more software components; 

one or more duplicated software components; and 

one or more extended semi-shadow images, wherein 
the one or more extended shadow images may be 
con?gured to link one or more common software 

components through a virtual trust and provision 
ing domain; 

a mobile processing device con?gured to: 
optionally execute the one or more software compo 

nents; 
optionally migrate execution of the one or more soft 

ware components on a cloud-based computing 

server; 
optionally execute the one or more duplicated soft 

ware components on a cloud-based computing 

server; and 

provide sensing data; 
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the cloud-based computing server optionally con?gured to 
execute the one or more software components whose 
execution has been migrated; and 

a resource manager con?gured to provide instructions to 
the one or more mobile devices whether to execute at 
least one of the one or more software components or 
migrate the execution of at least one of the one or more 
software components to the cloud-based computing 
server. 

11. The network of claim 10, wherein the one or more 
software components may be platform dependent or platform 
independent. 

12. The network of claim 10, the mobile processing device 
con?gured to be in communication with a resource manager 
through the wireless communication interface. 

13. The network of claim 12, wherein providing sensing 
data comprises providing sensing data to the resource man 
ager. 

14. The network of claim 13, the resource manager further 
con?gured to determine the instructions based on the sensing 
data. 

15. The network of claim 10, further comprising: 
a battery power source; and 
a global position system. 
16. The network of claim 11, wherein sensing data at least 

comprises mobile processing device type, utiliZation, battery 
state, and location. 

17. The network of claim 16, wherein sensing data at least 
comprises mobile processing device type, utiliZation, battery 
power source state, and location, the location determined 
using the global positioning system. 

18. The network of claim 10, the virtual trust and provi 
sioning domain con?gured to isolate information ?ows 
between the software components contained in the extended 
semi-shadow images. 
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